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PREFACE

1. Scope

Thispublication setsforththe principlesto plan for and conduct operationsfor combeating wegpons
of massdestruction (WMD) and their meansof ddlivery. Thispublication addressesjoint military
actionstodiminatethethreat of WM D and their meansof delivery tothe United States, itsforces, and
our dlies. It providesguidanceonjoint and multinationa operationsand interagency coordination.
Thispublication complementsjoint doctrine promulgated in Joint Publication 3-11, Joint Doctrinefor
Operationsin Nuclear, Biological, and Chemical (NBC) Environments.

2. Purpose

This publication has been prepared under the direction of the Chairman of the Joint Chiefs
of Staff. It setsforth doctrineto governthejoint activities and performance of the Armed Forces
of theUnited Statesinjoint operationsand providesthedoctrina basisfor interagency coordination
and US military involvement in multinational operations. It provides military guidance for the
exercise of authority by combatant commanders and other joint force commanders (JFCs) and
prescribesdoctrinefor joint operationsand training. It provides military guidancefor use by the
Armed Forces in preparing their appropriate plans. It is not the intent of this publication to
restrict the authority of the JFC from organizing the force and executing the mission in amanner
the JFC deems most appropriate to ensure unity of effort in the accomplishment of the overal
mission.

3. Application

a Doctrine and guidance established in this publication apply to the commanders of
combatant commands, subunified commands, joint task forces, and subordinate components of
these commands. These principles and guidance aso may apply when significant forces of one
Service are attached to forces of another Service or when significant forces of one Service
support forces of another Service.

b. Theguidanceinthispublicationisauthoritative; assuch, thisdoctrinewill befollowed except
when, inthejudgment of thecommander, exceptiond circumdancesdictatectherwise. If conflictsarise
between the contentsof thispublication and the contents of Service publications, thispublicationwill
takeprecedencefor theactivitiesof joint forcesunlessthe Chairman of the Joint Chiefsof Staff, normdly
in coordination with the other membersof the Joint Chiefsof Staff, has provided more current and
specificguidance. Commandersof forcesoperating aspart of amultinationd (alianceor codition)
military command should follow multinational doctrineand proceduresratified by the United States.
For doctrineand proceduresnot ratified by the United States, commandersshould evaluateand follow
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themultinational command’ sdoctrineand procedures, wheregpplicableand consstent with US| aw,
regulations, and doctrine.

For the Chairman of the Joint Chiefs of Staff:

%

T.J. KEATING
ViceAdmird, USN
Director, Joint Staff
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EXECUTIVE SUMMARY
COMMANDER’SOVERVIEW

» Discussesthe Operational Environment for Combating Weapons of M ass
Destruction

e Coversthe Framework Tasksand Planning Consider ations for
Nonproliferation

« Discussesthe Framework Tasks and Planning Consider ations for
Counterproliferation

« CoverstheFramework Tasksand Planning Consider ationsfor Weapons of
Mass Destruction Consequence M anagement

*  Provides Guidance on Training and Exercisesfor Combating Weapons of
Mass Destruction

The Challenge

Combating weapons of Theproliferation of wegponsof massdestruction (WMD) isaglobd
mass destruction (WMD)  problemthat routinely crossescombatant commands geographical

and their means of boundaries. Thechallengeof combating WM D necessitatesan
delivery isone of the integrated and dynamic approach that lever agesactivities of
greatest challengesthe threepillars: nonproliferation (NP), counter proliferation (CP),
United Statesfaces. and weapons of mass destruction conseguence management

(WMD CM). Theincreasing availahility of highly destructive
technol ogy combinedwithavariety of wegponsand meansof ddivery
fromboth non-stateand Sate actorsgreetly exacerbatesthe problem.
WMD inthepossession of non-stateactorscoul d potentidly kill large
number of peoplewithout warning. Thenexusbetween non-sate
actorsand WM D congtitutesone of Department of Defense's
top priorities. Further, sateswith active WMD programspossessa
widerangeof employment capabilities. Thechdlenge, here, liesin
asessingtheintent and cgpabilitiesof thedtatesleadership. Thesuccess
of combating WMD depends on how effectively combatant
commandersapply al threepillarsagainst WMD challenges. NP
policy usesthefull rangeof diplometic, economic, informetiond, and
military instrumentsof netiond power to prevent thedevel opment and
proliferationof WMD. CPappliestothoseactionstakento prevent
proliferation, sopor roll back current WMD programs, defeat ddlivery
systems, and protect USinterestsfrom thethreet of or useof WMD.
WMD CM procedures may be used in the context of military
operationstorestorenecessary cgpatiilities TheUnited Statesconfronts
thethreet of WM D throughthemutudly reinforcing andinterdependent
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actions across al three pillars: NP, CP, and WMD CM. The US
regponsemugt integrated| of thecgpabilitiesof theNP, CR, and WMD
CM framework and demongratethat USmilitary forcesand civilian
governmentsarefully capable, organized, trained, and equipped to
deny, destroy, or respond to, and mitigate the effects of, WMD
proliferationanduse.

Adversary Proliferation Continuum

The development and
employment of WMD
capabilitiesisa complex,
but identifiable process
involving generic
activities, which together
congtitute an adversary’s
proliferation process.

Thesuganmentandrepetitionof thepraliferation continuumrepresants
stagesadversaries may executeto develop and/or acquire WMD.
Adversariesmay a any point dong the proliferation continuum choose
to bypassone of the devel opment steps by acquiring the capability
andtherefore accel eratethe WM D deve opment process. Proactive
actionscan betaken at every stage of the proliferation continuum
process to successfully counter the proliferation of WMD. The
genericactivitiesindude: decison; infrastructureand expertise
development; production; weaponization; deployment; and
employment. A praliferant groupor nationrequiresthewill, equipmert,
technica knowledge, people, money, and timeto successfully develop
and sustainthisprocess. Thiscontinuum may beencounteredina
norHlinear fashion, i.e,, anadversary may buy awegpon sysemready
for immediateemployment and thusbypassstagessuch asproduction
andwegponization.

I ntegrated Response to Weapons of M ass Destruction

The “National Strategy to
Combat Weapons of Mass
Dedtruction” created a
paradigm shift in the
strategy against WMD.

Nonpraliferation (NP)
efforts consst of the use of
the full range of
diplomatic, economic,
informational, and
military instruments of
national power to prevent
or limit the acquisition or

Prior srategiesfocused on passvedefenseand WMD CM activities,
whilethe“Nationd Strategy to Combat Wegponsof MassDegtruction”
emphasizesoffensveactivities. Thisproactivestrategy to combat
WMD requires joint force commanders (JFCs) to focus on an
integrated goproachthat emphasizesdl threepillarsinvarying degrees
throughout an adversary’sproliferation continuum. All threepillars
must beleveraged in order to employ an effective strategy to
combat WMD.

Nonproliferation Pillar

Nonproliferation isthose actions (e.g., diplomacy, arms control,
multilateral agreements, threat reduction assistance, and export
controls) taken to prevent the proliferation of WMD that seek to
dissuade or impede access to, or distribution of, sensitive
technologies, material, and expertise. NP effortsmust dissuade
or impedetheproaliferation of WM D, aswell asdow and make
mor ecostly theaccessto sensitivetechnologies, material, and
expertise. Activitiesshal includeproviding ingpection, monitoring,

Vi
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development of WMD
capabilities.

Detect and monitor
acquisition and
devel opment of WMD.

Conduct NP operations.

Conduct security
cooperation.

The full range of military
activities will be used to
support
counterpraliferation (CP)
effortsin order to deter,
identify, deny, and counter
adversary development,
acquigtion, possession,
proliferation, and use of
WMD.

veification, and enforcement support for NPtregtiesand WWMD control
regimes, supporting cooperativethrest reduction and export control
activities participatinginresearch activitiesdomestically; conducting
military-to-military exchanges, assstingintheidentification of potentid
proliferants before they decide to acquire or expand their WMD
cgpahilities and, if sodirected by thePresdent, planning and conducting
denid operations.

TheNP pillar congists of threetasks:

Detect and Monitor Acquisition and Development.
Locate, characterize, and track efforts to develop or
otherwise acquire WMD in order to identify and exploit
proliferation actors vulnerabilities to deterrence and
interdiction, and to support treaty obligations.

Conduct NP Operations. Use al aspects of military
engagement within and across all areas of responsibility
(AORYs) to deter the proliferation of WMD. Specificaly,
operations and activities should improve US joint and
multinational mission accomplishment capabilities and
present a unified front to deter the development or
acquisition of WMD.

Security Cooperation. Apply all aspects of military
engagement within each AOR to dissuadetheproliferation
of WMD. Maintain and enhance continuous bilatera
and multilatera effortstoimprovediplomatic and military
relations.

Counterproliferation Pillar

Counterproliferationisthoseactions(e.g., detect and monitor, prepare
to conduct CPoperations, offensveoperations, WMD activedefense,
and passive defense) taken to defeat thethreat and/or useof WMD
agang theUnited States, our military forces, friendsanddlies Thefull
rangeof operationa cgpabilitieswill berequired to counter thethreat
and useof WMD. Theobjectiveof CP operationsisto deter,
interdict, defend, and eiminate the WMD threat acrossthe
full range of possble WMD acquistion, development, and
employment scenarios. Thesecgpabilitiesmust befully integrated
into existing and emerging military transformation plansand the
homeland security posture. Inaddition, CPmust befully integrated
into thebasi c doctrine, training, and equipping of dl forceswiththe
objectiveof ensuring sustained operaionstodecisvely defest WMD

Vii
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Detect and monitor.

Prepare to conduct CP
operations.

Conduct offensive
operations.

WMD Active Defense.

WMD passive defense.

Weapons of mass
destruction consequence
management activities
must mitigate the long-
term effectsof aWMD
attack and enable a rapid
recovery.

amed adversaries. CPoperationsareintended to reducetheWMD
threat and requireabal anced and integrated concept of operationsto
defeet hostile WMD thrests.

TheCP pillar consstsof fivetasks:

Detect and Monitor. Locate, characterize, and track
indicators and incidents of actual proliferation,
employment and/or use of WMD.

Prepare to Conduct CP Operations. Plan for use of
passive and active measuresto defend USforces, friends,
allies, and interests againgt the use and effects of WMD.
Escalate deterrence activities through show-of-force
options and flexible deterrent options.

Conduct Offensive Operations. Conduct measures to
eliminate the WMD threat, deter the use, and, when
necessary, respond to the use of WMD, while being
prepared to defend against the use and effects of WMD.

WMD Active Defense. Employ offendveactionsto prevent
the conventiona and unconventiona delivery of WMD.
Measuresindude: detect, divert, and destroy adversary WMD
and ddivery meanswhileenroutetotheir targets. Thismay
indudeoffensveand defensvecounterar operationsagaingt
arcraftand missles and security operationsto defend againgt
unconventiondly ddivered WMD.

WM D Passive Defense. Measures taken to reduce the
vulnerability and minimizethe effectsof WMD employed
against key host nation instalations, any US installation
and facility, ports of embarkation and debarkation.

WMD CM Pillar

WM D CM isthoseactionstaken to respond to the consequences
andeffectsof WM D useagangt our homeand, forcesand USinterests
abroad, andto assist friendsand dliesto restore essential services.
WMD CM operations facilitate a return to stability by
minimizing or mitigating theeffectsof WM D contaminantsin
order to provide timely assistance to affected public,
government, and US military ingtallations. Operations are
intended to assist affected public, government, and US military

viii
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ASESS,

Coordinate Operations.

Conduct Logigtics.

Health Service Support.

Decontaminate.

Training, exercises, and
formal education are vital
to ensure that military
forces can conduct
operations to combat
WMD.

ingdlationstoreduceapopulaion’svulnerablity totheeffectsof WMD
contaminantsby supporting preventiveor precautionary messures(eg.,
pre-pogitioning vaccines, first responder equi pment, training, persond
decontamination supplies; and identifying healthcare facilities),
developing and rehearsing response plans/protocols (exercising
command and control, identifying and training response personnel,
determininglega and physicd condraints, determining requirements
for attribution and legal prosecution, practicing decontamination
procedures, deve oping reach-back capatiilitiesfor technicd experts)
and restoring necessary life-sustaining services(e.g., medica care,
dectricd power, and communicationsand trangportationinfragructure).

TheWMD CM pillar congstsof fivetasks:

Assess. Collect and andyzeinformation prior, during, and
after WM D CM missonsonacontinuousbas stoenablethe
confirmation, correction, or refutation of existingandyses. In
addition, assessment activitiesprovidetheahility to predict
futurerequirementsin order tomakethenecessary planning
and operationd adjustments.

Coordinate Operations. Coordinate the full range of
activitiesacrossthespectrum of the WMD CM mission.

Logistics. The science of planning and carrying out the
movement and sustainment of forcesfor WMD CM activities

Health Service Support. Thiscomponent of WMD CM
providestheapplication of remedieswith the objective of
effectingacureor therapy.

Decontaminate. Remove contamination from personnd,
equipment, and facilities.

Training and Exer cises

Training to combat WMD isnecessary to ensurethat al personne
understand the threat, principles, agent characteristics, and
required tasks. For the most part, training events and exercisesto
combat WMD will not require unique or stand-alone training
events. Mogt of the skillsand equipment supporting tasksto combat
WMD can beintegrated into existing training events. Combatant
commandersshould used| aspectsof security cooperation activities
induding security asssance; multinationd training, exercises education,
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experimentation; defenseand military contacts, foregn humanitarian
ass stance; and threet reduction measuresintheir AORs.

Joint, multinationd, and Service component training exercisesserve
asavisblereminder of theUSmilitary’ scapability, and can serveasa
continud deterrent to WM D acquistionand use.

CONCLUSION

This publication setsforth the principlesto plan for and conduct
operationsfor combating WM D and their meansof delivery. The
strategy is based on three pillars: nonproliferation,
counterproliferation, and consequence management. This
publication addressesjoint military actionsto eiminatethethrest of
WMD andtheir meansof ddivery tothe United States, itsforcesand
our dlies. It providesguidanceonjoint and multinetiona operations
andinteragency coordination.

JP 3-40



CHAPTER |
OPERATIONAL ENVIRONMENT

“The gravest danger our nation faces lies at the crossroads of radicalism and
technology. Our enemies have openly declared that they are seeking weapons of
mass destruction, and evidence indicates they are doing so with determination.
The United States will not allow these efforts to succeed...History will judge harshly
those who saw this coming danger but failed to act. In the new world we have
entered, the only path to peace and security is the path of action.”

President George W. Bush
The National Security Strategy of the United States of America,
September 17, 2002

1. TheChallenge

a. Combating weapons of mass destruction (WMD) and their means of delivery is one of
the greatest challenges the United States faces. The proliferation of WMD isaglobal problem
that routinely crossescombatant commands' geographica boundaries. Theincreasingavailability
of highly destructive technology combined with a variety of weapons and means of delivery
from both state and non-state actors greatly exacerbates the problem. An adversary’sthreat or
use of WMD and the proliferation of these agentswill continue to challenge commandersat all
levels. WMD have the potential to severely disrupt and damage the United States, its forces,
allies, codlition partners, and civilian populations of host nations (HNs). Our adversaries may
use WMD toinflict casualtieson civilian popul ations, degrade military effectiveness, or counter
the conventional military superiority of the United States.

b. Thechallengeof combating WM D necessitates anintegrated and dynamic approach that
leveragesactivitiesof threepillars nonprdliferation (NP), counter prdlifer ation (CP), and weapons
of massdestr uction consequencemanagement (WM D CM). Thesuccessof combating WMD
dependson how effectively combatant commandersapply dl threepillarsagains WMD chdlenges.
NP policy usesthefull rangeof diplomatic, economic, informationa , and military insrumentsof nationd
power to prevent the devel opment and proliferation of WMD. WhileNPisprincipally appliedto
prevent theacquisition or devel opment of WMD by state or non-state actorsduring theearly WMD
development stages, it may also beemployedinlatter stages. CP appliestothoseactionstakento
prevent proliferation, sop or roll back current WM D programs, defeet ddlivery systems, and protect
USinterestsfromthethreet of or useof WMD. CPactivitiesareprincipaly applied after adversaries
develop WMD but they candso beapplied early oninthe WM D devel opment and acquisition stages.
WMD CM messuresaretakento protect domestic and foreign public health and safety, restoreessentiad
government services, and provideemergency rdief togovernments, businesses, andindividua saffected
by the consequences of aWMD incident. WM D CM procedures may be used in the context of
military operationsto restore necessary capabilities. WMD CM measuresaretaken to mitigatethe
effectsof aWMD event andto protect US, dlied, and codlition forces, domesticand foreign. WMD
CM isprincipdly applied after an adversary usesWMD dthoughWMD CM activitiescanadsobe
ussful indissuading and deterring adversariesfrom devel oping and/or usng WMD. EachWMD scenario




Chapter |

posesunique chalengesand combatant commanders must determinethe most effective blend of the
threepillar activitiesthroughout thecontinuum that arebest suited to dissuade countriesfrom devel oping
WMD, deter useof WMD by countries/non-state actorsthat have devel oped aWMD capability and,
if necessary, defeat any state or non-state actor that usesor threatenstheuseof WMD.

2. Non-stateActors

Individuals and/or organizations that seek to acquire, develop, and/or proliferate WMD
pose agrave danger to our national security. WMD in the possession of non-state actors could
potentialy kill large numbersof peoplewithout warning. The nexusbetween non-stateactors
and WM D constitutesoneof Department of Defense’'s(DOD’s) top priorities, and proactive
measures must be implemented to prevent them from acquiring and/or developing WMD. The
threat is further complicated by the operations of multinationa networks, potentially with the
support of state resources, which proliferate WMD precursors, technologies, and knowledge.
These globa proliferation activities employ a combination of secrecy, dispersion, and fisca
resources that must be located, monitored, and ultimately targeted.

NON-STATE OPERATIONAL CAPABILITIES

The terrorist attacks of 9/11 serve as examples of the global reach some
non-state organizations possess. The ability of al Qaeda to plan, rehearse,
pre-position personnel and equipment, and ultimately execute a string of
coordinated attacks against the US demonstrated an effective operational
capability. Similar operational capabilities could be applied to the use of
WMD against the US and other international targets. The covert operational
capabilities of al Qaeda and other terror organizations pose significant
challenges for our detection and monitoring capabilities. State support —
direct or indirect — provides these non-state actors an additional capability
that is difficult to detect and monitor. In addition, al Qaeda leveraged bin
Laden’s personal fortune to obtain weapons, materiel, and training required
to execute the 9/11 attacks. Additional global funding support came from
surrogates around the globe, often through numerous filters to hide the
origin of the support. Post-9/11 investigations revealed that Islamic charities
based in the US provided fiscal support, both directly and indirectly, to bin
Laden’s efforts. The combination of these capabilities position al Qaeda to
potentially possess the ability to acquire and/or develop and ultimately use
WMD.

SOURCE: VARIOUS SOURCES

3. StateActors

Nation gateswith active WM D programspossessawiderangeof employment capabilities ranging
fromtheconventiond (e.g., baligticand cruisemissles) totheunconventiond (e.g., improvised nuclear
devices and crop dusters). The challengeliesin assessing the intent and capabilities of the
state’'sleader ship.

-2 JP 3-40
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a Global Employment. Theproliferation of missiletechnol ogy hasenabled many statesto
acquireddivery sysemsthat canrangewd | outsdetheirimmediateregions. A number of Sateshave
systemsthat can striketar getswithin the US. Long-range WMD ddlivery systemsenablean
adversary to deter US action, deny accessto itsterritory or intermediate staging bases, preempt a
pending operation, and srikeUSdliesto affect USpalicy, or toamply coercethe UStodter itspalicy.

b. Regional Employment. Thepresence of WMD posesagresat chalengewithinaregion.
It disrupts US and internationa efforts to foster stability and curtail proliferation activity. The
perceived imbalance in power can lead to active proliferation among neighboring sates
(e.g., Pakistan and India), delivering a severe blow to ongoing NP and CP or other diplomatic
and economic efforts. Thenonemployment chalengesof statespossessng WMD (e.g., presence,
proliferation, and stability disruption) may prove to be the most challenging and dangerous to
USinterests.

c. Fiscal Incentives. Statesand non-state actorsmay elect to exploit their WMD capabilities
for financial gain. Such activities can range from providing precursors, technology, and/or
knowledge, to actualy proliferating WMD. Theseactivitiesmay occur inamultinationa network
that posessignificant challengesto our detection and monitoring capabilities. Proactive measures,
including detection, monitoring and interdiction, must be applied to prevent such proliferation.

PROLIFERATION VIA FINANCIAL INCENTIVES

The interdiction of the North Korean marine vessel So San in December
2002 provides an example of the application of proactive measures. The
ship’s cargo was 16 surface-to-surface missile systems (SCUDs), destined
for Yemen. While the missiles had no WMD components, the delivery
systems themselves were the target of international proliferation treaties
and agreements. North Korea’s decision to sell its missile (and other military)
technology has long been known to serve as a major source of income for
the cash-strapped Pyongyang regime. In the case of So San, the ship and
its cargo were ultimately released and delivered to its intended recipient.
North Korea netted some $20+ million in the process.

The collapse of the Soviet Union provides another example of the financial
incentives for proliferating WMD. The WMD stockpiles and perceived lack
of accountability procedures, combined with the unemployment or lowered
standard of living for security guards, WMD program employees, scientists,
and engineers, create an environment conducive to the proliferation of
WMD knowledge, technology, and weapons.

SOURCE: VARIOUS SOURCES

4. Adversary Proliferation Continuum

Thedeve opment and employment of WM D capabilitiesisacomplex, but identifiable process
involving generic activities, which together constitute an adversary’sproliferation process. The
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sustainment and repetition of theproliferation continuum representsstagesadver sariesmay
executetodevelop and/or acquireWMD (seeFigurel-1). Adversariesmay a any point dongthe
proliferation continuum chooseto bypassoneof the devel opment stlepsby acquiring the capability and
thereforeaccd eratethe WM D devel opment process. Proactiveactionscan betaken at every sageof
the proliferation continuum processto successfully counter theproliferation of WMD. Thegeneric
activitiesinclude: decision; infrastructure and expertise devel opment; production; weaponization,
deployment; andemployment. A praliferant group or nation requiresthewill, equipment, technical
knowledge, people, money, and timeto successfully develop and sustain thisprocess. This
continuum may beencounteredinanon-linear fashion, i.e., an adversary may buy awegpon system
ready for immediate empl oyment and thus bypass stages such as production and wegponization. In
somecasestheearly Sagesof acquigtion, facility preparation, and production may beconcededwithin
industrid or agriculturd production (so-cdled dud usematerias) or academicingitutionsmaking our
intelligenceeffortsmoredifficult. Many toxicindustrid materid sexist worldwideandthuscanessly be
used aswegponsor cause problemsif released accidentdly. Anadversary could evenuseinformation
operaions(10) toopenvavesor causeother breakdownsinfactoriesor power plantsthuscreatinga
chemicd, biologicd, radiologicd, and nuclear (CBRN) event without actudly possessing suchwegpons.

5. Integrated Responseto Weapons of Mass Destruction

The*“Nationa Strategy to Combat Wegponsof MassDestruction” (December 2002) created a
paradigm shiftinthestrategy againgt WMD. Prior strategiesfocused on passivedefenseand WMD
CM activities, whilethenew str ategy emphasizesoffensveactivities. Thisproactivestrategy to
combat WMD requiresjoint force commanders (JFCs) tofocuson anintegrated gpproach to disrupt
anadversary'sproliferation continuum.

a Eachpillar (NP,CP,and WM D CM) containsarangeof activitiesthat support efforts
tocombat WMD. These activities serve asamenu of optionsthat can be employed acrossthe
proliferation continuum. Theapplication of theseactivitiesagainst each sateand non-gateactor must

PROLIFERATION CONTINUUM

EMPLOYMENT

DEPLOYMENT
WEAPONIZATION

PRODUCTION

P
8
72
8
=

DECISION

Figure I-1. Proliferation Continuum
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betailored to ensurethemost effectiveresponse. By preventing thedeve opment and empl oyment of
WMD devices, weares multaneoudy reducing thechancesof havingtointercept or dbsorband mitigate
suchdevices. Combatant commandsshould thereforeemphasizethosethat:

(1) Demondratetoanadversary thefutility of pursuing WMD asaviablethrest.
(2) Deter any usage of WMD through a clear and overwhelming response.

(3) Should deterrence fail, detect and neutralize an adversary’s WMD assets before
the weapons reach their targets.

(4) Ensure US military forces retain the initiative and freedom of action in a
contaminated environment.

b. Fgurel-2 providesan exampleof anotiona state actor’snuclear wegponsdevel opment and
theoptimal application of activitiesranging acrossthethreepillars. During the early stagesof the
process, NPactivitiesarethe primary tasksused to dissuadethe notiond statefrom devel oping and/or
acquiring nuclear wegpons, whereas CPactivitiesserveasasecondary set of tasks. Nonproliferation
effortsto dissuadethe sate actor from devel oping anucd ear wegponsprogram may includesurvellance
andtracking of WM D deve opment, enforcement of theNud ear Non-Proliferation Treety, conducting
information operations, and providing security ass sancetothedateactor. Additiondly, CPactivities
serveasaset of secondary activitiesthat may begpplied during theearly devel opment and/or acquigition
dagesof theproliferation continuum. CPactivitiesmay indludeidentifying and characterizing targetsfor
offengveoperations, demondirating activeand passve defense capabilities; interdicting the supply of
meaterid neededto support anuclear program; conducting preemptive offensveatackson WMD and
related targets, and enhancing WM D dimination cgpabilities, soasto beready to deploy intheevent the
daterequestsass tancedismantling thelr programs (rollback).

c. Inthisexample, CPactivitiesbecomethe primary meansto combat WM D whenthenotiona
Sateactor beginsto reprocessthenuclear fuel for devel oping wespons. NP activitiesremainatool for
combatant commandersand they complement theCPactivities. For example, offersof security asssance
may extend to neighboring Sateswithinaregion sothey havethemeansto defend (e.g., activedefenses)
themsdves. CPactivitiesmay indude:

(1) Identifying and characterizing targets for off-ste attack.

(2) Emplacing and recovering tags, sensors, and monitors.

(3) Intercepting and diverting shipments of WMD and related technologies.
(4) Attacking WMD targets.

(5) Enhancing passive defense capabilitiesin theater.

(6) WMD €eimination.
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Operationa Environment

d. Theeactivitiesmay indudetargeting\WWMD importsand exports. CPand NPactivitiesshould
focuson preventing sateactorsfrom further devel oping thelr nuclear wegponsprograms.

e. Intheevent that activitiestocombat WM D fail and thestateactor developsnuclear
weapons, combatant commanders must be prepared to prevent and/or defend againgt a
potential nuclear attack. The CP activities of active and passive defense should be given
higher priority dongwith preparationsfor WMD CM activities. Figurel-3 providesanilludtrative
exampleof thepraliferation continuumand the potentiad combating WM D activitiesthat may beagpplied.

f. Thesuccessof operationsto combat WM D requiresthe coordinated effortsand combined
capabilitiesof each Serviceand functional component of thejoint force. Thisisachieved through
planning, education, training, and close coordination with other DOD, federal, state, and local
governments, and gpplicablenongovernmentd organizations. A properly organized, trained, and equipped
forcehe psto deter an adversary fromacquiring and ultimately usngaWMD.

g. Commandersmust develop programstocombat WM D that integrateall of theDOD
security cooper ation activities(multinationa exercises, security assstance, multinationd training,
multinationa education, multinationa experimentation, defenseand military contacts foregnhumeanitarian

RESPONSE TO PROLIFERATION CONTINUUM

CONSEQUENCE

MANAGEMENT

COUNTER-
PROLIFERATION

NON-
PROLIFERATION

DESTROY Employment

Deployment
INTERDICT Weaponization
Production
Infrastructure and Expertise Development

Decision to Acquire/Develop Weapons of Mass Destruction

Figure I-3. Response to Proliferation Continuum
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assistlance, and Officeof the Secretary of Defense-managed threat reduction measures) to deter, defedt,
andrespondtothe WMD threatsintheir respectiveareasof responshility (AORS).

6. Enablersfor Combating Weaponsof M assDestruction

a In addition to the three fundamental pillars, a successful strategy requires the
employment of key enablers. Key enablersserveto integrate and bal ance the components. As
thecommander’ stoals, the key enablers support planning and decis on making when considering
available operationa optionsto combat WMD. Thekey enablersfor successful operationsto
combat WM D are: command, contral, inteligence, surveillance, and reconnaissance; 10;
inter oper ability; readiness, mobility; and sustainment. Theapplication of thesekey enablers
integratesthecore capabilitiesinto coordinated, synchronized activitiesand operations, which represent
battlemanagement of combatingWMD.

b. TheUnited Statesmust deter theacquistion and potentid useof WM D through anaggressive
and proactive programto combat WM D that addressesevery sageof the proliferation continuum (see
Figurel-4). TheUnited States confrontsthethreat of WM D through themutualy reinforcing and
interdependent actions across all three pillars: NP, CP, and WMD CM. The US response must
integrateal of the capabilitiesof the NP, CP, and WMD CM framework and demonstratethat US
military forcesand civilian governmentsarefully capable, organized, trained, and equi pped to deny,
destroy, or respond to, and mitigatethe effectsof, WMD proliferation and use,

Diplomatic, Informational, Military, and Economic Means

NONPROLIFERATION COUNTER- WEAPONS OF MASS
(NP) PROLIFERATION (CP) DESTRUCTION

. Detect & Monitor CONSEQUENCE
Detect & Monitor MANAGEMENT (WMD CM)
Conduct NP Operations

Assess
Security Operations Coordinate Operations

Prepare to Conduct CP
Ops
Offensive Ops e
WMD Active Defense Conduct l.-OngthS
WMD Passive Defense || Health Service Support
Decontaminate

The United States confronts the threat of weapons of mass destruction and
the means of delivery through the mutually reinforcing approaches of NP,
CP, and WMD CM.

Figure I-4. United States Government Response to Proliferation
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NONPROLIFERATION

“To maintain peace, to protect our citizens and our own allies and friends, we
must seek security based on more than the grim premise that we can destroy
those who seek to destroy us. This is an important opportunity for the world to re-
think the unthinkable, and find ways to keep the peace. Today’s world requires a
new policy, a broad strategy of active nonproliferation, counterproliferation, and
defenses. We must work together with other like-minded nations to deny weapons
of terror from those seeking to acquire them. We must work with allies and friends
who wish to join us to defend against the harm they can inflict. And together we
must deter anyone who would contemplate their use...”

President George W. Bush
National Defense University, Fort Lesley J. McNair,
Washington, DC, May 2001

1. Genera

NP effortsconsist of the use of thefull range of diplomatic, economic, informational,
and military instruments of national power to prevent or limit the acquisition or
development of WM D capabilities. The success of these efforts |essens the threat to civilian
populations and the challenges that US forces might face when conducting joint CP efforts.

a NP D¢€finition. Thoseactions(e.g., diplomacy, amscontrol, multilateral agreements, threet
reduction ass stance, and export controls) taken to prevent the proliferation of WMD by dissuading or
impeding accessto, or distribution of, sendtivetechnologies, materid, and expertise.

b. NP Rangeof Activities. NP effortsmust dissuade or impedetheproliferation of WMD,
aswell as dow and make more costly accessto sensitive technologies, material, and expertise.
Activities shall include providing inspection, monitoring, verification, and enforcement support
for NP treaties and WMD control regimes; supporting cooperative threat reduction and export
control activities, participating in research activitiesdomestically; conducting military-to-military
exchanges, asssting in the identification of potentia proliferants before they decide to acquire
or expand their WM D capabilities; and, if so directed by the President, planning and conducting
denia operations.

2. Framework Tasks
a NP Pillar. TheNP pillar consists of three tasks:
(1) Detect and monitor acquisition and development of WMD.
(2) Conduct NP operations.
(3) Conduct security cooperation.

b. Thetasks and subtasks of the NP pillar (Figure I1-1) and definitions follow.
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(1) Detect and Monitor Acquisition and Development. Locate, characterize, and
track effortsto develop or otherwise acquire WMD in order to identify and exploit proliferation
actors vulnerabilitiesto deterrence and interdiction, and to support treaty obligations.

(@ Conduct Survellanceand Tracking of Suspected WMD Threats. Maintain
comprehensive and continud intelligence collection on indicators of adversary intentions to
develop or acquire WMD. Conduct observation of potential WMD productionfacilities, materias,
precursors, and scientific expertise.

(b) Emplace and Recover Tags, Sensors, and Monitorsin Support of NP.
Emplaceand recover d ectronicinte ligence-gathering devicesto monitor WM D deve opment, acquigtion,
and movement inan effort to anticipateadversary intentions,

(2) Conduct NP Operations. Use dl aspects of military engagement within and
across dl AORs to deter the proliferation of WMD. Specifically, operations and activities
should improveUSjoint and multinational mission accomplishment capabilitiesand present
aunified front to deter the development or acquisition of WMD. Missions must outlinethe

| 1
Detect and Monitor .
Acquisition and Conduct NP Operations Security Cooperation
Development
| |

Conduct Surveillance and Maintain F dP Conduct
Tracking of Suspected aintain Forward Fresence Military-to-Military
WMD Threats Engagement

Emplace and Recover
Tags, Sensors, and
Monitors in Support of NP

Conduct Joint and Provide Security
Multinational Exercises Assistance

Conduct Information Support United States
Operations Government NP Efforts

|
WMD - weapons of mass
destruction Conduct WMD-
Related Training

Figure II-1. Nonproliferation Tasks
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United States Government (USG) podition emphasi zing the negetive consequencesof theacquistionor
useof WMD.

(8 Maintain Forward Presence. Maintainforcesstationedinthe AOR to support
ongoing operations, enhance our ability to respond rapidly and effectively to crises, and provide
avigblereminder of USmilitary capabilities. Forceswill participate in normal operations such
as maritime intercept operations, advisng militaries of friendly nations, and maintaining or
preparing for emplacement of pre-positioned equipment within each AOR.

(b) Conduct Joint and Multinational Exercises. Demonstrate USG resolve
and commitment to the defense of regional friendsby deploying forcesto theregion for bilateral
and multilateral training. Provide near -continuous presencethroughout the AOR. Improve
the capabilities of US forces and those of aliesand codition partnersin defense against WMD
attack, operating in a CBRN-contaminated environment, and responding to the use of WMD.
Improve the capabilities of US forces and those of our alies for potential missions against
known WMD production, storage, and command and control (C2) facilities. Demonstrate US
ability to conduct operations across the full spectrum of WMD interdiction activitiesto include
monitoring and intercepting of WMD and related materiel shipments. Demonstrate US ability
to respond to the use of WMD with overwhelming force to include the ability of US forcesto
conduct timely and accurate strikes.

() Conduct Information Operations. Employ al aspects of 10 to detect,
monitor, disable, discourage, and deny regiond proliferation or useof WMD. A focusonmilitary
and political contacts within the AOR will reinforce the USG position that the benefitsto forgo
developing, acquiring, or usng WMD far outweigh the costs. 10 should include, but not be
limited to, a summation of USG WMD poalicy, information concerning the JFC's ability to
defend againgt the effects of WMD, information concerning US response capability, and the
willingness of the USG to mount a massive, overwhelming response if WMD are used.

(d) Conduct WMD-Related Training. Plan and implement tailored training
programsand initiativescons stent with theregional threat. Specifictrainingmay includetraining
theater air missile defense units of regiona friends, WMD targeting; interdiction operations,
individual and collective protection; WMD CM training; and decontamination.

(3) Security Cooperation. Apply all aspectsof military engagement within each
AOR todissuadetheproliferation of WMD. Maintain and enhance continuous bilateral and
multilateral efforts to improve diplomatic and military relations. All activities must highlight
the USG position of combating WMD by stressing the negative consequences resulting from
the use of WMD and emphasizing the positive ramifications of foregoing such pursuits. The
USG and JFCsmust stressthe positiveimpact of cooperationwith the USG position of combating
WMD.

(@ Conduct Military-to-Military Engagement. Conduct coordinated activities
with ongoing Department of State NP efforts to present aunified US position.
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(b) ProvideSecurity Assstance. Implement programsandinitiativesconssent with
theregiond threatsthat provide conventiond military assstanceandintelligence sharing to enhance
regiona sability, and secureinternationdly recognized bordersand nationd sovereignty, and reducethe
will of anationto deve op asymmetric capabilities. Commeandersshould coordinatewith HNs, military,
civil,andmedicd plannersto conduct operationsintheevent of aWMD attack. Exerciseplansshould
bedeveopedtoinclude HN CM response capabilitiesfor aeria portsof debarkation and segportsof
debarketion.

() Support USG NP Efforts. Providemilitary assstanceto USG informationd,
diplomatic, and economic measuresto prevent the devel opment, acquisition, or transfer of WMD.
Combatant commanders, as part of the engagement mission, should consider amix of enhanced
foreign military interaction and modernization activities that support the conduct of continual
deterrence. Assure and demongtrate to alies and adversaries the US steadfastness of purpose,
national resolve, and military capability to combat WMD. In general, defense combat support
agencies and combatant commanders provide direct military support to these efforts with the
Servicesacting asforceproviders. Specificaly, military support consistsof four efforts: military
support to multilateral regimes; nonproliferation and threat reduction cooperation operations,
military support for controlling CBRN materids, and reinforcement of USexport controls. Detallsfor
eech of theeffortsand their subeffortsare:

1. Military Support to Multilateral Regimes. When directed, provide
trained and experienced personnel to combatant commanders and combat support agenciesthat
enablethemto efficiently support multilateral regimesthrough inspection, escort, and information
collection missions.

a Conduct treaty ingpection, inspection support, and escort missions.

b. Providetimely and accurateinformation gathered from andin support
of ingpection and escort missions.

2. Nonpraliferation and Threat Reduction Cooperation Operations.
Enable DOD components to effectively and efficiently reduce or reverse WMD programs and
assist in shifting resources previously used for WMD programs into non-WMD programs.
a Support cooperative demilitarization operations.

b. Support WMD audit and examination missions.

¢. Conduct civil affairsmissionsfocused onredirecting WM D resources
to non-WMD missions.

d. Support border as well as agrid and maritime port inspections of
cargo entering and exiting designated areas.
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3. Military Support for Controlling Nuclear, Biological, and Chemical
Materials. Enable DOD elementsthat own these materialsto develop and maintain state of the
art controls. Assst security partners with related security technology.

a Secure materialsin DOD possession.
b. Assist security partnersin their material security efforts.
c. Account for material.

4. Reinforcement of US Export Controls. Enable DOD to provide
assistance to other government agenciesto effectively enforce US export controls.

a Conduct export control surveillance missions.

b. Support national intelligence efforts by providing information
regarding proliferant country import profiles.

3. Planning Considerations
a. Specific USG NP activitiesinclude:

(1) ArmsControl and NP Treaties. Armscontrol and NPtreatiesand regimesestablish
globa norms against the proliferation of WMD precursors, weapons, their means of delivery,
and wegpons manufacturing equipment. Treatiessuch astheNuclear Non-proliferation Treaty
and Chemical WeaponsConvention provideinter national standar dsto gaugeand address
the activities of potential proliferators. International treaties may aso provide diplomatic
tools and legal recourse to isolate and punish violators.

(2) Security Assstance. Through the US State Department’s Security Assistance
Program, the United States actively engages in ongoing dialogue with states around the
wor Id to dissuade them from acquiring WMD. The United States also provides assstance
with the elimination of existing WMD, and export/import and border control procedures and
capabilities. For example, the Cooperative Threat Reduction program providesfor thedestruction
and dimination of nuclear, chemical, and other WMD weapons in the former Soviet Union.
Through forma security assistanceactivities, theUSmilitary can help potentia codlition partners
develop the ability to cope with aWMD attack aswell asto reduce their vulnerability to armed
aggression.

(3) Technology Security. Protecting senstivetechnologiesincludesguarding US
technology through physical security and export controls, aswell asasssting other countries
to monitor and control sensitive technologies and equipment. Export control regimes such
as the Zangger Committee and Nuclear Suppliers Group (for nuclear materids), the Missle
Technology Control Regime(for bdlisticand cruisemissles), the Wassenaar Arrangement (for dud-use
materids), andthe AudraiaGroup (for biologicd and chemica wegponsmeaterid sand equipment) dso
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work toinhibit theproliferation of VWM D technol ogiesand deny accessto potentia suppliers. Protecting
sengtivetechnologiesa soindudesguarding UStechnol ogical informationthroughinformetion security
programsand limitsonforeign disclosure, to ensuremilitary compliancewith Federa legidationand
regulaionsimplementing theexport control regime.

b. FlexibleDeterrent Options. The Department of Defense supports USG NP effortsand
preventive diplomacy by providing flexible deterrent options (FDOSs) that can be readily
implemented to deter or forestall acrisgs. The use of FDOs is consstent with US national
Security strategy, i.e., the instruments of national power are normally used in combination with
one another. They can be used individualy, in packages, sequentialy, or concurrently. FDOs
areprimarily designed to beused in groupsthat maximizeintegrated resultsfromall the politica,
informational, economic, and military instruments of national power. Assuch, itisimperative
that extensive, continuous coordination occurs with interagency and multinationa partnersin
order to maximize theimpact of FDOs. Examplesof FDOs that involve the military instrument
of national power include:

(1) Provide monitoring, inspections, verification, and enforcement support for NP
treaties, WMD control protocols, and export control activities.

(2) Hep identify potentia proliferators before they acquire or expand their WMD
capabilities.
(3) Monitor, track, search, and seize suspect cargo.

(4) Edtablish and maintain military-to-military contacts.

(5) Conduct intelligence and information-gathering activities and share information
when authorized.

(6) Forward deploy military forcesto support preventive diplomacy by demonstrating
the readiness and resolve to defend US interests and maintain regional security and stability.
Moreover, such apresence detersproliferation by reducing theincentivefor acountry to acquire
WMD capahilities.

(7) Support humanitarian relief operationsin areas where recent conflict might foster
anon-gate adversary’ sambitionto acquireor use WMD, thereby indirectly removing theincentive
to engage in proliferation activities.
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OPERATIONAL EXAMPLE: EXPORT CONTROL

Summary. The German government intercepted approximately 30 tons of
sodium cyanide in May 2003. The sodium cyanide, which can be used to
make chemical warfare agents, was bound for North Korea.

Narrative. Sodium cyanide is a “dual use” industrial chemical. It is a
common industrial chemical used to extract gold and silver from ores, as a
fumigant, and in manufacturing certain dyes and pigments, but it is also a
precursor used in the production of “G” series nerve agents. Its dual-use
character requires an exporter to know the product’s true destination and
end-use before an informed decision can be made about export licensing.
A chemical production firm believed it was selling a shipment of sodium
cyanide to a legitimate company in Singapore when in fact the shipment
was to be diverted to Pyongyang.

Conclusion. Export-control regimes, such as the Australia Group, the Missile
Technology Control Regime, the Nuclear Suppliers Group, and the
Wassenaar Arrangement, all require careful attention to “dual use” exports.
What may be a legitimate export to a legitimate user in one case could be a
dangerous shipment to a weapons of mass destruction manufacturer in
another case.

SOURCE: VARIOUS SOURCES
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COUNTERPROLIFERATION

“We must reach a consensus in this country that our response should go beyond
passive defense to consider means of active prevention, pre-emption and
retaliation. Our goal must be to prevent and deter future terrorist acts, and
experience has taught us over the years that one of the best deterrents to terrorism
is the certainty that swift and sure measures will be taken against those who
engage in it. We should take steps toward carrying out such measures.”

Secretary of State George Shultz,
25 Oct 1984

1. Genera

CP effortsarefocused on both stateand/or non-state actor swho possessactive WM D
programs. The full range of military activities will be used to support CP efforts in order to
deter, identify, deny, and counter adversary devel opment, acquisition, possession, proliferation,
and use of WMD.

a CP Definition. Thoseactions(e.g., detect and monitor, prepareto conduct CP operations,
offensveoperations, WMD activedefense, and passve defense) taken to defest thethreat and/or use
of WMD againgt theUnited States, our military forces friends, and dlies

b. CPRangeof Activities. Thefull rangeof operationd capabilitieswill berequired to counter
thethreat and useof WMD by gatesand non-dateactorsagang the United States, our military forces,
andfriendsanddlies. Theaobjectiveof CPoperationsistodeter, interdict, attack, and defend against
thefull rangeof passble WM D acquisition, devel opment, and employment scenarios. CPmust befully
integrated into the basi ¢ doctrine, training, and equipping of al forceswith the objective of ensuring
sustained operationsto decisively defeat WMD armed adversaries. CPoperationsareintended to
reducethe WMD threat and requireaba anced and integrated concept of operationsto defeet hostile
WMD thregats (seeFigurelll-1).

2. Framework Tasks

Joint force CP operationsrequirethe synergistic execution of fivetasks: detect and monitor,
prepar eto conduct CP oper ations, conduct offensiveoper ations, WM D activedefense, and
WM D passvedefense. Thetasksand subtasksof the CP pillar are discussed bel ow.

a Detect and Monitor. Locate, characterize, and track indicators and incidents of actua
proliferation, employment and/or use of WMD. In support of the Detect and Monitor task, joint
force operations should accomplish the following subtasks.

(1) Conduct Surveillance and Tracking for WMD Active Defense Oper ations.
Maintain comprehensive and continual intelligenceto determine adversary intentionsto useand
actud employment of WMD. Indicationsof inbound WMD threatsaretime sengtiveand will beused
tointercept and/or destroy thethrest.
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Figure llI-1. Counterproliferation Tasks

(2 Identifyand Characterize Tar getsfor Attack. Gather intelligenceto support targeting
of WMD or relaed targetswith specific cong derationfor location, vulnerabilities and collaterd damege
effects

(3) Conduct Survelllance and Tracking of Known WMD Threats. Maintain
comprehensive and continual intelligence of production, storage, transport, weapon platforms,
subject matter experts, and supporting infrastructure of WM D systems and dual -use technol ogy
for thepurposeof supporting counterproliferaionmissons Inteligenceof known WMD thregtssupports
offendveoperationsand passve defenseoperations.
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(4) Emplaceand Recover Tags, Sensors, and M onitor sin Support of CP. Emplace
and recover eectronicintelligence-gathering devicesto monitor WMD storage, transport, or useand
anticipateadversary intentions.

b. PreparetoConduct CP Operations. Planfor useof passveand activemeasuresto defend
USforces, friends, allies, and interests againgt the use and effects of WMD. Escalate deterrence
activitiesthrough show-of-force optionsand FDOs. Included | measuresshort of combat operations
thet deter further praliferationand prepareUSand dlied forcesfor offensveand defengve CPoperaions,
including messuresthat posture USforcesfor successful execution of military operationsinanuclesr,
biologicd, or chemicd environment.

(1) Demonstrate the Ability to Deliberately Plan and Conduct Operations.
Conduct training, exercises, and other focused activities that display our abilitiesto adversaries
to: deliberately plan and conduct operationsto interdict or negate effortsto acquire, develop, or
produce WM D; protect against the effects of WMD; deliberately plan and conduct operationsin
responsetotheuseof WMD; negatethe effectsof WMD; and, interrupt key information systems.

(2) Pre-stock and Pre-postion Equipment and Supplies. Pre-stock and pre-position
equipment and supplies (to include al types of WMD defensive equipment and supplies) to
support ongoing and subsequent operations.

(3) Employ WMD Detection and Early Warning. Employ WMD detection and
early warning devices and facilitate mitigation of attack effects. Institute medical surveillance
and environmental surveillance systems to provide indications of radiological, chemical, or
biological attack and to initiate appropriate medical response.

(4) Support USG CP Efforts. Support dl USG measuresto roll back theproliferation
processthrough treaty support and inspectionsto actively encourage the downsi zing and eventual
elimination of WMD. Should the conduct of normal peacetime operationsfail to deter aregional
actor from pursuing the development or acquisition of WMD, combatant commanders must be
prepared to apply more compelling deterrence measures (e.g., shows of force, repositioning of
defensive assets, or accelerated security assistance missions) designed to communicate clearly
and unequivocally the USG's intention to terminate the proliferation process.

¢. Conduct Offensive Operations. Conduct measuresto eliminatethe WMD threet, deter
the use, and, when necessary, respond to the use of WMD, while being prepared to defend
against the use and effects of WMD.

(1) Interdict Transfer of WMD and Related Technologies. Operations to track,
intercept, search, divert, saize, or goptraffickingof WMD, ddivery sysems rd ated materids, techologies
and expertiseto/from sate and/or non-state actorsof proliferation concern. Operationswill include
redirection of internationd shipmentsof unauthorized WMD, rel ated materia , or WM D deve opment
information sources
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PROLIFERATION SECURITY INITIATIVE

Summary. The Proliferation Security Initiative (PSI) announced by President
George W. Bush during a speech in Poland on 31 May 2003, is designed to
enhance and expand international efforts to impede and interdict the flow
of weapons of mass destruction (WMD), their means of delivery, and related
materials to and from state and non-state actors of concern. Interdiction of
WMD shipments by air, sea, or land is the foundation of the new strategy.
Interdiction includes both diplomatic and military activities. Overall, the
PSI expands the range of interdiction options in an effort to combat WMD.
PSI leverages proactive measures found in both nonproliferation (NP) and
counterproliferation (CP) activities. The detection and monitoring of
potential WMD transshipments activities are characteristic of both NP and
CP and the actual interdiction of WMD transshipments constitutes an
offensive activity supporting CP efforts.

Narrative. The PSI calls for more aggressive international action to halt
trade in WMD. A core group of nations began coordinating intelligence
efforts and organizing military interdiction exercises. Plans call for member
states to strengthen trade inspections, share information about suspected
shipments, and step up searches and seizures of ships, planes, and
vehicles believed to be smuggling WMD. Successful implementation of
the PSI relies on systematic application of diplomatic, operational, legal,
and intelligence plans. In addition, the overall success of PSI efforts will
be greatly enhanced with the support of additional key states such as Russia
and China, and other critical regional powers. The PSlis aresponse to the
growing challenge posed by the proliferation of WMD and related materials
worldwide. As an activity rather than an organization, the PSI builds on
efforts by the international community, including existing treaties and
regimes, to prevent proliferation of such items. It is consistent with and a
step in the implementation of the United Nations (UN) Security Council
Presidential Statement of January 1992, which states that the proliferation
of all WMD constitutes a threat to international peace and security, and
underlines the need for member states of the UN to prevent proliferation.
The PSI is also consistent with recent statements by the G8 (G8 includes
the leaders of Canada, France, Germany, Italy, Japan, Russia, the United
Kingdom, and the United States) and the European Union, establishing
that more coherent and concerted efforts are needed to prevent the
proliferation of WMD, their delivery systems, and related materials. PSI
participants are committed to working together to stop the flow of these
items to and from states and non-state actors of proliferation concern. The
PSI seeks to involve in some capacity all states that have a stake in
combating WMD and the ability and willingness to take steps to stop the
flow of such items at sea, in the air, or on land. The PSI also seeks
cooperation from any state whose vessels, flags, ports, territorial waters,
airspace, or land might be used for proliferation purposes by states and
non-state actors of proliferation concern. The increasingly aggressive
efforts by proliferators to stand outside or to circumvent existing
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international norms, and to profit from such trade, require new and stronger
actions by the international community. PSI participants are committed to
the following interdiction principles to establish a more coordinated and
effective basis through which to impede and stop shipments of WMD and
related materials, consistent with national legal authorities and relevant
international law and frameworks, including the UN Security Council. They
call on all states concerned with this threat to international peace and
security to join in similarly committing to:

a. Undertake effective measures, either alone or in concert with other
states, to interdict the transfer or transport of WMD and related materials
to and from state and non-state actors of proliferation concern. “States or
non-state actors of proliferation concern” generally refer to those state or
non-state actors who are engaged in proliferation through:

(1) Efforts to develop or acquire chemical, biological, or nuclear
weapons and associated delivery systems.

(2) Transfers (either selling, receiving, or facilitating) of WMD or
related materials.

b. Adopt streamlined procedures for the rapid exchange of relevant
information concerning suspected proliferation activity, while protecting
the confidential character of classified information provided by other states
as part of this initiative, dedicate appropriate resources and efforts to
interdiction operations and capabilities, and maximize coordination among
participants in interdiction efforts.

c. Review and work to strengthen their relevant national legal
authorities where necessary to accomplish these objectives, and work to
strengthen when necessary relevant international law and frameworks in
appropriate ways to support these commitments.

d. Take specific actions in support of interdiction efforts regarding
cargoes of WMD or related materials, to the extent their national legal
authorities permit and consistent with their obligations under international
law and frameworks, to include:

(1) Not to transport or assist in the transport of any such cargoes
to or from states or non-state actors of proliferation concern and not to
allow any persons subject to their jurisdiction to do so.

(2) At their own initiative, or at the request and good cause shown
by another state, to take action to board and search any vessel flying their
flag in their internal waters or territorial seas, or areas beyond the territorial
seas of any other state, that is reasonably suspected of transporting such
cargoes to or from states or non-state actors of proliferation concern, and
to seize such cargoes that are identified.
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(3) To seriously consider providing consent under the appropriate
circumstances to the boarding and searching of its own flag vessels by
other states, and to the seizure of such WMD-related cargoes in such
vessels that may be identified by such states.

(4) To take appropriate actions to:

(a) Stop and/or search in their territorial waters, or contiguous
zones (when declared) vessels that are reasonably suspected of carrying
such cargoes to or from states or non-state actors of proliferation concern
and to seize such cargoes that are identified.

(b) To enforce conditions on vessels entering or leaving their
ports, internal waters or territorial seas that are reasonably suspected of
carrying such cargoes, such as requiring that such vessels be subject to
boarding, search, and seizure of such cargoes prior to entry.

(5) At their own initiative or upon the request and good cause
shown by another state, to:

(a) Require aircraft that are reasonably suspected of carrying
such cargoes to or from states or non-state actors of proliferation concern
and that are transiting their airspace to land for inspection and seize any
such cargoes that are identified.

(b) Deny aircraft reasonably suspected of carrying such
cargoes transit rights through their airspace in advance of such flights.

(6) If their ports, airfields, or other facilities are used as
transshipment points for shipment of such cargoes to or from states or
non-state actors of proliferation concern, to inspect vessels, aircraft, or
other modes of transport reasonably suspected of carrying such cargoes,
and to seize such cargoes that are identified.

(7) During a speech to the UN on 23 September 2003 in New York,
President George W. Bush called on member states to pass a resolution
that calls for the criminalization of proliferating WMD and related material.

Conclusion. Interdiction operations span the entire spectrum of an
adversary’s proliferation activities, starting from considering the
development of a WMD program to actual use of WMD. PSI serves as a
means to interdict WMD transshipments on a global scale by leveraging
the support of key international partners. These PSI efforts leverage both
NP and CP activities.

SOURCE: VARIOUS SOURCES
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(2) EliminateWM D Capability. Operationsto support the systematic seizure, security,
removal, disablement or destruction of ahogtile state or non-sate actor’ scapability toresearch,
develop, test, produce, store, deploy, or employ WMD, ddlivery systems, related technologies,
infrastructureand/or technica expertise.

(@ Isdlation. Isolationactionsaretheoverdl encircdlement of the WMD program. An
interagency gpproach contributesto encirclement and reducesthe probability of exploiting only part of
the network whiletheremaining d ementsescapethetactica isolation of theexploitation process. This
includesthepersonne, equipment, agentsand ddlivery systemsthat may not beencircled e thetactical
level whenan operationd forcesecuresasengtiveste. Thisindudesplanning and redirection of assets
for theworst case scenariowherel ooting, crossborder proliferation, exfiltrationsof sengtiveplansand
personne or mohilelabsthat arenot inthevicinity of theactud sengtivesteexploitation.

(b) Exploitation. Itisconducted aspart of the combatant commanderssendtiveste
exploitation operations. Itspurposeistolocate, characterize, secure, andrender safetheadversary’s
WMD materid, wegpons, equipment, personne, andinfrastructure. Secondary purposesareto collect
gopropriateforendcevidenceandintelligence. Speciaized teamsconduct atechnica assessment of a
Stetodetermineif it containsevidenceof WMD. A moreexplicit and detailed exploitation (documents,
personnd, sampling, etc.) of thesteisthen conductedif it containsany WMD activity. Exploitationmay
incdludesgparate operaionsto dismantle WM D meterid, wegpons, or misslesthat providesanimmediate
threet tofriendly forces.

(©) Dedruction. Destroy, dismantle, remove, trandfer or otherwiseverifiably dispose
of theadversary’ S WM D materia, wegponsequi pment, andinfrastructure, toinclude dud-use assts,
infragtructureand capatiilities. Destruction ofteninvolvesconsolidation of WMD materid inspecified
locationswheredemilitarization operationstakeplace. Demilitarization operationsmay besubject to
monitoring inaccordancewith exigtinginternationd tregtiesor agreements. Specificguidancefromthe
national level will beprovided. Execution of guidanceiscarried out by the combatant commandin
accordancewith gpproved plansand policies.

(d) Monitoringand Redirection. Convert WMD programs, personnel, sitesand
facilitiesto prevent trandfer, recondtitution, and misuseof resdua dud-usecapabilities.

(3) Attack WM D and Related Technologiesin Trangt. Employ offensivecapabilities
againgin-trangt WM D and rel ated technol ogiesto deny, degrade, disable, damage, or destroy WMD
whileminimizing collaterd effectsor unintended agent or materid release. Examplesincludeattacks
upon maritime, air, or ground trangport of WM D and re ated technol ogiesor mobile WMD platforms
such as SCUD misslesand trangporter-erector-launchers.

(4) Attack WMD Targets. Employ offensivecapabilitiesagains WMD targetsto deny,
degrade, disable, damage, or destroy WM D targetsat fixedlocationswhileminimizing collaterd effects
or unintended agent or material release.

-7



Chapter 11

(5 Attack WM D-Rdated Tar gets. Employ offensvecgpabilitiesagainsg WMD-rdated
targetsand supporting infrastructure at fixed locations. WM D-rel ated targets may include power
generatorsfor production plants, dua-use productionfacilities, nuclear energy plants, C2 nodes, and
other highvauetargets.

d. WMD Active Defense. Employ offensive actions to prevent the conventional and
unconventiond delivery of WMD. Measuresinclude: detect, divert, and destroy adversary WMD and
delivery meanswhileenroutetother targets. Thismay includeoffensiveand defensve counterair
operaionsagaing arcraftand missles and security operationsto defend againgt unconventiondly ddlivered
WMD.

(1) Defend Againg MissleThreats. Conduct air defenseoperationsagaing high dtitude
andbaligicmisslethreds.

(2) Defend Againgt Air Threats. Conduct conventiona air defense operationsagainst
arcaftandcruisemissiles

(3) Conduct Security Operationsto Defend Againgt Unconventional Threats. Employ
measuresto defend againgt covert and terrori<t tacticstoincludeground-based devices.

e. WMD PassveDefense. Measurestakento reducethevulnerability and minimizetheeffects
of WM D employed againgt key HN inddlations, any USindd lationandfadility, and portsof embarkation
and debarkation. Combeatant commeandersshouldinitistle WM D CM planning andintegration. Combatant
commeandersshould employ measuresthat may indludeearly and avoidancewarning, operationssecurity,
dispersion, individua and collective protection, WM D medica response, detection, reporting, and
decontamination. Thefollowing outlinesthetenantsof CP passvedefensvemessures.

(1) Sense Continudly providetheinformation about the WM D hazard at atimeand place
by early detection, identifying, and quantifying hazards (inal physicd states) inair, water, onland,
personnd , equipment or facilities.

(2) Shape. Describethe WMD hazard to the commander. In conjunction with other
informationthiscrestesagtateof stuationd underganding, whichiscrucid tobattlemanagement. This
alowsthe JFC to makeinformed use of offensive operations, WMD active defense operationsand
passivedefenses, to optimizeour capability to operateinthe CBRN environmen.

(3) Shidd. Shiddtheforcefromharm caused by WMD hazardsby hardening systemsand
fadlities preventing or reducingindividua and collectiveexposures, and gpplying prophylacticsto prevent
or mitigate weaponseffectson personnd and equipment.

(4) Sudain. Continueoperationsthroughtheconduct of decontaminationand medicd actions
that enablethequi ck restoration of combat power, maintain/recover essentid functions, andfadilitatethe
returnto pre-incident operationa capability assoonaspossible.
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3. Planning Considerations

a CPoperationsrequiretimey intelligenceand thor ough planningthr oughout therange
of military operations. Nonproliferation operationsprimarily focuson continud deterrence. WMD
CM operationsusua ly focus on mitigation operations and CPfocuses primarily on the enhanced
deterrenceand combat operations. Althoughthethreepillarsusudly focuson these phases, they arenct
mutually exclusiveand an effective program to combat WM D requiresasynchronization of al these
pllas

b. Planning considerationsinclude:
(1) Inteligencegatheringand dissemination

(8 What intelligenceisavailableto verify that thefacility is currently producing
WMD? Thefacility may have produced in the past but unlessthereisirrefutable evidence then
the public perception problems which followed the “baby milk factory” bombing of Irag or the
“pharmaceutical plant” in Sudan are inevitable. There must be solid evidence to support the
actions taken.

(b) What assetsare availableto conduct battle damage assessment? Commanders
requiretheability to assessthedamagein order to ascertain theextent of damageor destructiontothe
target and surrounding area.

(c) Evidencecallection. Istherearequirement to retain someagent/nuclear materid
after theattack for the* court of publicopinion?’ Theplannersneedto know prior to developingthe
planwhether thereisarequirement for someagent/nuclear materid toremain after the attack because
thiswill affect themeansof attack, agent defeet criteriaand thetypeof ordnanceand additiond forces
required.

(2) Operational planning

(@ Sucoessful CPoperaionsrequiretheintegration of theentirestaff and synchronization
of both CPand WMD CM planning early inthe process.

(b) Congderationshould begiventointeragency coordination.

(0) Taskorganization. Nosngleorganizationiscapableof conducting thefull rangeof
CP operations. Commanders must therefore decide if atask forceisrequired to support the CP
operations.

(d) Rulesof engagement need to bedefined during theearly planning sages.

() Oneof theoperational decisonsisthetypeof attack. Thecourseof action

anaysisshould consider both covert and overt operations. Covert and overt planning incorporates
completely different planning criteriaso thisdecison must bemadeearly intheplanning cycle.
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(f) Target selection. Planner swill quickly identify whether tostriketheactual
WMD facility or a separate offset target. Oncethetarget is selected thetarget will be further
refined to determinewhat portionsof thefacility accomplishesthemissi onwithout releasing theagent/
radiationintotheatmosphere. If thefacility isdeemed appropriatefor attack thenthedecision of where
todrikeisdetermined. Insomeingtancesacommander may want to destroy supportinginfrastructure
without attacking the portion that actually storesthe agent/nuclear materia dueto the potential for
release.

() Off gteorondte. Commandersshould determinegppropriateengagement scenarios.
Potentia optionsincludeatomahawk land-attack misslesrikefromhundredsof milesaway, anAir
Forcedtrike, or soldiersontheground. All scenarioshavether risksand limitations.

(h) Ordnancesdection. Theweaponeer must understand the commander’sintent for
thetarget. What istheagent defeat criteria? Insomecasestheintent isto consumetheentireagent
intheensuing firebal whileother casesmay reguiresomeevidenceremainingto provetha the WMD
wasbeing produced. Too much ordnancemay destroy any residua evidence. Toolittleordnancemay
release someof theagent/nuclear materid intotheatmosphere.

(i) Collatera damage. Theearly integrationof WMD CM plannerswill identify the
worst caselocd aswel asdownwind hazardsus ng effectsmodeing and hel p thecommeander refinethe
targeting. Thismodding may asoassg indeterminingtheacceptablerisk and any requirement for prior
natification of apending srike.

() Retdiatory grikes. Regardlessof thesuccessof thestrikethereisthepossibility for
aretdiatory strike. WMD CM plannersneedto assst inidentifying WMD defense shortfalsand
recommend actionstorectify thosedeficiencies.

(k) Storageand security. Initid effortsshould focuson securing suspected WMD Sites
to prevent unintended destruction, looting (with itsassociated danger to thecivilian population), or
trandfer of WM D-rdated materids. Guiddinesfor sorageand security of confiscated and/or captured
meaterid may be subject tointernationd tregtiesor agreements. 1t may bemore cost and manpower
effectiveto consolidatesuspect materid intooneor ahandful of Stes. Proximity of goragetodemilitarization
(destruction) facilitieswill also reducetherisk of losing control of suspect materiel andfacilitatethe
demilitarization process

(1) InformationOperationsand Psychologicd Operations. Prior totheinitiation of combet
operaions, addiberatel O effort may belaunched targeting government and military leedershipand
technical expertsassociated withthe WMD programs. Thekey themesinthel O effortsshould beto:

1. Dissuadetheuseof WMD againg coditionforces.

2. Dissuadethetransfer of WM D wegpons, technology, or informationto other
datesor hogtilenon-sateentities.
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3. After thecessation of combat operations, an effectiverewardsprogram—with
adegueteexplanationaf whomay, or may notbe, aimindly lisle—toenticepersonnd assodatedwithWWMD
programsto cooperatewith coditionforcescharged withlocatinganddiminating\WMD assts

(3) Jaint or multinational oper ations. Rolesfor cadition partnersanddlies. Many of the
technicd skillsrequiredto support imination operaionsarel ow densty and very costly toestablishand
maintain. Thelargedemandfor explosveordnancedigoosd (EOD), technicd escort, intdligenos andsdentific
support may predudesomedaesfromactivdy partidpatingintheeffort. Thereare however,anumber of
supportingrolesfor which coalition partner sand alliesar eper fectly suited: steand team security,
trangportation, medicd support, languagesupport, andinteligence. Thepresencedf internationd players
increasesthel egitimecy of WM D diminaioneffortsandfostersgreater cooperaionintheoverarchingCP
chdlenge Spedd consdaraionmug begiventothedassficaionlevd of intdligencesuppartingdimination
operaions TheUShassandingagreamentswithsomedatesthat alow thesharingof highHeve intdligence
(specid categary, etc.), whileothersaredenied accessby the* not rd eesdbletoforagnnaionds caveat. A
sysematic processmust beimplemented to determined assifi cation and r eesghility guidancefor codition
patnersanddlies

(4) Logdics

(@ Aswithdl operations, thelogigticiansnesd to befully engagedfor bothfeasbility and
respondvenesstoany changesintheplan.

(b) Receptionandintegrationof netiond levd assAts

(© Missonspeaificequipment. Muchof theeguipment assodiated with CPoperaionsis
unigueandlow dengity. Someitemsmay requiregpecidized | ogistic support for susainment throughout the
misson

(®) PublicAffairs
(@ Thepublicafarsportioniscrudd tothesuoccessof theoverdl gperation. Wecanwinthe

bettleandlosethewar of publicopinion. A proactivepublicaffarsplanwill kegpeveryoneonmessageduring
theinevitaletwig of drcumgtancesfalowingthedrike

(b) Thepursuitof WMD attractsnationd andinternationd mediaatention. Anessentiad
component of asuccessful pudlicaffairsplanind udestheprovisonfor ddivering updatesontheprogressof CP
effartsinaway thetwill natinterferewithintdligencegatheringand ather god sof theplan. Regular mediaevents
outliningdiminationplansand progressrepartscanhd pavert unintended (and unhd pful) rdl eeses.

(6) Training

(@ Deployingunitsreguiretimetoassamble train, andrehearsefor thar regpedtivedimination
missonsduetothead hocnetureof WMD dimingionefforts

(b) Plannersshouldasofactorintimefor any theetrepecifictraining required prior toor
immediady ater deployment.
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MARITIME INTERDICTION OPERATIONS: SO SAN (DEC 2002)

Summary. The North Korean (Democratic People’s Republic of Korea
[DPRK]) marine vessel So San, an 83-meter long cargo carrier, was
interdicted via a noncompliant boarding on 9 December 2002, in waters
south of Yemen. United States Pacific Command (USPACOM) and United
States Central Command (USCENTCOM) tracked the So San throughout
its voyage. Spanish forces conducted a noncompliant boarding of the So
San and discovered 16 SCUD missiles and containers of related parts and
fuel that were eventually released for delivery to Yemen. The operation
was the first implementation of the latest weapons of mass destruction
(WMD) interdiction strategy (13 November 2002).

Narrative. Indications of So San’s cargo and suspected destination did
not generate much attention within the United States Government (USG).
While it did fall into the category of consideration for interdiction, the
earliest reports did not provide enough detail to justify interdiction.
Additional information supported early indications that the So San’s cargo
was in fact SCUD missiles and related support materiel destined for Yemen.
The So San sailed on 13 November 2002, under a DPRK flag and with the
name of its homeport, Nam Po, clearly stenciled across its stern. USPACOM
monitored the So San throughout its voyage in the USPACOM area of
responsibility (AOR). The So San anchored in the vicinity of Singapore (in
Malaysian waters) on 27 November. Visual contact with So San was
maintained and the vessel reportedly reflagged under Cambodian colors
and changed its homeport placard on the stern to read ‘Phnom Penh.” The
So San possessed a valid Cambodian registry, but its reflagging caused
the USG to consider the vessel ‘stateless.” After an 8-hour layover, So San
resumed course to Yemen. USPACOM continued to track the So San and
discovered the vessel was aware of being tracked. USPACOM conducted
a seamless handoff for tracking the So San once the vessel entered the
USCENTCOM AOR. In conjunction with tracking the So San’s movements,
the USG also explored the legal parameters for conducting interdiction
operations, including both compliant and noncompliant boarding. Available
information indicated that the DPRK and Yemeni transaction constituted
legitimate state-to-state commerce. While the suspected cargo constituted
the centerpiece in several international counterproliferation (CP) treaties
and agreements, none of them were binding. Implementation of interdiction
courses of action ultimately hinged on securing legal justification, freedom
of navigation, and the desire to exercise the new interdiction policy. The
So San was interdicted via a noncompliant boarding on 9 December by the
Spanish vessels NAVARRA and PATINO, which were part of Combined Task
Force 150, a multinational task group assigned the mission of executing
maritime interdiction operations in support of UN Security Council
Resolutions 661 and 665 (the Irag sanctions imposed at the end of Operation
DESERT STORM). Numerous attempts to get the So San to consent to a
boarding were unsuccessful. The So San intentionally veered off course
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in order to avoid boarding attempts by the Spanish vessels. Warning shots
were fired across the bow of So San, and the crew eventually conceded to
boarding. A review of the So San’s documents validated its Cambodian
registration and also specified that its cargo consisted of concrete.
Inspection of the cargo compartments revealed sacks of concrete, but further
inspections uncovered numerous containers that were intentionally hidden
underneath the concrete. The inspections revealed 16 SCUDs (B and C
variants) and approximately 40 containers of fuel and missile related parts.
A US explosive ordnance disposal (EOD) team and special operations forces
assisted to characterize and identify the missiles and components. The So
San’s manifest did not address these items and the crew denied any
knowledge of anything except the concrete.

Conclusion. The interdiction of the So San was accomplished using a
standing combined task force, with existing tactics, techniques, and
procedures (TTP) for maritime interception operations. The existing TTP
significantly reduced the amount of time needed to plan, coordinate, and
execute the So San interdiction operation. The intercept force was
augmented by technical expertise from the US to assist in the
characterization of the suspected cargo. The So San interdiction operation
exemplifies the type of efforts required to support the task of offensive
operations and both its associated subtasks: intercept and/or divert
shipments of WMD-related technologies and seize WMD and related
technologies.

SOURCE: VARIOUS SOURCES

COUNTER-PROLIFERATION

In 1962, the United States military prepared an option to conduct weapons
of mass destruction (WMD) interdiction operations on the island of Cuba
that would prevent the Soviet Union from operationalizing nuclear-armed
ballistic missiles deployed there. On 22 October 1962, President John F.
Kennedy addressed the American people that the threat of weapons of
mass destruction in the hands of a rogue Cuban government was
unacceptable. “We no longer live in a world where only the actual firing of
weapons represents a sufficient challenge to a nation’s security to
constitute maximum peril,” he announced, noting nuclear weapons were
so destructive that “any substantial increased possibility of their use”
constituted a “threat to the peace”. Subsequently, the President chose to
impose a naval “quarantine” of the island (maritime interception operations
of Soviet freighters bound for Cuba with missiles) instead of interdicting
WMD on the island. Though the term would not be invented for another 31
years, the desired “counter-proliferation” results were achieved. Cuba’s
potential WMD capability was rolled back.

SOURCE: VARIOUS SOURCES

[11-13



Chapter 111

Intentionaly Blank
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CHAPTER IV
CONSEQUENCE MANAGEMENT

“‘Damage by enemy action stands on a different footing from any other kind of
damage because the nation undertakes the task of defending the lives and property
of its subjects and taxpayers against assaults from outside.”

Winston Churchill
To the House of Commons, 5 Sept 1940

1. Genera

TheUSmust be prepared to respond to, and mitigatetheeffectsof WMD use, bothdomestically
andinternationdly, againg our citizens, our military forcesandthoseof friendsanddlies WMD CM
activitiesmust mitigatetheeffectsof aWM D attack and enablearapid recovery. Effective
WMD CM capabilitiesserveasboth adeterrent to adversariescons dering the potentia useof WMD
and, in the event that an adversary usesWMD, asameansto rapidly recover. DOD servesasa
supporting agency for WMD CM operations. The State Department isthelead federa agency for
foregn WMD CM and the Department of Homeland Security for domesticWMD CM.

a WMD CM Definition. Thoseactionstaken to respond to the consequences and effects
of WMD use against our homeland, forces and US interests abroad, and to assist friends and
alliesto restore essential services.

b. WMD CM Rangeof Activities. WMD CM operationsfacilitate areturn to stability by
minimizing or mitigating the effectsof WM D contaminantsin order to providetimely ass stanceto
affected public, government, and USmilitary installations. Operationsareintended to assi< affected
public, government, and USmilitary ingtall ationsto reduceapopul ation’svul nerahility totheeffectsof
WM D contaminantsby supporting preventiveor precautionary messures(eg., pre-postioningvacanes,
first regponder equipment, training, persond decontamination supplies, andidentifying hedthcarefadlities),
devel oping and rehearsing response plang/protocol s (exerciang C2, identifying and training response
personnd, determininglegal and physical condraints, determining requirementsfor attributionandlegd
prosecution, practi cing decontamination procedures, devel oping reach-back cgpatilitiesfor technicd
experts) and restoring necessary life-sustaining services(e.g., medical care, e ectrical power, and
communicationsand trangportationinfragtructure).

2. Framework Tasks

a Theultimategod of WMD CM istominimizepainand suffering, restoreessentid infrastructure
assoon aspossible, and respond in such amanner that the minimal impact servesasadeterrent for
futuredomestic and internationd WMD attacks. Every incident will bedifferent, but theunderlying
conceptswill remain constant. A robust WMD CM program serves asadeterrent against future
WMD use.

b. TheWMD CM pillar entail sfivetasks. Assess, Coordinate Operations, Conduct Logistics,
Health Service Support, and Decontaminate (see Figure IV-1).

V-1



Chapter 1V

Coordinate
Operations

Threat Exercises

Readiness Warning and
Reporting

| |
Plans and
Tactics,
Techniques,
and Procedures

Security and
Control

Command,
Control, and

Detection and
Analysis

Surveillance Forensics

|
Sample
Collection and
Packaging
|
Public and
Civil Affairs
Activities

Synchronization

Conduct
Logistics

Pre-position
Material

|
Transport
Casualties,
Remains, and
Samples
|

Personnel and
Material
Deployment

|
Facilities and
Material
Maintenance
|

Support to
Weapons of
Mass
Destruction
Disaster
Assistance
Operations

Health
Service
Support

|

Medical
Research

Medical
Diagnosis

Immediate
Response

|
Triage

Casualty
Treatment

Decontaminate
|
Mitigation
|

Emergency
Decontamination

Restorative
Operations

Figure IV-1. Weapons of Mass Destruction Consequence Management Tasks

c. Assess. Collect and andyzeinformation prior, during, and after WMD CM missonsona
continuous basi sto enablethe confirmation, correction, or refutation of existing analyses. Inaddition,
asessment activitiesprovidethe ability to predict futurerequirementsin order to makethenecessary
planning and operationd adjusments. Associated subtasksinclude:

(1) Threat. Continualy compileand examineall availableinformation and indicators
concerning potential WMD thrests.
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(2) Readiness. Congtantly determinetheability of theforcesto meet thedemandsof the
full rangeof WMD CM activitiesin conjunction with civilian response agenciesand governments.
Condderation must begivento determining thecgpabilitiesrequired to executethe WMD CM missons
and dsotheahility tointegrateand synchronizeexisting WM D CM and support entities.

(3) Plansand Tactics, Techniques, and Procedures(TTP). Providedear and executable
plansand TTPsthat spandl activitiesfor WMD CM missions. Specid consderation shouldbegiven
tocoordinatingandintegrating dvilianandforeignentitiesin WM D CM operationstomaximizeexising
resourcesand personnd. Plansmust addressthelegd requirementsand limitationson providing support
toforeignentitiesand domesticaivil authorities

(4) Detectionand Analysis. Detect, identify, characterize, track, and andyzeal WMD
eventsto predict injury, illness, or death of personnel, damage or loss of equipment or property,
or mission degradation.

(5) Surveillance. Systematically observetheaffected areaacrossal domainsusing al
avalablesurvellanceWMD CM asts.

d. CoordinateOperations. Coordinatethefull rangeof activitiesacrossthe spectrum of the
WMD CM misson. Subtasksinclude:

(1) Exercises. Conduct WMD CM exercisesthat involve planning, preparation, and
executiondements. WMD CM activitiesreguireextens vecooperation andinteroperability anongthe
Services, joint forces, multinational forces, and awidevariety of government agenciesandcivilian
organizations.

(20 Warningand Reporting. Communicateand acknowledgedangersimplicit throughout
thefull rangeof WMD CM adtivitiesfor the purposeof increas ng thereadinessto respond inthemost
effectivemanner possible.

(3) Command, Control,and Synchronization. Exerciseauthority and direction over
assigned and attached forcesand coordinatetheir activitiesto effectively meet thefull spectrum of
WMD CM tasks.

(4) Security and Control. Implement measuresand activitiesto protect personnel and
affected areasacrossal WMD CM activities.

(5) Forendgcs. Implement accepted protocol sof evidence collection and anadysiswhich
withstands domestic and international legal and political debate, to attribute the agent and/or
perpetrator(s) of aWMD attack.

(6) Sample Collection and Packaging. Implement internationally recognized
sampling and packaging protocolsof CBRN samples. Sampleswill be used to determinemedical
treatment.
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(7) Publicand Civil AffairsActivities Inaccordancewith DOD poalicy, conduct continuous
drategicand operationd publicinformation, commandinformation, and community relationsactivities
Effortsindudetheintegrated useof assigned and supporting capabilitiesand ctivities mutudly supported
by intelligence, towarn, informand maximizeoperationd effectiveness

e. Logigics Thescienceof planning and carrying out the moverment and sustainment of forces
for WMD CM activities. Associated subtasksare:

(1) Pre-pogtion Material. Emplaceequipment or suppliesat or near thepoint of planned
useor at adesignated locationto reducereaction timeand to ensuretimely support of agpecificforce
duringtheinitid phasesof anoperation.

(2) Transport Casualties, Remains, and Samples. Prior to commencement of
movement, al WM D materials/samples/unexploded ordnance (UX O)/casudtieswill be assessed
by thetransporting unit using acceptable (See AR 385-61) devices or methodsto ensuretheload
is secure and does not pose a contamination danger. Upon arriva at the designated end site
(laboratory facility) an additional assessment must be completed using the previoudly stated
methods to ensure the integrity of the load. Both samples should be recorded and passed on to
the receiving parties/personnel. All routes traveled must be documented and monitored for
inadvertent contamination. Thelevel of monitoring will be based on minimum available assets.
Strict control of the chain of custody must be constantly maintained throughout the entire
transportation process.

(3) Personne and Materiel Deployment. Coordinate the movement of forces and
materiel into, within, or out of an area affected by aWMD attack/incident.

(4) Facilitiesand Materiel Maintenance. Conduct emergency and routine actions
to maintain personnel and materiel in asafe and serviceable condition prior to, during, and after
aWMD attack/incident. Thisincludesinspection, testing, repair, and rebuilding.

(5) SupporttoWMD Disaster Assstance Oper ations. Measurestaken by specidists
before, during, or after aWMD attack/incident to reducethe probability of damage, minimizeits
effects, andinitiaterecovery of personnel and the surrounding community to pre-attack normalcy.
Effortsinclude those Red Cross type functions not covered in other areas of the response (e.g.,
billeting, messing, comfort/counseling, access to emergency funds, etc.).

f. Health ServiceSupport . Thistask of WMD CM providesthegpplication of remedieswith
theobjectiveof effectingacureor therapy.

(1) Medical Research. Develop pretrestments, prophylaxis, vaccines, protectiveskin
barriers, rapid medica assessment processes, and post treatments for first responders.

(2) Medical Diagnosis. Thecapability enablestheimplementation of Food and Drug
Adminidration-gpproved cgpabilitiesto support theinitiation of prophylaxisand/or trestment toWMD
incident casudties
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(3) ImmediateResponse. Actionstaken by first respondersto savelivesor reducepan
anduffering.

(4) Triage. Implement processesand systemsto effectively alocateresources. These
are designed to produce the greatest benefit from limited treatment facilities for casudties by
giving full trestment to those who may survive and not to those who have no chance of survival
or will survive without treatment.

(5) Casualty Treatment. Perform WM D-casualty care postattack to include medical
postexposuretreatmentsand personal exposure measuring devices. Measuresmust also include
contaminated casudty triage, handling and treatment.

g. Decontaminate. Remove contamination from personnel, equipment, and facilities.

(1) Mitigation. Lessen the severity or intensity of the contamination. Thisissimilar
to operational decontamination.

(2) Emergency Decontamination. Remove contamination from personnel to save
livesand facilitate rapid medical attention without transferring to other personnel or equipment.
Decontaminate individuas and materiel upon becoming contaminated. It is performed to
minimize casuaties, save lives, and limit the spread of contamination. Decontaminants should
be safe for use on skin and wounds.

(3) RestorativeOperations. Restorethepersonne, equipment, facilitiesand community
functionto apre-attack state asrapidly aspossible. Activitieswill eliminatethe contaminationon
personnd , equipment, materid, and/or working areasto thelowest level spossibleto permit thetotal
removd of individud protectiveequipment and maintain military and civilian operations.

CONSEQUENCE MANAGEMENT: ENDURING FREEDOM AND IRAQI
FREEDOM

Outside the Continental United States Summary. Operation ENDURING
FREEDOM (OEF) and Operation IRAQI FREEDOM (OIF) planned for the
potential use of weapons of mass destruction (WMD). There was aconcern
that the military campaigns would increase the likelihood of an attack on
US or allied interests in the region by terrorists employing WMD. In addition,
Iraq presented a WMD threat to the region with its history of employing
chemical weapons against its own population, a known theater ballistic
missile capability, and suspected links to terrorists. In order to develop the
capability to provide timely assistance to nations in the region in the event
of a WMD attack, the Commander, United States Central Command
(USCENTCOM), directed the establishment of a combined joint task force
to focus on consequence management (CM). CM includes actions taken
to mitigate the effects of WMD. This operational example provides a brief
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history of Combined Joint Task Force Consequence Management (CJTF-
CM). Central to the example are the contributions of coalition partners
who provided the preponderance of CJTF-CM response capabilities.

Narrative. As the lead component for CM within USCENTCOM, US Marine
Forces, Central Command (MARCENT) was tasked to organize and deploy
a CJTF-CM headquarters (HQ) to the USCENTCOM area of responsibility
(AOR). US and coalition forces deployed to Kuwait to provide a rapid in-
theater response capability, while other forces were assigned on prepare-
to-deploy orders. CJTF-CM ultimately grew to over 1,500 personnel. From
December 2001 through May 2003, CJTF-CM provided a regional CM
response capability during periods of heightened risk of WMD attack
associated with offensive military operations in Afghanistan and Iraq.

a. CM

(1) Therange of CM functions includes: agent detection, marking
and modeling of downwind hazards, hot-zone extraction, urban search and
rescue, decontamination, medical triage, emergency medical treatment,
transportation, engineering, providing life sustaining support to displaced
persons, and managing information.

(2) Foreign CM is envisioned by the US as a United States
Government (USG) response to a host nation (HN) request for assistance
following a WMD event. The Department of State (DOS) is the lead federal
agency for foreign CM and is responsible for coordinating the overall USG
response. This response may include a number of agencies with specialized
capabilities, in addition to those provided by the Department of Defense
(DOD). The ability of the USG to assist an HN government and its affected
population is determined by the nature of the WMD event, the forces available
to provide assistance and the time required to deploy to the vicinity of the
incident. The overriding goals of foreign CM are to save lives, reduce
suffering, and support HN restoration of essential services.

b. CIJTF-CM Mission

(1) CIJTF-CM was new among the many US and coalition forces
participating in OEF and OIF. The focus of the CJTF-CM was to save lives
and reduce the suffering of victims of a potential WMD attack. The CJTF-
CM mission statement specifically outlines its specific mission focus:

“When directed, CJTF-CM conducts CM operations in support of
DOS to reinforce HN response capabilities at a CBRN or high-yield
explosiveincident site and support HN follow-on operations in order
to save lives and reduce suffering.”

(2) The commitment of forward-deployed forces to CIJTF-CM
demonstrated the resolve of the US and its coalition partners to support
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countries in the region; especially those within range of Iraq’s theater
ballistic missiles.

c. CIJTF-CM Organization

(1) CITF-CM was formed as a USCENTCOM joint task force under
the operational control of Commander, MARCENT. This arrangement
centralized responsibility for the mission with a single commander, ensuring
unity of command and effort.

(2) The concept for the rapid establishment of CJTF-CM included
an HQ provided by the US Marine Corps and response forces provided by
US and coalition military units. Initially, US response forces that deployed
to the USCENTCOM AOR were mostly limited to technical functions such
as WMD detection and modeling. Several US and coalition capabilities were
readied on a prepare-to-deploy status.

(3) At its peak, CJTF-CM had 1,565 personnel assigned in Kuwait,
including 1,196 coalition and 369 US. The HQ staff numbered approximately
200. Approximately 3,000 additional US forces were assigned in a prepare-
to-deploy status.

d. CIJTF-CM Accomplishments

(1) Deployed and integrated the first CJTF-CM demonstrating the
common US and coalition commitment to the Global War on Terrorism.

(2) Provided a forward-deployed capability to rapidly respond to a
WMD event in the USCENTCOM AOR.

(3) Provided additional WMD defense capability to support military
forces and high-value targets during the force build-up in Kuwait.

(4) Deployed a forward command element to the Kuwaiti Ministry
of Interior’s Civil Defense Emergency Operations Center to improve
coordination between Kuwaiti first-responders and CJTF-CM.

(5) Reduced response times to the population centers of Kuwait
City by positioning a response task force which helped allay Kuwaiti fears
of the effects of potential Iraqi chemical attacks.

(6) Conducted twice-daily WMD monitoring patrols in coordination
with the Kuwaiti Ministry of Interior and responded to two SCUD missile
impacts in Kuwait.

(7) Provided other humanitarian services such as deploying a
Czech field hospital and delivering large quantities of potable water to
local inhabitants.
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(8) Maintained liaison with the US Embassy in Kuwait and DOS
Consequence Management Support Team.

(9) Surveyed industrial facilities in Kuwait to determine potential
downwind hazards from toxic industrial chemicals or materials in the event
of arelease due to sabotage or attack.

(10) Supported improvements in Kuwaiti response capabilities
through CIJTF-CM and Cooperative Defensive Initiative (CDI) exercises with
the Kuwait Ministries of Interior and Defense. CDI is a DOD/USCENTCOM
program to enhance the ability of nations in the Gulf region to manage the
consequences of a chemical or biological attack.

This model provided CJTF-CM with liaison officers, WMD
reconnaissance, sampling, hot zone extraction, decontamination, field
laboratory, transportation, and water distribution capabilities for
independent operations in several locations. The capabilities of the task
force, combined with CM exercises, served both a deterrent and readiness
role by integrating all of the coalition capabilities into a cohesive team.

Conclusion. The CIJTF-CM provided the ability to rapidly respond to possible
WMD incidents to save lives and reduce suffering. On 8 May 2003, the
CJTF-CM mission officially ended. The Global War on Terrorism will
continue. Should aCM mission be required in the future, itis highly probable
that coalition partners will lend their expertise and assistance. Combatant
commands may use the CJTF-CM model as a template for future CM
operations.

SOURCE: VARIOUS SOURCES

DOMESTIC CONSEQUENCE MANAGEMENT

Domestic and Outside the Continental United States Permanent Installations
Summary. Although there have been no large-scale weapons of mass
destruction (WMD) consequence management (CM) responses, hazardous
materials teams respond daily to incidents around the world.

Narrative. The most recent example of domestic CM is the response to the
anthrax letters mailed through the US Postal Service in September 2001.
Although there had been extensive biological warfare CM planning prior to
the event, the complexity of the delivery system, combined with the regional
dispersion and jurisdictional issues led to numerous challenges. The
overall CM response should be considered a success. There were in
excess of 7000 people potentially exposed. A comprehensive medical
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surveillance program combined with a solid public information campaign
limited the number of casualties to five deaths and thirteen hospitalizations.
Because of the integrated response plan of fire and law enforcement, some
key evidence was recovered to support the ongoing investigation of the
anthrax attacks. Some highlights of the CM response are:

a. Rapid assessment and identification of the agent.

b. Potential hazard areas identified.

c. Preventive health measures started immediately.

d. Active public affairs plan to inform, quell rumors, and allay fears.

e. Deliberate and thorough decontamination procedures using the latest
technology.

f. Focal point for reporting analysis results from the laboratory.

g. No one organization could do it all. A combination of local, state,
federal, and military was required.

Military support included sampling, packaging, planning guidance,
security, agent analysis, and a reach-back capability to scientists for
technical advice.

Conclusion. The overall success of theresponse to a WMD attack is directly
proportional to the prior planning. If the response is properly planned,
rehearsed, and executed, the actions will serve as a deterrent to future
attacks.

SOURCE: VARIOUS SOURCES
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Intentionally Blank
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CHAPTER V
TRAINING AND EXERCISES

“For they had learned that true safety was to be found in long previous training,
and not in eloquent exhortations uttered when they were going into action.”

Thucydides
History of the Peloponnesian Wars, c. 404 BC

1. Essential Elements of Combating Weapons of Mass Destruction Training

a Traning, exercises, and forma education are vital to ensure that military forces can
conduct operationsto combat WMD. Training to combat WM D isnecessary to ensurethat
all personned under stand thethreat, principles, agent characteristics, and required tasks.

b. Forthemost part, training eventsand exercisesto combat WM D will not requireuniqueor
gand-donetraining events. M ogt of theskillsand equipment supportingtaskstocombat WM D
can beintegrated intoexistingtraining events. Thekey exception may bethe specific aspectsin
thetasksto support offensveoperations(interdiction, seerchand saizure, etc.).

¢. Scenariosto combat WMD provide the opportunity for training in joint, multinational,
and/or interagency processes. The sKills required to effectively combat WMD cover al staff
functions and reinforce those skills required for warfighting.

d. Combatant commandersshould useall aspectsof security cooperation activitiesincluding
security assistance; multinational training, exercises, education, experimentation; defense and
military contacts;, foreign humanitarian ass stance; and threat reduction measuresintheir AORS.

e. Joint, multinational, and Service component training exercises serveasavisiblereminder
of the US military’s capability, and can serve as a continua deterrent to WMD acquisition and
use.

2. Nonproliferation Events

a Security Cooperation. Securinginternational resourcesand facilitiesfor training eventsto
combat WMD will requireaddiberatediplomatic effort. Existing maritimeinterdiction operations
provideasolid bassonwhichto build for sea-based events. Air and ground based eventswill require
afar morecomplex aray of support and participation parameters. Theaggressvenaureof thePraliferation
Security Initiative (PSl) may requirethat existing HN support/participation agreementsberetooled to
meet theintent and time-sengitive nature of the PS| objectives.

b. Military-to-Military Contacts. Combatant command theater security cooperation plans
should include opportunitiesfor regiona statesto participate in and/or expand their interdiction
capabilities.

c. Conduct Survellanceand Tracking of Suspected WM D T hreats. Theskillsrequiredto
remanprofidentinthismissonaredirectly gpplicableto other warfighting tasksand forcesg&ff integration
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whilenot requiring alargenumber of forcesor scenario devel opmen.
3. Counterproliferation Events

a OffensveOperations. OffengveoperationsinvolvemeasurestodiminatetheWMD thred,
deter theuseand, when necesarry, respond totheuse of WM D, whilebeing prepared to defend againgt
theuseand effectsof WMD. ThePSl bringsabroader scopeand wider rangeof optionsfor offensve
operations than previous programs and policies. Most notably, the PSI addsair and ground
inter diction optionstothelong-standing maritimeinter diction capability. Thescopeof thePSl
will al but mandatethat conventiond forcesparticipateininterdiction operationsaongsdenationd
asets. Egablishing basdine TTPandidentifying equi pment requirementsfor conventiona unitsmay
requireinterdiction-gpedifictraining events. Vaidation of requiredinterdiction capabilitieswill requirea
joint and multinationa capstoneevent to ensureinteroperability withexisting cgpabilities. Integrating
interdiction sustainment training into existing training and exercise scheduleswill dlow for abroader
integration of dliedand/or coditionforces.

b. PassveDefenseand ForceProtection. Thenatureof PSI interdictiontasksmay require
organizations to employ CBRN defense equipment in non-standard previously undefined
scenarios. Individua protective measures and the TTPthat support them will remain constant.
Employment of CBRN defense kitsduring search, seizure, or inspection operationsmay require
adjusmentsto TTP.

c. WMD Elimination Operations. Mission-specific doctrine, and manpower/equipment
requirements need to be developed and exercised. Services and combatant commanders are
responsible for ensuring that forces are properly trained to conduct this mission.

4. Consegquence Management Events

a Response. Oneof the key lessonslearned from theinitial nationa-level first-responder
exercise [ TOPOFF 2000] was the need for synchronization of response assets. Local and state
emergency management officialswereinundated with scores of volunteerswith awide range of
skills. The challengelay in getting the right skillsto the right place at theright time. Securing
theevent Site, triaging and treating casudties, preserving and collecting evidence, and eventualy
mitigating the hazard were key tasksto betested in these venues, but the overwhel ming influx of
response personnel and equipment madeit difficult— impossiblein some cases— to accomplish
these critical tasks. The scenario will be the same with an outside the continental United States
event with the additional challenges of the potential language barrier and different chains of
command. One solution wasto establish aresponse personne and equipment * assembly area.”
Intheevent of aWMD attack, all first respondersknew to report to thelocal/state command post
at this predetermined site. From there, local and state authorities dispatched response assets as
required. Thisensured that critical roadways and facilitieswere kept clear for the movement of
response assets and the evacuation of casualties. The assembly area aso provided a secure
environment for responders to fine tune training before the exercise began. Loca and State
authoritiesused thisopportunity to survey theskills, equipment, and response capabilitiesbeforethey
wereemployed, and to establish accountability of responseassets.
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b. Mitigation. Theprocessof reducingtheimmediatehazardwill beginintheearliest Sagesof a
WMD evenrt. Onecritica congderationthat must beaddressedintrainingistheinteroperability between
law enforcement personnd and thosewhowill performmitigationtasks. Theobjectiveinthiscaseisto
prevent mitigation and evidencecollectiontasksfrom becoming mutudly exclusive.

c. Restorative Operations. The long-term fight to eliminate the hazard from a WMD
attack will require along list of technical, highly specialized skills. Training will begin with
baseline Occupational Safety and Hedth Administration hazardous materias certification, to
include confined space and sampl e col lection/packaging operations. EOD skillsmay berequired
if theevent site hasresidud explosive componentsfrom theWMD device, or if thesiteisknown
or suspected of harboring UXO. Establishing C2 over and interoperability among the capabilities
of these organizations and those of military organizationsis paramount.

5. Training and Leader Development

a Commandersaretheprimary trainersfor operationstocombat WM D. Commanders
a al echelons are responsible to prepare their commands to accomplish assigned missions.
Combating WM D requiresdifferent typesof training depending on duty positions. Commanders
should accomplishjoint training in accordancewith approved doctrine. Joint doctrine establishes
the fundamentals of joint operations and provides guidance to employ nationa military power
to achievestrategic ends. Combating WMD operationswill beintegrated throughout applicable
joint doctrine publicationsto ensure that combating WMD operationsand training areanintegral
part of joint training and not isolated events.

b. Forma combating WM D education with an emphasisonthe WMD proliferation should
be given a al levels of professona military education.

(1) Focus on mission accomplishment in an CBRN environment.

(2) Combatant commanders establish joint mission-essential tasks with quantifiable
standards under CBRN conditions.

(3) Combatant commandersintegrate combating WM D operationsintojoint training.

(4) All joint professional military education levels incorporate WMD into formal
programs.

(5) Servicesincorporate combating WMD operations into training programs.

c. Deveopment of acomprehensve combating WM D military training programand planisan
essentid element of preparationfor combatingWMD. Suchaprogram shouldincludeindividua and
collectivetraining requirementsfor Categories 1-6 joint training with appropriate Universd Joint Task
Ligt tasks, conditions, and standardsdevel oped astraining objectivesfor thethreeareasof NP, CP, and
WMD CM. Joint combating WMD trainingissupported by the US Joint Forces Command Joint
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Warfighting Center (WFC), the Defense Threat ReductionAgency, and theUSArmy Chemica Schoadl.
Joint training coursesin support of combating WM D training can befoundin the database associated
with WFC's Joint Training Course Deve opment and Management Process.

6. Conclusion

Combating WMD tasking, whether itisaCPinterdiction or theresponseto an actud attack,
will most likely occur with limited or no prior warning. Units must continually exercise to
identify shortfalsin training and equipment because lack of preparation will not only be deadly
but will aso have strategic ramifications on future WMD proliferation and/or its use.
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GLOSSARY

PART I — ABBREVIATIONS AND ACRONYMS

Air Force doctrine document

Air Force handbook

Air Force instruction

Air Force manual

Air Force policy directive

area of responsibility

command and control

chemical, biological, radiological, and nuclear
Chairman of the Joint Chiefs of Staff instruction
counterproliferation

Department of Defense

explosive ordnance disposal

flexible deterrent option
fieldmanual

host nation
information operations

joint force commander
Joint Warfighting Center

Marine Corps order

National Defense University
nonproliferation

Proliferation Security Initiative

Training and Doctrine Command
tactics, techniques, and procedures

United States Government
unexploded ordnance

weapons of mass destruction

weapons of mass destruction consequence management




PART II — TERMS AND DEFINITIONS

active defense. The employment of limited offensive action and counterattacks to deny a contested
area or position to the enemy. See also passive defense. (JP 1-02)

air defense artillery. Weapons and equipment for actively combating air targets from the ground.
Also called ADA. (This term and its definition modify the exiting term and its definition
and are approved for inclusion in the next edition of JP 1-02.)

alliance. An alliance is the result of formal agreements (i.e., treaties) between two or more
nations for broad, long-term objectives that further the common interests of the members.
See also coalition. (JP 1-02)

arms control. A concept that connotes: a. any plan, arrangement, or process, resting upon
explicit or implicit international agreement, governing any aspect of the following: the
numbers, types, and performance characteristics of weapon systems (including the command
and control, logistics support arrangements, and any related intelligence-gathering
mechanism); and the numerical strength, organization, equipment, deployment, or
employment of the Armed Forces retained by the parties (it encompasses disarmament);
and b. on some occasions, those measures taken for the purpose of reducing instability in
the military environment. (JP 1-02)

avoidance. Individual and/or unit measures taken to avoid or minimize nuclear, biological, and
chemical (NBC) attacks and reduce the effects of NBC hazards. (JP 1-02)

battle damage assessment. The timely and accurate estimate of damage resulting from the
application of military force, either lethal or non-lethal, against a predetermined objective.
Battle damage assessment can be applied to the employment of all types of weapon systems
(air, ground, naval, and special forces weapon systems) throughout the range of military
operations. Battle damage assessment is primarily an intelligence responsibility with required
inputs and coordination from the operators. Battle damage assessment is composed of
physical damage assessment, functional damage assessment, and target system assessment.
Also called BDA. (JP 1-02)

biological agent. A microorganism that causes disease in personnel, plants, or animals, or
causes the deterioration of materiel. (JP 1-02)

campaign. A series of related military operations aimed at accomplishing a strategic or operational
objective within a given time and space. (JP 1-02)

capability. The ability to execute a specified course of action. (A capability may or may not be
accompanied by an intention.) (JP 1-02)

chemical agent. Any toxic chemical intended for use in military operations. (JP 1-02)
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chemical weapon. Together or separately, (a) a toxic chemical and its precursors, except when
intended for a purpose not prohibited under the Chemical Weapons Convention; (b) a
munition or device, specifically designed to cause death or other harm through toxic properties
of those chemicals specified in (a), above, that would be released as a result of the employment
of such munition or device; (c) any equipment specifically designed for use directly in
connection with the employment of munitions or devices specified in (b), above. (JP 1-02)

coalition. An ad hoc arrangement between two or more nations for common action. See also
alliance. (JP 1-02)

collective nuclear, biological, and chemical protection. Protection provided to a group of
individuals in a nuclear, biological, and chemical environment that permits relaxation of
individual nuclear, biological, and chemical protection. (JP 1-02)

combatant command. A unified or specified command with a broad continuing mission under
a single commander established and so designated by the President, through the Secretary
of Defense and with the advice and assistance of the Chairman of the Joint Chiefs of Staff.
Combatant commands typically have geographic or functional responsibilities. (JP 1-02)

combatant commander. A commander of one of the unified or specified combatant commands
established by the President. (JP 1-02)

combating terrorism. Actions, including antiterrorism (defensive measures taken to reduce
vulnerability to terrorist acts) and counterterrorism (offensive measures taken to prevent,
deter, and respond to terrorism), taken to oppose terrorism throughout the entire threat
spectrum. Also called CBT. (This term and its definition modify the exiting term and its
definition and are approved for inclusion in the next edition of JP 1-02.)

command and control. The exercise of authority and direction by a properly designated
commander over assigned and attached forces in the accomplishment of the mission.
Command and control functions are performed through an arrangement of personnel,
equipment, communications, facilities, and procedures employed by a commander in
planning, directing, coordinating, and controlling forces and operations in the
accomplishment of the mission. Also called C2. (JP 1-02)

concept plan. An operation plan in concept format. Also called CONPLAN. See also operation
plan. (JP 1-02)

contaminate. See contamination. (JP 1-02)

contamination. 1. The deposit, absorption, or adsorption of radioactive material, or of biological or
chemical agents on or by structures, areas, personnel, or objects. 2. Food and/or water made
unfit for consumption by humans or animals because of the presence of environmental chemicals,
radioactive elements, bacteria or organisms, the byproduct of the growth of bacteria or organisms,
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the decomposing material (to include the food substance itself), or waste in the food or water. (JP
1-02)

contamination control. Procedures to avoid, reduce, remove, or render harmless (temporarily
or permanently) nuclear, biological, and chemical contamination for the purpose of
maintaining or enhancing the efficient conduct of military operations. (JP 1-02)

contingency plan. A plan for major contingencies that can reasonably be anticipated in the
principal geographic subareas of the command. (JP 1-02)

counterforce. The employment of strategic air and missile forces in an effort to destroy, or
render impotent, selected military capabilities of an enemy force under any of the
circumstances by which hostilities may be initiated. (JP 1-02)

counterproliferation. Those actions (e.g., detect and monitor, prepare to conduct counterproliferation
operations, offensive operations, weapons of mass destruction, active defense, and passive defense)
taken to defeat the threat and/or use of weapons of mass destruction against the United States, our
military forces, friends, and allies. (Approved for inclusion in the next edition of JP 1-02.)

course of action. 1. Any sequence of activities that an individual or unit may follow. 2. A
possible plan open to an individual or commander that would accomplish, or is related to
the accomplishment of the mission. 3. The scheme adopted to accomplish a job or mission.
4. A line of conduct in an engagement. 5. A product of the Joint Operation Planning and
Execution System concept development phase. Also called COA. (JP 1-02)

crisis action planning. 1. The Joint Operation Planning and Execution System process involving
the time-sensitive development of joint operation plans and orders in response to an imminent
crisis. Crisis action planning follows prescribed crisis action procedures to formulate and
implement an effective response within the time frame permitted by the crisis. 2. The time-
sensitive planning for the deployment, employment, and sustainment of assigned and
allocated forces and resources that occurs in response to a situation that may result in actual
military operations. Crisis action planners base their plan on the circumstances that exist at
the time planning occurs. Also called CAP. (JP 1-02)

decontamination. The process of making any person, object, or area safe by absorbing,
destroying, neutralizing, making harmless, or removing chemical or biological agents, or
by removing radioactive material clinging to or around it. (JP 1-02)

detection. 1. In tactical operations, the perception of an object of possible military interest but
unconfirmed by recognition. 2. In surveillance, the determination and transmission by a
surveillance system that an event has occurred. 3. In arms control, the first step in the
process of ascertaining the occurrence of a violation of an arms control agreement. 4. In
nuclear, biological, and chemical (NBC) environments, the act of locating NBC hazards by
use of NBC detectors or monitoring and/or survey teams. (JP 1-02)
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deterrence. The prevention from action by fear of the consequences. Deterrence is a state of mind
brought about by the existence of a credible threat of unacceptable counteraction. (JP 1-02)

dispersion. 1. A scattered pattern of hits around the mean point of impact of bombs and
projectiles dropped or fired under identical conditions. 2. In antiaircraft gunnery, the
scattering of shots in range and deflection about the mean point of explosion. 3. The
spreading or separating of troops, materiel, establishments, or activities that are usually
concentrated in limited areas to reduce vulnerability. 4. In chemical and biological operations,
the dissemination of agents in liquid or aerosol form. 5. In airdrop operations, the scatter of
personnel and/or cargo on the drop zone. 6. In naval control of shipping, the reberthing of
a ship in the periphery of the port area or in the vicinity of the port for its own protection in
order to minimize the risk of damage from attack. (JP 1-02)

doctrine. Fundamental principles by which the military forces or elements thereof guide their
actions in support of national objectives. It is authoritative, but requires judgement in
application. (JP 1-02)

exercise. A military maneuver or simulated wartime operation involving planning, preparation,
and execution. It is carried out for the purpose of training and evaluation. It may be a
multinational, joint, or single-Service exercise, depending on participating organizations.
(JP 1-02)

force protection. Actions taken to prevent or mitigate hostile actions against Department of
Defense personnel (to include family members), resources, facilities, and critical information.
These actions conserve the force’s fighting potential so it can be applied at the decisive time
and place and incorporate the coordinated and synchronized offensive and defensive measures
to enable the effective employment of the joint force while degrading opportunities for the
enemy. Force protection does not include actions to defeat the enemy or protect against
accidents, weather, or disease. Also called FP. (JP 1-02)

foreign humanitarian assistance. Programs conducted to relieve or reduce the results of natural
or manmade disasters or other endemic conditions such as human pain, disease, hunger, or
privation that might present a serious threat to life or that can result in great damage to or
loss of property. Foreign humanitarian assistance (FHA) provided by US forces is limited
in scope and duration. The foreign assistance provided is designed to supplement or
complement the efforts of the host nation civil authorities or agencies that may have the
primary responsibility for providing FHA. FHA operations are those conducted outside the
United States, its territories, and possessions. Also called FHA. (JP 1-02)

host nation. A nation that receives the forces and/or supplies of allied nations, coalition partners,
and/or NATO organizations to be located on, to operate in, or to transit through its territory.
Also called HN. (JP 1-02)
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immediate decontamination. Decontamination carried out by individuals immediately upon becoming
contaminated. Itis performed in an effort to minimize casualties, save lives, and limit the spread of
contamination. (JP 1-02)

individual protective equipment. In nuclear, biological, and chemical warfare, the personal
clothing and equipment required to protect an individual from biological and chemical
hazards and some nuclear effects. (JP 1-02)

industrial chemicals. Chemicals developed or manufactured for use in industrial operations or
research by industry, government, or academia. These chemicals are not primarily
manufactured for the specific purpose of producing human casualties or rendering equipment,
facilities, or areas dangerous for human use. Hydrogen cyanide, cyanogen chloride,
phosgene, and chloropicrin are industrial chemicals that also can be military chemical agents.
(JP 1-02)

information operations. Actions taken to affect adversary information and information systems

while defending one’s own information and information systems. Also called I0. (JP
1-02)

intelligence. 1. The product resulting from the collection, processing, integration, analysis, evaluation,
and interpretation of available information concerning foreign countries or areas. 2. Information
and knowledge about an adversary obtained through observation, investigation, analysis, or
understanding. (JP 1-02)

international organization. An organization with global mandates, generally funded by contributions
from national governments. Examples include the International Committee of the Red Cross, the
International Organization for Migration, and United Nations agencies. Also called10. See also
nongovernmental organizations. (This term and its definition modify the exiting term and its definition
and are approved for inclusion in the next edition of JP 1-02.)

joint. Connotes activities, operations, organizations, etc., in which elements of two or more
Military Departments participate. (JP 1-02)

joint force commander. A general term applied to a combatant commander, subunified
commander, or joint task force commander authorized to exercise combatant command
(command authority) or operational control over a joint force. Also called JFC. (JP 1-02)

mission. 1. The task, together with the purpose, that clearly indicates the action to be taken and the
reason therefore. 2. In common usage, especially when applied to lower military units, a duty
assigned to an individual or unit; a task. 3. The dispatching of one or more aircraft to accomplish
one particular task. (JP 1-02)

multinational operations. A collective term to describe military actions conducted by forces of two or
more nations, usually undertaken within the structure of a coalition or alliance. (JP 1-02)
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nerve agent. A potentially lethal chemical agent which interferes with the transmission of nerve impulses.
(JP 1-02)

nongovernmental organizations. Transnational organizations of private citizens that maintain
a consultative status with the Economic and Social Council of the United Nations.
Nongovernmental organizations may be professional associations, foundations, multinational
businesses, or simply groups with a common interest in humanitarian assistance activities
(development and relief). Also called NGOs. (JP 1-02)

nonproliferation. Those actions (e.g., diplomacy, arms control, multilateral agreements, threat reduction
assistance, and export controls) taken to prevent the proliferation of weapons of mass destruction
by dissuading or impeding access to, or distribution of; sensitive technologies, material, and expertise.
Also called NP. (Approved for inclusion in the next edition of JP 1-02.)

nuclear, biological, and chemical defense. Defensive measures that enable friendly forces to
survive, fight and win against enemy use of nuclear, biological, or chemical (NBC) weapons
and agents. US forces apply NBC defensive measures before and during integrated warfare.
In integrated warfare, opposing forces employ nonconventional weapons along with
conventional weapons (NBC weapons are nonconventional). (JP 1-02)

objective. 1. The clearly defined, decisive, and attainable goals towards which every military
operations should be directed. 2. The specific target of the action taken (for example, a
definite terrain feature, the seizure or holding of which is essential to the commander’s
plan, or, an enemy force or capability without regard to terrain features). (JP 1-02)

operation. 1. A military action or the carrying out of a strategic, operational, tactical, service,
training, or administrative military mission. 2. The process of carrying on combat, including
movement, supply, attack, defense, and maneuvers needed to gain the objectives of any
battle or campaign. (JP 1-02)

operational environment. A composite of the conditions, circumstances, and influences that affect the
employment of military forces and bear on the decisions of the unit commander. Some examples
are as follows: a. permissive environment— Operational environment in which host country
military and law enforcement agencies have control as well as the intent and capability to assist
operations that a unit intends to conduct. b. uncertain environment— Operational environment in
which host government forces, whether opposed to or receptive to operations that a unit intends to
conduct, donothave totally effective control of the territory and population in the intended operational
area. c. hostile environment— Operational environment in which hostile forces have control as
well as the intent and capability to effectively oppose or react to the operations a unit intends to
conduct. (JP 1-02)

operation plan. Any plan, except for the Single Integrated Operational Plan, for the conduct of military
operations. Plans are prepared by combatant commanders in response to requirements established
by the Chairman of the Joint Chiefs of Staff and by commanders of subordinate commands in
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response to requirements tasked by the establishing unified commander. Operation plans are
prepared in either a complete format (OPLAN) or as a concept plan (CONPLAN). The
CONPLAN can be published with or without a time-phased force and deployment data (TPFDD)
file. a. OPLAN — An operation plan for the conduct of joint operations that can be used as a
basis for development of an operation order (OPORD). An OPLAN identifies the forces and
supplies required to execute the combatant commander’s strategic concept and a movement
schedule of these resources to the theater of operations. The forces and supplies are identified in
TPFDD files. OPLANs will include all phases of the tasked operation. The plan is prepared with
the appropriate annexes, appendixes, and TPFDD files as described in the Joint Operation Planning
and Execution System manuals containing planning policies, procedures, and formats. Also called
OPLAN. b. CONPLAN — An operation plan in an abbreviated format that would require
considerable expansion or alteration to convert it into an OPLAN or OPORD. A CONPLAN
contains the combatant commander’s strategic concept and those annexes and appendixes deemed
necessary by the combatant commander to complete planning. Generally, detailed support
requirements are not calculated and TPFDD files are not prepared. c. CONPLAN with TPFDD
— A CONPLAN with TPFDD is the same as a CONPLAN except that it requires more detailed
planning for phased deployment of forces. Also called CONPLAN. (JP 1-02)

passive defense. Measures taken to reduce the probability of and to minimize the effects of
damage caused by hostile action without the intention of taking the initiative. See also
active defense. (JP 1-02)

precursor. Any chemical reactant that takes place at any stage in the production by whatever
method of a toxic chemical. This includes any key component of a binary or multicomponent
chemical system. (JP 1-02)

preemptive attack. An attack initiated on the basis of incontrovertible evidence that an enemy
attack is imminent. (JP 1-02)

preventive diplomacy. Diplomatic actions taken in advance of a predictable crisis to prevent or
limit violence. (JP 1-02)

proliferation continuum. A complex but identifiable process involving generic activities which
together constitute an adversary’s proliferation process. (This term and its definition are
applicable only in the context of this publication and cannot be referenced outside this
publication.)

proliferation (nuclear weapons). The process by which one nation after another comes into possession
of, or into the right to determine the use of nuclear weapons, each potentially able to launch a
nuclear attack upon another nation. (JP 1-02)

protection. 1. Measures that are taken to keep nuclear, biological, and chemical hazards from having
an adverse effect on personnel, equipment, or critical assets and facilities. Protection consists of
five groups of activities: hardening of positions; protecting personnel; assuming mission-oriented
protective posture; using physical defense measures; and reacting to attack. (JP 1-02)
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readiness. The ability of US military forces to fight and meet the demands of the national
military strategy. Readiness is the synthesis of two distinct but interrelated levels: a. unit
readiness — The ability to provide capabilities required by the combatant commanders to
execute their assigned missions. This is derived from the ability of each unit to deliver the
outputs for which it was designed. b. joint readiness — The combatant commander’s
ability to integrate and synchronize ready combat and support forces to execute his or her
assigned missions. (JP 1-02)

rules of engagement. Directives issued by competent military authority that delineate the
circumstances and limitations under which United States forces will initiate and/or continue
combat engagement with other forces encountered. (JP 1-02)

strategy. The art and science of developing and employing instruments of national power in a
synchronized and integrated fashion to achieve theater, national, and/or multinational
objectives. (JP 1-02)

surveillance. The systematic observation of acrospace, surface, or subsurface areas, places, persons,
or things, by visual, aural, electronic, photographic, or other means. (JP 1-02)

survey. The directed effort to determine the location and the nature of a chemical, biological,
and radiological hazard in an area. (JP 1-02)

tactics. 1. The employment of units in combat. 2. The ordered arrangement and maneuver of
units in relation to each other and/or to the enemy in order to use their full potentialities. (JP
1-02)

warning. 1. A communication and acknowledgment of dangers implicit in a wide spectrum of
activities by potential opponents ranging from routine defense measures to substantial
increases in readiness and force preparedness and to acts of terrorism or political, economic,
or military provocation. 2. Operating procedures, practices, or conditions that may result
in injury or death if not carefully observed or followed. (JP 1-02)

weapons of mass destruction. Weapons that are capable of a high order of destruction and/or of
being used in such a manner as to destroy large numbers of people. Weapons of mass destruction
can be high explosives or nuclear, biological, chemical, and radiological weapons, but exclude the
means of transporting or propelling the weapon where such means is a separable and divisible part
of the weapon. Also called WMD. (JP 1-02)

weapons of mass destruction consequence management. Those actions taken to respond to the
consequences and effects of weapons of mass destruction use against our homeland, forces, and
US interests abroad, and to assist friends and allies to restore essential services. Also called
WMD CM. (This term and its definition are applicable only in the context of this publication and
cannot be referenced outside this publication.)
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weapons of mass destruction elimination. Actions taken to control, transport to a safe location, or
destroy on site, weapons of mass destruction and non-weaponized agents in a semi-permissive or
permissive environment. (This term and its definition are applicable only in the context of this
publication and cannot be referenced outside of this publication.)

weapons of mass destruction interdiction. Activities taken to track, intercept, search, divert, seize,
or stop trafficking of weapons of mass destruction, delivery systems, related materials, technologies
and expertise to/from state and/or non-state actors of proliferation concern. (This term and its
definition are applicable only in the context of this publications and cannot be referenced outside of
this publication.)
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