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PREFACE

1. Scope

This publication provides doctrine for the planning and execution of US military support to
US counterdrug operations.

2. Purpose

This publication has been prepared under the direction of the Chairman of the Joint Chiefs
of Staff. It sets forth joint doctrine to govern the activities and performance of the Armed Forces
of the United States in joint operations and provides the doctrinal basis for interagency coordination
and for US military involvement in multinational operations. It provides military guidance for
the exercise of authority by combatant commanders and other joint force commanders (JFCs)
and prescribes joint doctrine for operations, education, and training. It provides military guidance
for use by the Armed Forces in preparing their appropriate plans. It is not the intent of this
publication to restrict the authority of the JFC from organizing the force and executing the
mission in a manner the JFC deems most appropriate to ensure unity of effort in the
accomplishment of the overall objective.

3. Application

a. Joint doctrine established in this publication applies to the joint staff, commanders of
combatant commands, subunified commands, joint task forces, subordinate components of these
commands, and the Services.

b. The guidance in this publication is authoritative; as such, this doctrine will be followed
except when, in the judgment of the commander, exceptional circumstances dictate otherwise.
If conflicts arise between the contents of this publication and the contents of Service publications,
this publication will take precedence unless the Chairman of the Joint Chiefs of Staff, normally
in coordination with the other members of the Joint Chiefs of Staff, has provided more current
and specific guidance. Commanders of forces operating as part of a multinational (alliance or
coalition) military command should follow multinational doctrine and procedures ratified by
the United States. For doctrine and procedures not ratified by the United States, commanders
should evaluate and follow the multinational command’s doctrine and procedures, where
applicable and consistent with US law, regulations, and doctrine.

For the Chairman of the Joint Chiefs of Staff:

Al ;y%a

WALTER L. SHARP
Lieutenant General, USA
Director, Joint Staff
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SUMMARY OF CHANGES
REVISION OF JOINT PUBLICATION 3-07.4
DATED 17 FEBRUARY 1998

Revises the discussion of Department of Defense support to counterdrug
operations

Describes the National Interdiction Command and Control Plan

Updates the coverage on counterdrug policy and guidance to combatant
commanders

Revises and consolidates discussion of the drug threat
Describes the current Federal organizations within a counterdrug operation
Discusses the role of the Department of Homeland Security

Relates counterdrug planning to the Joint Operation Planning and Execution
System and the joint operation planning process

Adds additional coverage of interagency and multinational considerations

Reorganizes and consolidates the coverage of the counterdrug operations
conducted by the combatant commanders

Added appendices on Counterdrug Organizations, Intelligence Support
Organizations, and National Interdiction Command and Control Plan

Removed appendices on US Code Provisions, Counterdrug Plan Format,
Major Equipment Descriptions, Resource Management, Communications
Systems, Counterdrug Intelligence Preparation for Operations, and Points of
Contact

Removes the terms Air Carrier Initiative Program, airway, cartel, counterdrug
support office, and special interest target from Joint Publication (JP) 1-02

Modifies the definitions of the terms arrival zone, counterdrug, counterdrug
operational support, drug interdiction, humanitarian and civic assistance,
narcoterrorism, radar picket, and sorting in JP 1-02

Approves the terms and definitions counterdrug activities, counternarcotics,
partner nation, and tracking for inclusion in JP 1-02
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EXECUTIVE SUMMARY
COMMANDER’S OVERVIEW

* Describes the Strategic and Legal Context of Counterdrug Operations
*  Covers Counterdrug Command And Control Relationships
e Explains Planning Counterdrug Operations

* Describes Regional Counterdrug Operations

Overview
Department of Defense Department of Defense (DOD) supports federal, state, and local
(DOD) support to law enforcement agencies (LEASs) in their effort to disrupt the
counterdrug (CD) transport and/or transfer of illegal drugs into the US. Counterdrug
operations. (CD) is a high priority national security and international

cooperation mission, with DOD functions and responsibilities
based on statutory authority. The Armed Forces of the United
States also assists our partner nations (PNs) in their CD efforts.
[licit drug trafficking, smuggling of every sort, and the regional
and global movement of terrorists are closely linked by financial,
political, and operational linkages.

National Drug Control The National Drug Control Strategy (NDCS) is issued annually

Strategy. by the Office of National Drug Control Policy (ONDCP) and
outlines the President’s priorities and goals for reducing the
demand for and supply of illegal drugs in the US. The strategy is
a common framework for all US Government (USG) agencies
involved in the collective effort to reduce illegal drug use and its
consequences in America. The strategic goals of the NDCS are:
preventing drug use before it starts; intervening and healing those
who already use drugs; and disrupting the market for illicit
substances.

Counterdrug Policy and Guidance to Combatant Commanders

The Secretary of Defense ~ CD support is provided to law enforcement agencies (LEAs) or

has delegated approval PNs involving US military personnel and their equipment and
authority for certain kinds — may include training or mission participation. Support is also
of DOD CD support to provided to LEAs or PNs that includes loan or lease of equipment
law enforcement agencies  without operators, use of facilities (such as buildings, training
(LEAs) and partner areas, or ranges), transfer of excess equipment, and training

nations. conducted in formal schools. Although these commonly used

X



Executive Summary

Those who contribute to
the production, transport,
sale, and use of illegal
drugs and laundering of
drug money present a
threat to the national

security of the US.

terms are useful in describing the type of support rendered, some
of the various types of missions are described below.

Detection & Monitoring. DOD has specific
responsibility as the lead federal agency for aerial and
maritime detection and monitoring (D&M). D&M
operations are missions conducted to detect and track the
land, aerial, and maritime transit of illegal drugs into the
US. D&M could lead to interdiction. Drug interdiction
is a multiphase, multienvironment, and interagency
activity in which the DOD has significant general
responsibilities.

Support to Foreign Countries. The Department of State
(DOS) provides assistance to foreign countries under the
Foreign Assistance Act, the Arms Export Control Act,
the Foreign Operations Appropriations Act, and the
International Narcotics Control Act and often involves
other US agencies in such assistance. DOD has a support
role that is usually provided in the form of foreign internal
defense.

Demand Reduction. Prevention/reduction of drug abuse
requires a combination of education, deterrence, and
treatment or rehabilitation. Drug abuse awareness
education includes programs for all DOD military
personnel and their families, students attending DOD
schools, and DOD civilian personnel.

The Threat

[llicit drug traffickers operate in the full spectrum of air, land,
and maritime modes of conveyance. The adversary engages in a
supply chain that addresses recruitment, cultivation, production,
storage, shipment, transshipment, and distribution of illicit drugs.
This adversary can be characterized by: moving illicit drugs
through distributed-risk vice concentration-of-risk; not
constrained by law, custom, policy, or process; evolving to exploit
more sophisticated vessels and modes of conveyance; using
multiple logistics contingency supply chains; actively and often
aggressively collecting intelligence and exploiting counter-
detection of friendly assets; exploiting delays, deception, and
speed to operate at periods of low risk; exploiting territorial zones
to prevent D&M; and, exploiting political and legal limitations
in the various countries.

JP 3-07.4



Executive Summary

The command and control
relationships established
Jfor CD operations will
vary based on the
environments in which
they are conducted.

Trends over the last few years have highlighted traffickers using
air to maritime modes of transportation. The majority of the drugs
entering the US from the Western Hemisphere arrive via land
conveyance, but maritime and air modes are initially used to move
drugs from the source zone regions to different locations in the
transit zone where drugs can then continue to be moved towards
the arrival zone in the US.

Command Relationships

Considering that most CD operations are in support of either partner
nations (PNs) or LEAs, it is important to remember that even though
command of US military forces will remain within DOD, the overall
control of the mission may be determined by other government agencies
(OGAs) and agreements with foreign authorities. The objective isto
integrate communications and, most importantly, liaison sufficiently to
support operational coordination, the effective sharing of information,
and efficient use of assets.

Military Command and Control (C2). Responsibility and
authority for conducting military CD operations normally are
vested in a designated joint force commander.

DOD-LEA C2. The major mission in which DOD and LEA C2
systems interface is in drug interdiction operations. The DOD
D&M role is a major portion of drug interdiction and is
consequently closely associated with LEA C2. The major
organizations that provide C2 for aerial and maritime drug
interdiction are the Air Marine Operations Center, under the
Department of Homeland Security, and Joint Interagency Task Force
- South (JIATF-S) and Joint Interagency Task Force - West (JIATF-
W) under C2 of Commander, US Southern Command and
Commander, US Pacific Command, respectively.

DOD or PN C2. US and PN military and LEA forces will often
work under the tactical control of national task forces. The US military
or LEAs and PNs command their respective units and normally work
in cooperation with, but not under the operational control of, each
other. The degree of C2 that US forces could exercise over PN
forces (and vice versa) depends on the location, tactical situation, political
environment, and existing agreements.

Joint and Interagency Task Forces. US Southern Command
(USSOUTHCOM) and US Pacific Command (USPACOM)
exercise day-to-day operations through regional joint interagency

xi



Executive Summary

Department of State.

Drug Enforcement
Administration.

Other government
agencies.

Combatant commanders.

task forces that conduct D&M within their respective operational areas.
These task forces are comprised of federal, state, and local law
enforcement agencies and foreign liaison personnel. Commander, US
Northern Command (CDRUSNORTHCOM) has combatant
command (command authority) over Joint Task Force-North (JTF-N),
the operational headquarters for CORUSNORTHCOM, providing
C2 of DOD capability in support of drug law enforcement agencies
(DLEAS).

Interagency Relationships

The DOS is the lead federal agency for the coordination of US
international illegal drug supply reduction strategies. Through
US ambassadors and the country teams, the DOS executes
programs designed to increase the PN’s CD resolve and capabilities.
The Bureau for International Narcotics and Law Enforcement Affairs
is the organization within the DOS responsible for developing and
implementing international initiatives in support of the NDCS.

The Drug Enforcement Administration is the lead LEA in coordinating
all US LEAs and their international counterparts’ efforts that are in
conjunction with US elements.

OGAs are also involved in CD-related operations or efforts.
Support to or from DOD capabilities should be coordinated
through the country team and/or the task force if interagency
representation is available.

Combatant commanders (CCDRs) are responsible for planning
and executing DOD CD operations within their areas of
responsibilities (AORs). This is usually done by developing a
concept of operations and then a campaign plan, commonly
drawing on cooperating country requests and US embassy
personnel recommendations. This plan incorporates all the
appropriate DOD mission categories into a coordinated program
to reduce the supply of illegal drugs either directly or in a
supporting role to interagency operations.

xii
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Strategic context.

Planning Counterdrug Operations

Strategic goals and objectives provide context and the basis for the
military’s support and participation in CD operations. ONDCP
develops and the President signs the NDCS, which provides broad
strategic direction and establishes the administration’s CD strategy,
policy, objectives, and priorities. US interdiction coordinator
develops the supporting National Interdiction Command and
Control Plan (NICCP), which outlines the USG’s strategy for
drug interdiction and states specific roles and responsibilities for
relevant federal agencies that execute that strategy. Other CD-
related elements of strategic guidance may be found in national
security Presidential directives, the National Strategy for
Homeland Security, and other national department-level
statements of CD policy. Within DOD, the Secretary of Defense
(SecDef) and Chairman of the Joint Chiefs of Staff (CJCS) provide
strategic guidance for conducting CD operations to CCDRs in
the National Military Strategy and Joint Strategic Capabilities
Plan (JSCP).

CCDRs then plan and execute or support CD operations.
Geographic CCDRs typically include theater CD goals or
objectives in their strategic planning. The CCDR’s strategy links
US national strategy to operational-level activities. CCDRs
develop joint operation plans for specific CD-related
contingencies as required by the JSCP, the Contingency Planning
Guidance, and other directives. They also will identify and plan
for CD contingencies not specifically assigned by the President,
SecDef, or CICS.

Within the context provided by strategic guidance and objectives,
joint operation planning for specific CD operations occurs using
two closely related, integrated, collaborative, and adaptive
processes — the Joint Operation Planning and Execution
System (JOPES) and the joint operation planning process
(JOPP). The combination of JOPES and JOPP promotes coherent
planning across all levels of war and command echelons, whether
the requirement is for a limited, single-phase drug interdiction
operation or for a multiphase CD operation requiring a variety of
military capabilities and participation by numerous agencies and
multinational partners.
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Department of Defense Counterdrug Support Mission

DOD’s principal CD
mission is detection and
monitoring (D&M) and
the desired end result of
successful D&M is
interdiction and
apprehension by LEASs.

The DOD role in D&M is an important part of the overall drug
interdiction process. The goal of D&M is to provide early notification
to LEAs, enabling them to conduct interdictions and searches for
contraband, which leads to interdictions, apprehensions, and seizures.
DOD, in consonance with the NICCP, utilizes national task forces to
conduct D&M operations.

Drug interdiction can take place in the air, at sea, or on land. These
areas often overlap, causing a multienvironment and multiagency
process. Drug interdiction in these three domains, of which D&M is
an integral part, are:

Air CD Interdiction. Drug smuggling by air constitutes
a means by which illegal drugs are brought into the US.
The principal goal of air CD interdiction operations is to
deter drug smuggling by seizing drugs, aircraft, and the
smugglers and to deny smugglers safe, direct, and
economical routes. Air CD interdiction activities in
international airspace are conducted by the United States
Coast Guard (USCG) and Customs and Border Protection
(CBP), both co-lead agencies, with occasional assistance
from other agencies. PN forces are fully integrated force
structure of the national task force.

Counterdrug Operations at Sea. Drug interdiction on
the high seas and in US territorial seas is primarily the
responsibility of the USCG, although United States Navy
and allied vessels with law enforcement detachments
attached are also involved. The CPB is the lead agency
at US ports of entry (POEs). Maritime CD operations
focus interdiction efforts principally on deterring drug
smuggling by identifying seaborne smuggling routes,
detecting, monitoring, handing off suspect vessels to law
enforcement, stopping and boarding vessels, seizing
contraband and vessels, and arresting the suspect
personnel.

Land CD Interdiction. The primary goal of land CD
interdiction is to seize drugs, drug-related money;, illegal
munitions and chemicals as they enter or leave the US.
Apprehension at POEs, along the border, and inside the
US is accomplished primarily by CBP. PNs also conduct

X1V
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US Northern Command.

US Pacific Command.

CD interdiction on land, including targeting airfields, illicit drug
production facilities, and transshipment sites which may require
D&M support.

Regional Counterdrug Operations

US Northern Command’s (USNORTHCOM’s) CD objectives
are designed to support DLEA efforts to counter the flow of'illegal
drugs across US borders. Cooperation among nations to oppose
the illegal production, transport, and sale of drugs is emphasized.
Fostering interagency cooperation is integral to the strategy.
USNORTHCOM provides CD D&M assets, and operational
support to US LEA, as well as to CD forces from PNs that are
combating drug production and export. USNORTHCOM'’s
concept of operations is driven by mission, threat, and force
available. JTF-N is the operational headquarters for
USNORTHCOM, responsible for the planning, coordination and
employment of DOD support to DLEASs to counter transnational
threats in the approaches and crossing the border to
CDRUSNORTHCOM’s AOR. JIATF-S, in consonance with the
NICCP is responsible for D&M of air and maritime approaches
to the US in the Gulf of Mexico, and in the Eastern Pacific south
of the US/Mexico border. The objective of this military support
to CD operations is to assist LEAs in their mission to detect,
deter, and disrupt illegal drug trafficking. Capability is provided
using support packages drawn from a variety of sources to include
Active Component and Reserve Component forces. All military
operations in the operational area are conducted in support of a
lead LEA.

To counter the drug trafficking threat in USPACOM's vast AOR, an
all-Service, all-sensor and all-agency effort is required. To accomplish
this goal, USPACOM’s JIATF-W intelligence process is the key to
understanding drug production and distribution trends. This fusion of
intelligence allows US LEA and PN CD forces to be employed more
effectively to interdict illegal drug activities. JIATF-W’s emphasis on
the production of tailored intelligence products, training of PN CD
personnel, and the development of CD policies and plans results in
effective CD programs in the Asia-Pacific region. JIATF-S executes
much of USPACOM’s D&M miission. The JIATF-S joint operations
area encompasses portions of the USPACOM AOR. This authority
requires extensive sharing of an aerial and maritime common operational
picture, as well as coordinated operations and hand-offs between
USSOUTHCOM and USPACOM.
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US Southern Command.

US Central Command.

US European Command.

USSOUTHCOM's CD strategy is integrated into its theater military
mission because illegal drug production and trafficking problems cannot
be separated from the economic, social, and political ills of the region.
The principal objective is to eliminate or prevent the production and
transshipment of illegal drugs into the US. To accomplish this objective,
support is provided to the PN to: establish positive control over their
sovereign territory; enhance capabilities to interdict and arrest drug
traffickers; support efforts to strengthen democratic institutions and
PNs’ political will; respect and protect their citizens” human rights;
enhance military professionalism; support efforts toward continued
economic and social progress; and, enhance capabilities to combat
and defeat drug-related insurgent and terrorist threats.

US Central Command coordinates CD activities to combat illicit drugs
flowing from within its AOR. Intelligence developed is shared with
various agencies, cooperating friendly nations, and the other CCDRs.

US European Command’s (USEUCOM’s) conduct of CD missions
will employ the following strategic goals: conduct CD and
counterterrorism activities in priority narcotics areas while building PN
capacities to counter the threat; develop CD and counterterrorism
intelligence support for USEUCOM AOR; develop the capability to
pass CD and counterterrorism information/intelligence between US
agencies and PNs; and, increase support to US and PN DLEAs, and
PN military units with CD and counterterrorism responsibilities.
Develop and strengthen combatant command, interagency, and
international relationships to deconflict and complement CD and
counterterrorism efforts in USEUCOM’s AOR.

CONCLUSION

This publication provides doctrine for the planning and execution
of US military support to US counterdrug operations.

Xvi
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CHAPTER |
STRATEGIC AND LEGAL CONTEXT

“Reduced to its barest essentials, drug control policy has just two elements:
modifying individual behavior to discourage and reduce drug use and addiction,
and disrupting the market for illegal drugs. Those two elements are mutually
reinforcing.”

National Drug Control Strategy
March 2006

1. Genera

Department of Defense (DOD) Support to Counterdrug (CD) Operations. DOD
supports federd, state, and local law enforcement agencies (LEAS) in their effort to disrupt the
transport and/or transfer of illegal drugsinto the US. CD isahigh priority national security and
internationa cooperation mission, with DOD functions and responsibilities based on statutory
authority. This publication describes the Armed Forces of the United States CD operationsin
support of US Government (USG) effortsto counter the production, trafficking, and distribution
of illegal drugs. TheArmed Forces of the United States al so assistsour partner nations (PNs) in
their CD efforts. Illicit drug trafficking, smuggling of every sort, and the regional and global
movement of terrorists are closely linked by financia, political, and operational linkages.

a Within DOD, the Office of Counternarcotics, under the Deputy Assistant Secretary of
Defense for Counternarcotics (DASD-CN), oversees DOD policies and activities, which are
based on statutory CD responsibilitiesand the President’sNationa Drug Control Strategy (NDCS).
Although DOD manages only a small portion of the overall federal CD effort, DOD’s
responsibilities encompass a broad and vital array of support activities. DOD policy guidance
recognizes that “illicit drugs traffickers and terrorists often use the same methods to smuggle
money, people, information, weapons and substances, and that in many cases, illicit drugs
traffickers and terrorists are one and the same.” Looking beyond terrorism, the illega drug
industry can fuel violence and corruption to levels which may overwhelm governments,
threatening the stability of key countries or creating * ungoverned spaces.”

b. Thischapter providesasummary of USCD efforts, the NDCS, organi zations supporting
theoverall strategy, adescription of the DOD’ s current roles, and an overview of thedrug threat.
Subsequent chapters provide a more in-depth explanation of the specific tasks in joint CD
operations.

2. Background and History

TheUSrolein CD initiatives has evolved from independent actionsto one of joint military
and civilian cooperation. In the past century, the US CD effort has changed in response to the
drug abuse and drug trafficking problem. Although the Drug Enforcement Administration (DEA)
and its predecessor agencieshave had primary federa level responsibility for enforcing US drug
laws since 1914, each significant expansion in illega drug activities has brought additional
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federd, state, and local agenciesinto the CD effort. Each expansion in the number of agencies
involved has been followed by a reorganization and consolidation of resources applied to this
effort.

a In 1986, the Congress passed an Anti-Drug Abuse Act to give the Executive Branch
more authority to fight the“war on drugs.” The act left broad discretion to the Executive Branch
in devel oping and implementing anational strategy. Alsoin 1986, the President issued National
Security Directive 221, which declared drug trafficking to be athreat to nationa security.

b. The 1988 Anti-Drug Abuse Act (Public Law 100-690) created the Office of National
Drug Control Policy (ONDCP) withinthe Executive Branch. The ONDCP, under theleadership
of the Director for Nationa Drug Control Policy, was created in order to establish a coherent
nationa policy to coordinate the efforts of more than 30 federal agencies and cooperate with
state and local authorities. The law aso directed the Executive Branch to develop an annual
NDCS. A classified annex to thislaw provides guidance on specific threats and vulnerabilities
associated with theillicit drug industry production and distribution process.

. In1989, thelaw designated DOD asthelead federa agency for detection and monitoring
(D&M) of aerid and maritimetrafficking of illegd drugsinto the USin support of law enforcement
agencies (Title 10, United States Code [USC], Section 124). Congress has approved DOD CD
support of other federal departments and agencies, state and local LEAS, as well as foreign
governments and LEAS, with the passage of each national defense authorization act (NDAA).
Title 10, USC, Sections 372 and 374, specifically authorize the DOD to provide logistical and
operational support to the nationa CD effort, and continues to be the basis for many of the
gpecific CD missions that have evolved.

d. The Nationd Interdiction Command and Control Plan (NICCP) provides guidance to
interagency centersfocused oninterdicting drug traffickersand severing the connections between
drug trafficking and terrorism. These centersare designated “ national” task forces. Thenational
task force congtruct provides ¢l ose coordination and cooperation among government organi zations
organized into atask force manned and led by personnel from the US and cooperating PNswith
adrug interdiction mission.

(1) Joint Interagency Task Force-South (JIATF-S). Commander, US Southern
Command (CDRUSSOUTHCOM), is responsible for command and control (C2) of JATF-S.
Its primary mission is to detect, monitor, and handoff suspected illicit trafficking targets to
appropriate LEAS, promote security cooperation, and coordinate country team and PN initiatives
in order to defeat the flow of illicit traffic.

(2) Joint Interagency Task Force-West (JIATF-W). Commander, US Pacific
Command (CDRUSPACOM), is responsible for C2 of JATF-W. Its primary mission is to
conduct activitiesto detect, disrupt, and dismantle drug-related threatsin Asiaand the Pacific by
providing interagency intelligence fusion, supporting US law enforcement, and developing PN
capacity in order to protect US security interests at home and abroad.
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Counterdrug operations require interagency coordination.

(3) Air and Marine Operations Center (AMOC). The Department of Homeland
Security (DHS), through the Commissioner of Customs and Border Protection (CBP), is
responsible for the direction and operation of theAMOC asit confronts transnational and other
threatswith an aviation or marine nexus. The primary mission of thiscenter isto detect, monitor,
sort, track, and coordinate the interdiction of air trafficking threats within its operational area.
The AMOC sharesresponsbility with the United States Coast Guard (USCG) for maritime and
CD threatswithin US territorial waters.

e. Joint task forces (JTFs) and joint interagency task forces (JATFs) provide operational
and tactica-level interagency coordination. They plan and conduct operationsto detect, disrupt,
and dismantleillicit drug-related thresats.

3. National Drug Control Srategy

The NDCS is issued annually by the ONDCP and ouitlines the President’s priorities and
gods for reducing the demand for and supply of illega drugsin the US. The strategy is a
common framework for all USG agenciesinvolved in the collective effort to reduceillega drug
useand itsconsequencesinAmerica. Figurel-1liststhe strategic goals contained in the NDCS.
4. Legal, Regulatory, and Policy Guidelines

a General. The NDAA of 1989 expanded the DOD CD roles and missions.
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GOALS OF THE NATIONAL DRUG CONTROL STRATEGY

Preventing drug use before it starts

Intervening and healing those who already use drugs

Disrupting the market for illicit substances

Figure I-1. Goals of the National Drug Control Strategy

b. Legal and Regulatory Consderations. DOD policy for CD support must be cons stent
with legal and regulatory limitations imposed by law, including the following:

(1) PosseComitatus. The"Posse ComitatusAct” (Title 18 USC, Section 1385) prohibits
useof theArmy and theAir Forceto enforce domestic law unlessauthorized by the President, the
Condtitution, or Congress. Posse Comitatusisa so gpplicabletothe USNavy (USN) andUSMarine
Corpsby Title 10, USC, Section 375 and DOD regulations. Thereareanumber of exceptionstothe
datutethat alow military support for civilian law enforcement (seeTitle 10, USC, Section 371). Posse
Comitatusdoesnot gpply to Nationd Guard (NG) personnd servinginagateactiveduty or Title32
daus. Theservicing Saff judgeadvocate (SIA) must review dl operationsto ensurethat they comply
withtheAct, other domesticlaws, and DOD poalicy.

(2) Title10, USC. Title10isthe“Armed Forces’ section of the USC. Chapter 18,
“Military Support for Civilian Law Enforcement Agencies,” gives basic guidance for the
interaction of military and civilian LEAs. Title 10, USC, Section 375 directs the Secretary of
Defense (SecDef) to prescribe such regulations to prohibit a member of the Army, Navy, Air
Force, or Marine Corpsfrom directly participating in arrests, searches, seizures, or other similar
activity unless authorized by law (e.g., arrests on military property). Subsequent NDAAs have
authorized the DOD to provide more support to LEAsin the CD effort.

(3) Title10, USC, Section 124 designates DOD to act as the single lead agency for
the D&M of the agriad and maritime trangit of illegal drugs into the US in support of the CD
activities of federa, state, local, and foreign LEAS.

(4) Foreign AssstanceAct. “The Mansfield Amendment” to the Foreign Assistance
Act (Title22 USC, Section 2291]c][1]) prohibitsUSemployeesfrom directly effectingarrests
in any foreign country as part of foreign police narcotics control efforts, except in cases
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involving maritimelaw enfor cement oper ationswith theapproval of thehost country, exigent
circumstancesreated tothesafety of individuals, and when engaged in activitiesauthorized
under the applicable status-of-for ces agreement (SOFA). Under Chapter 8 of Part | of the
ForagnAssganceAdt, thePres dent may furnish assstanceto digiblecountriesandintergovernmentd
organizationsfor CD and other anticrimeand ruleof law programs. The 1978 K ennedy Amendment”
totheForagnAssganceAct (Title22, USC, Section 2304[ ][ 2]) prohibitsforeign governmentswitha
cong stent pattern of grosshuman rightsviol ationsfrom recelving security assistance (SA) funds.
Additiondly, section 660 of the Foreign AssstanceAct (Title22, USC, Section 2420) prohibitstheuse
of thefundsmadeavailableto carry out the Foreign AssistanceAct to providetraining or advice, or
provideany finandd support for police, prisons, or other law enforcement foroesfor any foragngovernment
or any programof internd intelligenceor survelllanceonbendf of any foreign government withinthe US
or abroad. TheForeignAss stanceAct and forelgn operationsgppropriationsprovidelegd authorities
tothe Department of State (DOS) Bureau for International Narcoticsand Law Enforcement Affairs
(INL) to provide CD and anticrime ass stancetoforeign partners. Many of theseass tanceprograms
areimplementedin cooperationwiththe USLEASsor other partners, such ascourtsor bar associations.
Many exceptions and specificationsto these broad authori zationsand prohibitionsexist; therefore,
contempl ated foreign ass gance operationsmust bereviewed by thecommand' s SJA and gpproved by
that respective combatant commander (CCDR).

(5) Economy Act. This statute (Title 31, USC, Section 1535) requires that other
government agencies (OGAS) reimburse the DOD for services or support provided.
Reimbursement for DOD support provided to LEAS s not required when that support isin the
norma courseof military training and operations, resultsin benefit to the DOD that issubstantially
equivalent to that which would otherwise be obtained from military operationsor training, or is
provided under the authority of the current NDAA, as amended.

(6) Appropriationsand Authorization Acts. The acts passed each year to authorize
or gppropriate funds to DOD often contain provisions relating to the CD effort. For example,
the Fiscal Year 1989 NDAA designated DOD to be the single lead agency of the federa
government for D&M of illegal aeria and maritime drug shipmentsinto the US. Section 1004
of the 1991 NDAA authorized DOD support for CD purposesin addition to that authorized by
Title 10, USC, Sections 124, 372, and 374 to include the following activities:

(& Transport of US and foreign personnegl and supplies.

(b) Establishment and operation of bases of operation and training.
(¢) Training of foreign law enforcement personnel.

(d) Congtruction to block drug smuggling across US borders.

(¢) Communication networks.

(f) Linguistic and intelligence services.
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(9) Aerid and ground reconnaissance.

(7) Fiscal Law. All fundsmust be used for the purposefor whichthey are appropriated.
Additionaly, funds may also have specific limitationsasto which CD activitiesthey can support.
Failureto correctly apply fiscal law and principlestofedera activitiescan lead to the unauthorized
expenditureof fundsand potential crimina or administrative sanctionsagainst thoseresponsible.
After-the-fact audits by the Government Accountability Office and other federal agencies are
common.

(8) Executive Orders (EOs) and DOD Directives (DODDs). EO 12333, United
Sates Intelligence Activities, regulates the use of nationa intelligence assets. DODD 5240.1,
DOD Intelligence Activities, and DOD 5240.1-R, Procedures Governing the Activities of DOD
I ntelligence Components That Affect United Sates Per sons, implement for the DOD the provisions
of EO 12333, and set forth the conditions under whichthe DOD can collect and retaininformation
on UScitizens. Within thelimitsof thelaw, the DOD may collect and retain information on US
persons reasonably believed to be engaged in foreign intelligence or terrorist activities. DODD
5200.27, Acquisition of Information Concerning Persons and Organi zations Not Affiliated with
DOD, prohibits collecting, reporting, processing, or storing information on individuas or
organizations not affiliated with DOD, and applies to non-intelligence components of DOD.
DODD 5200.27 contains further guidance on limited circumstances that allows such activity
wheretheinformationisessential to the accomplishment of certain DOD missions. Because of
the numerous legal restrictions placed on the collection of intelligence againgt US persons, dll
intelligence activities must be coordinated with the servicing SJA before execution.

(9) International Agreements. A number of internationa agreementsexist that affect
CD operations. Theseinclude SOFASs, multilateral conventions, and bilateral agreements. SOFAS
establish the legal status of military personnel in foreign countries. Bilateral agreements may
also be prepared for specific operations.

(10) Useof Force. Chairman of the Joint Chiefsof Staff Instruction (CJCSI) 3121.01,
Sanding Rules of Engagement/Sanding Rulesfor the Use of Force for USForces(S), provides
guidance on standing rules of engagement and standing rules for the use of force and for DOD
operationsworldwide. Specific guidancefor CD support operationsisshownin CJCS| 3121.01,
Enclosures H and O. The Coast Guard and Maritime Transportation Act of 2004 (Public Law
108-293), amended Title 14 USC, Section 637, authorizes persons in command of military
arcraft operating in a drug interdiction area to use warning shots and disabling fire against
noncompliant vessals provided one or more USCG personne are embarked in the aircraft. In
2005, the USN and USCG reached a Memorandum of Understanding (MOU) to define
responsibilities and relationships regarding the employment of airborne use of force (AUF)
from Navy helicopters. The intent of the MOU is to enable Navy helicopter units to train to
agreed tasks, conditions, and standards and tactics, techniques, and procedures to support CD
missions. In order to stop “go-fast vessels’ with minimal risk of injury or loss of life, Navy
helicopters are permitted to use AUF (warning shotsand disabling fire) when aUSCG observer
and aerial gunner team are present onboard the aircraft. When force is used from either Navy
shipsor rotary aircraft under tactical control (TACON) to USCG personnel, the use of warning
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and disabling firewould thenbe governed by thecurrent USCG poalicy. If forceisrequired, theuseof
nonletha wegponsisauthorized and may be used to control astuation and accomplishthemisson, or
to providesdf-defenseof DOD forces, defenseof non-DOD personsinthevicinity if directly related to
theassigned mission, or in defense of the protected property, when doing so isreasonable under the
drcumgtances

5. Counterdrug Policy and Guidance to Combatant Commanders

a General. CJCSI 3710.01B, DOD Counterdrug Support, establishes policies and
guidelines for: international CD policy implementation; criteria for approval of requests for
international support; department international CD support; and approval procedures for
departmental international CD support.

b. Deegation of Authority. To provide geographic combatant commanders (GCCs) with
sufficient flexibility and responsiveness, the SecDef has del egated approval authority for certain
kinds of DOD CD support to LEAsand PNs. This guidance is provided in CJCSI 3710.01B,
DOD Counterdrug Support.

c. Specific CD Mission Categories. CD support is provided to LEAs or PNsinvolving
US military personnel and their equipment and may include training or mission participation.
Support is aso provided to LEAs or PNs that includes loan or lease of equipment without
operators, use of facilities (such as buildings, training areas, or ranges), transfer of excess
equipment, and training conducted in formal schools. Although these commonly usedtermsare
useful in describing the type of support rendered, some of the various types of missions are
described below.

(1) Detection & Monitoring. DOD has specific respongibility as the lead federa
agency for agriad and maritime D&M. D&M operations are missions conducted to detect and
track the land, aeria, and maritime trangit of illegal drugs into the US. D&M could lead to
interdiction. Druginterdictionisamultiphase (see Figurel-2), multienvironment, andinteragency
activity in which the DOD has significant general responsibilities.

(2) SupporttoForeign Countries. The DOS providesassistanceto foreign countries
under the Foreign Assistance Act, the Arms Export Control Act, the Foreign Operations
Appropriations Act, and the International Narcotics Control Act and often involves other US
agencies in such assstance. DOD has a support role that is usualy provided in the form of
foreigninternal defense (FID). Gresater details about FI D-specific programs are a so described
in Joint Publication (JP) 3-07.1, Joint Tactics, Techniques, and Proceduresfor Foreign Internal
Defense (FID).

(3) Demand Reduction. Prevention/reduction of drug abuse requiresacombination of
education, deterrence, and treatment or rehabilitation. Drug abuse awarenesseducationincludes
programs for all DOD military personnel and their families, students attending DOD schools,
and DOD civilian personndl. Drug use deterrence for DOD personnd is provided through
scheduled and random urinalysis testing. The DOD treatment and rehabilitation program is
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PHASES OF DRUG INTERDICTION

Detecting and Monitoring the Target
Sorting Legitimate Traffic from Suspected lllegal Traffic
Intercepting Suspected Smugglers
Searching Suspected Smugglers

Arresting Suspected Smugglers

Figure I-2. Phases of Drug Interdiction

desgnedtodiagnose, treat, and returntofull productivity asmany peopleaspossiblewith drug aouseor
dependence problems. The DOS coordinatesUS ass stanceto foreign countriesto help reducetheir
demandforillegd drugs.

d. Approval Authority and Tasks

(1) Approval Authority. CJCSI 3710.01B, DOD Counterdrug Support, provides
instructions on authorized types of DOD CD support to LEAS, OGAs, and foreign nations. It
also promulgates SecDef delegation of authority to selected GCCs to approve certain CD
operational support missions and deploy assigned forces.

(2) Command and Control Relationships

(8 Transfer of forces under operationa control (OPCON) from a supporting
CCDR to asupported CCDR requires SecDef gpprova and a Joint Staff deployment order.

(b) SecDef authorizes Commander, US Joint ForcesCommand (CDRUSIFCOM),
CDRUSPACOM, and Commander, US Specia Operations Command (CDRUSSOCOM) to
provide TACON of combatant command assets to Commander, US Northern Command
(CDRUSNORTHCOM) to conduct CD operationa support to USLEAsfor missonsthat have
CCDR approva delegation.

(©) SecDef authorizes CDRUSIFCOM, CDRUSPACOM, and CDRUSSOCOM
to provide TACON of combatant command assets to CDRUSSOUTHCOM to conduct CD
operationd support to US LEAs for missionsthat have CCDR approva delegation.
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(3) GeographicCombatant Commander Counterdrug Tasks. Supported GCCsare
regpongblefor:

(8 Planning and conducting operations to detect and monitor the aerial and
maritime transit of illega drugs, supporting the D&M of overland trangit of illegd drugs, and
reporting suspected traffickers to the appropriate US LEAS or cooperating PN authorities.

(b) Providing assets to support drug interdiction agencies and task force CD
activities, with emphasis on those operations planned for execution in high intensity drug
trafficking areas (HIDTAS).

(¢) Planning, scheduling, and directing support provided to L EAsand cooperating
PNs.

(d) Conducting gtrategic, operationd, andtactica intelligence collection (cons stent
with thelaw) against illegal drug trafficking originating in or transiting through their respective
areas of responsibility (AORS) to support cueing of foreign and domestic LEAS.

(e) Callecting (consstent withthelaw), processing, and disseminating al-source,
drug-related intelligence.

(f) Ensuring law enforcement information is included and incorporated into all
source drug related intelligence.

(g9) Ensuring that adequate counterintelligence (Cl) and operations security
(OPSEC) support are provided as gppropriate.

(h) Supporting programs concerning eradication of illegal drug crops and
disruption of other illega drug production processesin source and transshipment countriesthrough
bilateral and multilateral exercises, training, personnel exchanges, and SA programs.

(i) Coordinating with other USG agencies to suppress illegal drug activitiesin
production, processing, and transshipment countries.

() Establishing and maintaining selected connectivity inthe CD communications
system.

(k) Coordinating CD activities with USG agencies and cooperating PNs.

() Analyzing intelligence, surveillance, and reconnaissance (ISR) needs for
support of CD operationsand establishing long-range planning. Specifically, GCCsmust identify
areas with the highest potential for CD success; identify to SecDef those areas requiring higher
authority for action and resolution; and develop CD campaign strategies.
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(m) Coordinating logistic support to US LEAs and agencies operating in PNsas
established in appropriate agreements.

6. TheThreat

“If you know the enemy and know yourself, you need not fear the result of a
hundred battles.”

Sun Tzu, The Art of War
c. 500 BC

a General. Those who contribute to the production, transport, sale, and use of illegal
drugs and laundering of drug money present athreat to the nationa security of the US. lllicit
drug traffickers operate in the full spectrum of air, land, and maritime modes of conveyance.
The adversary engages in a supply chain that addresses recruitment, cultivation, production,
storage, shipment, transshipment, and distribution of illicit drugs. This adversary can be
characterized by:

(2) Moving illicit drugs through distributed-risk vice concentration-of-risk.
(2) Not congtrained by law, custom, policy, or process.
(3) Evolving to exploit more sophisticated vessals and modes of conveyance.

(4) Using multiple logistic contingency supply chains.

(5) Actively and often aggressively collecting intelligence and exploiting counter-
detection of friendly assets.

(6) Exploiting delays, deception, and speed to operate at periods of low risk.
(7) Exploiting territorial zonesto prevent detection and monitoring.
(8) Exploiting political and legal limitations in the various countries.

b. Trendsover thelast few years have highlighted traffickers using air to maritime modes
of transportation. The mgority of the drugs entering the US from the Western Hemisphere
arrivevialand conveyance, but maritimeand air modesareinitially used to movedrugsfromthe
source zoneregionsto different locationsin the transit zone where drugs can then continueto be
moved towardsthe arrival zonein the US.

c. Drug Connectionsto Terrorism and Insurgencies

(1) Narcoterrorism is historicaly defined by DEA in terms of Pablo Escobar, the
classic cocainetrafficker who used terrorist tactics against noncombatantsto further hispolitical
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agendaandto protect hisdrugtrade. Today, however, governmentsfind themsalvesfaced withclassc
terrorigt groupsthat participatein, or otherwiserecavefundsfromdrug traffickingtofurther their agenda
Consequently, law enforcement may seek to digtinguishwhether narcoterrorigsareactud drugtraffickers
whouseterrorismagaing dvilianstoadvancether agenda, or principdly terrorisswho out of convenience
or necessity, usedrug money tofurther their cause. Both groupsmay bereferred to asnarcoterrorists.

(2) USsecurity strategy in many forms recognizes that some of the billions of dollars
generated yearly by the globd illega drug trade goes to fund terrorism. Other drug-terror
connections are recognized in documents such as the National Defense Srategy of the United
Sates, which addresses a spectrum of “irregular” chalenges, including: “absence of effective
governance...(creating) sanctuaries for terrorists, criminals, and insurgents.” Sanctuaries are
sometimes created on purpose by drug organi zations, other criminals, terroristsor insurgents. In
some parts of the world, such as Colombia and Afghanistan, these connections can be very
substantia. In other circumstances, connections between drug criminals and terrorism may be
“transactional,” involving payment for specific goods and services. Such transactions may
providewegpons, falseidentities, and travel documents, money laundering and movement; armed
protection; intelligenceand/or clandestine communications. Drug organizationsmay, for example,
seek to stop the government from interfering in their drug operations. Because narcoterrorists
seek toward off those who would impede their illicit drug activities, they conduct attacks that
include assassinations, extortion, hijackings, bombings, and kidnappingsdirected against judges,
prosecutors, €l ected officials, and law enforcement agents. These attacks allow drug criminals
to operate their drug trade with a reduced law enforcement and governmental presence. Drug
criminasaso use bribery and other corruption to buy protection from governments, sometimes
creating an environment exploited by terroristsor insurgents. Insurgentsforcelocal populations
into narcotics related farming, in order to divorce the loca population from the legitimate
government.

(3) Narcoterrorists also use drug money, routes, and methods for moving people,
weapons, money, and other needsto conduct terrorist activitiesthat are politically or religioudy
motivated and have nothing to do with furthering drug trafficking. Because of thelargeamounts
of money that can be made from the drug trade and the proximity to many drug-growing areasin
the Middle East and Asia, global terrorists seek to invest the drug money obtained into their
terrorist operations. An objective of the Globa War on Terrorism isto stop drug funding for
terrorist operations. a-Qaeda, for example, hasfinanced some of its operations from the sale of
heroin from Pakistan.

(4) Drugabusersindirectly fund d-Qaedaand other narcoterrorist organizationsthrough
their illicit drug purchases. According to the 9/11 Commission, al-Qaeda drug operations net
about $28 million ayear, and the death and destruction that occurred on 9/11 only cost a-Qaeda
about $500,000. Drug money and relationships with professiona smugglers, false document
providers, money launderers, and other drug-related criminas provides a-Qaeda and other
terrorists with needed support for clandestine operations.

(5) Drugmoneyisalsousadtofundinsurgencies. Asprovidedin USlaw, someinsurgent
organizationsaredesgnated asforegnterrorist organizations, usually having aspecific country focus. In
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Peru, for example, the* Sendero Luminoso’ (Shining Peth), aMaoist revol utionary movement, andthe
‘“TupacAmaru, aMarxig/Leninigt revolutionary movement, both haveused incomederived fromthe
lucrativecocanetradetofinancethear operations. Sendero L uminoso operationsad onehave accounted
for morethan 30,000 Peruvian deaths.

(6) In Colombia, there are three violent groups that fund operations through drug
money. Thetwo Marxist-Leninist revol utionary organizations are Revol utionary Armed Forces
of Colombia (known by its Spanish acronym FARC) and the National Liberation Army. The
FARC derives asubstantia amount of income from the drug trade to fund its operations. Both
organizations advocate radica policies to change Colombia socia conditions. To counter the
objectives of these two left wing terrorist organizations, the wealthy landowners and drug
traffickersfunded right wing terrorist groups generally associated with the umbrellaorgani zation
known as the United Salf Defense Forces of Colombia, which had an army of about 15,000.
Money from the Colombian cocaineand herointradefundsal three organizations. TheColombian
left wing narcoterrorists organizations continue to claim ideological motivation, but now
essentidly fight for control of the territory and market share.

d. Drugs
(1) Categoriesof Controlled Substances

(@ All personnd involvedin CD activitiesshould befamiliar withthemgor categories
of controlled substances, the common characteristics of traffickersand their organizations, and their

Warning shots fired from a helicopter in front of a go-fast drug boat.
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strengthsand weaknesses. M ore specific threat depictionswill be presented under each CCDR'’s
portionin Chapter IV, “ Regiond Counterdrug Operations.”

(b) TheControlled SubstancesAct identifiesfivemajor categoriesof controlled
substances as:

1. Narcotics.

2. Depressants.

3. Simulants.

4. Hallucinogens.
5. Anabolic seroids.

(2) Major Drugs of Abuse. The mgor drugs of abuse within the US are cocaine,
heroin, methamphetamine, marijuana, and ecstasy also known as
methylenedioxymethamphetamine (MDMA). Common walys used to disguise drug shipments
can be found in Figure I-3. Industries and people that grow, process, transport, sell, and use
thesedrugsaswell asdiverted drugs or chemicasand other dangerous drugs, constitute agrave
threat tothe US. Thefollowing paragraphs providegenera information about source production
methods, use or effects, and industry characteristics.

(@ Cocaine

1. General. One of the mogt threatening drugs to US society, cocaineisa
stimulant that is readily available throughout the country. It is derived from the coca plant and
its effects have been known for centuries.

2. SrategicView. Inthemagor producing countries of Colombia, Peru, and
Bolivia, coca leaf, paste, cocaine base, and cocaine hydrochloride are viable cash sources that
offer many times the profit per acre than any legitimate crop. The amount of cocaine available
in domestic drug markets appears to meet user demand in most markets, without observable
shortfall. South Texasremainstheleading entry for cocaine smuggled inthe US. Mexican drug
trafficking organizations (D TOs) and crimina groups control most wholesale cocainedistribution
intheUS, andtheir control isincreasing. They arethe predominant wholesale cocainedistributors
in the Great Lakes, Pecific, Southeast, Southwest, and West Centra Regions, and athough
Colombian and Dominican DTOs and criminal groups control most wholesale distribution in
the Northeast and Florida/Caribbean Regions, the influence of Mexican DTOs and criminal
groupsisincreasing intheseareas. Mexican DTOs have developed Atlantaasastaging areafor
direct wholesdl e cocaine distribution to East Coast drug markets.

3. Cocaneisdistributed and usedin every region of thecountry. Reportingfrom
law enforcement and public hed th agenciesindicates, however, that Atlanta, Chicago, Houston, Los
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TECHNIQUES TO DISGUISE DRUG SHIPMENTS

Drugs concealed in passenger luggage
Forged US Customs seals attached to luggage
Filing legitimate flight plans
Using identification friend or foe transponders
Flying in approved air space corridors
Using US registered aircraft
Fishing vessels blending in with fishing fleet
Using commercial shipping routes
Using pleasure craft
Visiting ports-of-call consistent with the vessel type or normal use

Storing drugs in floor, walls, structurally modified compartments, false decks,
pipes, cavities within or outside commercial vehicle or keel of a ship, fuel or
water tanks, fire extinguisher, with legitimate cargo

Using US mail systems
Using illegal border crossers to carry illicit drugs

Using semi-submersibles

Figure I-3. Techniques to Disguise Drug Shipments

Angdes Miami, and New York arethe primary market areas(seeFigurel-4) becauseof highleve sof
useand becausethey serveascentersfor thenationd-leve digtribution of wholesalequantitiesof cocaine
to other markets. Batimore, Boston, Centra Arizona(Phoenix and Tucson), Detroit, Newark, and
Philadd phiaaresgnificant cocanemarkets, but theleve sof usewithinand distributionfromtheseareas
arenot asgresat asintheprimary market aress.

(b) Heroin

1. General. Heroinisahighly addictive narcotic that posesagrest threat to
the US. Thisthreat arises from the precipitous increase in opium production, the emergence of
new and aggressive heroin trafficking organizations, rises in the purity of street-level heroin,
and the fact that heroin is more profitable per unit than cocaine.

2. Srategic View. Most heroin reaching the US originates from Colombia
and Mexico (90-95%). Itischaracterized by consstently high purity at theretail level. Colombian
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COCAINE PRIMARY MARKET AREAS

Chlcago. .New York

[ ]
Los Angeles ® Atlanta

Houston
®Miami

Figure I-4. Cocaine Primary Market Areas

heroinisdedtined for theeastern USand Puerto Rico. Mexican heroin dominatessuppliesontheWest
Coast and the Southwest US. Despite reported decreasesin white heroin productioninmaost source
countries, increased productioninAfghanistan hasresultedin an overdl increaseinworldwidewhite
heroin production. Whiteheroin availablein USdrug markets currently meetsdomestic demand,
particularly intheeastern US. However, further production declines, particularly in Colombia, may
resultinshortfals, causing distributionto recedein many smdler communitiesand rurd aress. Routes
used by courierstrangporting South Americanherointothe UShaves gnificantly shifted. SouthAmerican
heroin couriersflew primarily from Colombiato both New York and Miami fromtheearly 1990s
through 2002; however, current heroin seizure datasuggest that Miami hasemerged astheprincipd
port of entry (POE) for South American herain.

(0 Marijuana (Cannabis)

1. General. Marijuana is the common name for the flowering tops and
leaves of the female plant of cannabis sativa. The dried resin secreted by the plant is known as
hashish. Theactiveail extracted fromthecannabisplantishashishail. All formsof thecannabisplants
containacompound known astetrahydrocannabinol, whichiscond dered tobethe prind plepsychoactive
materid intheplant.
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When ‘stop’ really does mean ‘stop’; a tight group of disabling shots shot-out these go-
fast boat engines fired by a marksman from a MH90 Enforcer helicopter during a cocaine
bust off the coast of Florida.

2. Srategic View. Marijuana remains the most commonly used illicit
substanceinthe US. Themajor suppliersarethe United States, Mexico, Colombia, and Canada.
Asian crimina groups are expanding their position relative to wholesale distribution of high
potency Canadian-produced marijuanathat can befound in every region of the country. Infact,
increasing distribution of high potency marijuanaby Asian criminal groupsaswell asexpansion
of domestic high potency marijuana production appears to be significantly raising the average
potency of marijuanain US drug markets, elevating thethreat posed by the drug. The amount of
marijuana available to domestic drug markets appears to be increasing dightly. Thisincrease,
coupled with decreasing demand for the drug, will quitelikely result in lower pricesin the near
term as marijuanatraffickersattempt to expand their customer base. Mexican DTOsand criminal
groups have significantly reinvigorated their marijuana production efforts in Mexico after a
period of reduced rainfall limited production from 2000 through 2002.

(d) Methamphetamine

1. General. Methamphetamine, aderivative of amphetamine, isapowerful
synthetic stimulant drug. Methamphetamine production can readily utilize household products
or over-the-counter medicines. However, d most every method of synthesisin methamphetamine
production involves a highly dangerous chemical process. Significantly decreased domestic
methamphetamine productionin both small- and large-sca elaboratories— aresult of increased law
enforcement pressure, public avarenesscampaigns, and regulaion onthesaleand useof precursor and
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Working in conjunction with the Dominican Republic Navy, a US boarding team prepares to
board a drug-smuggling go-fast they stopped 150 miles south of the Dominican Repubilic.

essntid chemical susedinmethamphetamineproduction, particularly psaudo ephedrine— hasdecressad
wholesalesuppliesof domesticaly produced methamphetamine production.

2. SrategicView. Methamphetamine availability isnot likely to declinein
the near term, and in fact, Mexican DTOs can maintain production levels at laboratories in
Mexico necessary to offset any further declinesin domestic production, to ensureasteady supply
of the drug in established markets, and to facilitate further eastward expansion of
methamphetamine distribution.

(e) Diverted Pharmaceutical Drugs

1. General. Legitimatepharmaceutical drugs, whilenot asprevaent asillicit
drugs, still remain ahigh priority in the CD effort, because of the risk of chemical dependency
and because of the potentialy harmful effects if misused.

2. Strategic View. These drugs are ether diverted from legitimate US
producers or smuggled into the country illegally and sold on the black market, much likeillicit
drugs. A sharpincreasein commercial disbursementsof pharmaceutical s (prescription narcotics,
depressants, and stimulants) is contributing to an overall increase in the amount of the drugs
availableforillicit use. A relatively highrate of prescription painkiller abuseis occurring among
eighth, tenth, and twelfth graders.

(f) Precursor and Essential Chemicals
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1. General. Precursor and essential chemicals refer to the raw materials
usedinillicit manufacture of narcotic drugsand psychotropic substances. Without thesechemicals
illegal drugscannot be produced. Precursor and essential chemicalsremainahigh priority inthe
CD effort. International agreements for the regulation of precursor chemicals exist to control
their dissemination.

2. Srategic View. Some of these chemicals are not available in the drug
source regions and, therefore, must be transported into the production areas. Thus, they require
transport and can betracked. Production of synthetic drugs such as methamphetamine appears
to be shifting to areas where needed chemicals are available.

(g) Designer Drugs, Research Chemicals, Club Drugs, Predatory Drugs
(including Date-Rape Drugs)

1. General. Many of thistype are man-made psychoactive drugs that have
been modified to circumvent earlier laws. Othersdrugs, however, arebased on naturally occurring
substances such as some of the hallucinogens.

2. SrategicView. Avalability and demandfor other dangerousdrugsaregenerdly
low andthey aredecreasing. MDMA abuse, in particular, continuesto decrease after asurgein abuse
inthelate 1990sand early 2000s. Canada-based Asan crimind groups— especidly Vietnameseand
Chinese— areincreasing their involvement inM DMA trafficking, which could potentidly leed toan
increasein MDMA digtribution and abusein somedomestic drug markets. Other drugsare produced
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inGresat Britain, other partsof Europe, andintheUS. Imported drugsof thistypecametotheUSas
part of the“rave movement” (the drug subculture movement that flourished in the club scene) that
originatedin Greet Britain. Themovement spread rapidly in EuropeandintheUSasdid thedrugsthat
accompany thislifestyle. Theterm“clubdrugs’ dsoincudessomehalucinogenslikeLSD (lysergic
acid diethylamide), peyote, psilocybin and mescaine, which have been around longer and can occur
neturdly.

e. Drug Traffickers. Although specific definitions used by CD organizations may vary,
the following represents aworking consensus for the purpose of describing the threat.

(1) Growersand Producer sincludethosewho grow their own crops, ranging fromvery
amadl| patchesusing I mplefarming methodsto highly sophidticated cultivatorswith tractsof hundredsof
acresspread throughout acountry. Thelr outputscan rangefrom afew to hundredsof kilogramsor
pounds.

(2) Smuggler srepresent that part of trafficking organizationsthat pecidizein shipping drugs.
They transport drugs from one place to another by avariety of means(e.g., aircraft, ships, motor
vehicdles andpeople).

(3) Smuggler Inteligence Systemsrepresent that part of trafficking organizationsor
independent groupsthat pecidizeinproviding traffickerswith databaseor current operationd intdligence
and warning about enforcement capabilities, intentions, and current activitiesto detect, sort, classfy,
track, andintercept smugglers.

(4) Couriersareindividudsor groupswho physicaly carry or trangport aquantity of drugs.
These peoplearesometimescalled“mules.” They useavariety of drug transport methodssuch as
swallowingthem, concedling theminvariousbody cavities, tgping themtotheir bodies, or hiding drugs
intheirluggage. Couriersusudly work for thesmugglers.

(5) Digributorsarethewholesdersor middlemen. Didributorscandsoberetalers They
either havedirect contactswith one or more producersor with another distributor. Thedistributor
frequently arrangesfor thesmugglerstomovethedrugs.

(6) Dedlersareusudly individudsonthegrestscommonly sdllinglessthan onekilogramof
drugs. Dederswork for thedistributor and may have other dedersworking for them.

(7) Financiersareindividualswho providefundsor resourcesto establishor maintaina
DTO, normdly without direct involvement intrafficking operations.

(8) Kingpinsareheadsof internationd trafficking organi zations(or partsof adrug consortium
or cartel) that arerespongblefor directing oneor more phasesof unlawful production, transportation,
wholesaledigtribution of bulk quantitiesof illega drugs, or directing thefinancid operations. Toqualify
asakingpin, theindividud’sroleinall aspectsof that organi zation’sdrug trafficking issuch that the
neutralization of thekingpin and hisleadershipwould result inthe collgpse and the dismantling of the
organization'sinfragtructure, resultinginasgnificantimpact onthedrugtrafficintheUS,
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(9) Money Launder ersarethoseindividuasinvolvedintheexchangeor investment of
money insuchaway asto conced thefact that it comesfromanillega source. Variousitemsof vaue
suchaspreciousmeta sor gems, bank drafts, cashier checks, deposits, and transfersto foreign banks
areafew of theitemsexchangedfor illicit cash.

(10) Narcoterroristsareterroristslinked to drug trafficking. Two separate, but related,
typesof narcoterroristsexist:

(@ Narco-driventerrorigts, whicharedrugtraffickerswho conduct terrorismto further
their drugtraffickingams.

(b) Narco-supported terrorists, which are terrorists who benefit from or use drug
traffickingtofurtherindividud or groupterrorist activities

(11) Insurgentsarethoseinrevolt againg civil authority, but who arenot recognized under
internationa law ashaving thelega statusof belligerents. Insurgentshave entered into cooperative
agreementswith drug traffickersfor mutua benefit.

(12) Drugcartdsarepartnershipsor associationsof crimind groupsformed to undertake
anillicit drug enterprisebeyond the capabilitiesof any onemember.

(13) Transnational criminal or ganizations(TNCOs) areinternationa partnerships,
assodiations, and networksof crimina eementswhich coordinateandinteract toaccomplishillicit drug
and drug-rel ated enterprises.

f. Characterigicsof DrugOperations Theproduction, trangportation, and marketing of illegal
substancesare supported by systemssimilar in character but often uniquely different for eech typeof
drug because of geographica cong derations, process ng requirements, and thewei ght and volumeof
theproduct itsdf. A common denominator of themgor drugindudtriesistrangportation. Asprevioudy
mentioned, drug smugglersusemany typesof arcraft, vessa's, motor vehides, and courierstotrangport
drugsintotheUS. Certaintrafficker profilesand common tacticsand techniques have been observed.
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CHAPTER 11
COUNTERDRUG COMMAND AND CONTROL RELATIONSHIPS

“Improved synchronization among joint and multinational forces and with non-
Department of Defense agencies, with greater reliability and enhanced security
— achieved through sound employment of information technology — is essential
for effective command and control in the network enabled environment of the
21st century.”

JP 6-0, Joint Communications System
1. Command Relationships

a Generd. TheC2rddionshipsestablishedfor CD operationswill vary based ontheervironments
inwhichthey areconducted. Consideringthat most CD operationsarein support of either partner
nations(PNs) or LEAS, itisimportant to remember that even though command of USmilitary forces
will remainwithin DOD, theoverd| contral of themiss onmay bedetermined by OGA sand agreements
withforeignauthorities. Theobjectiveistointegrate communicationsand, most importantly, liaison
sufficiently to support operationd coordination, theeffectivesharing of information, and efficient useof
asdts.

b. Military Command and Control. Responsibility and authority for conducting military
CD operations normally are vested in a designated joint force commander (JFC).

c. DOD-LEA C2. Themgor missoninwhichDOD and LEA C2 systemsinterfaceisindrug
interdiction operations. TheDOD D&M roleisamgor portion of druginterdiction andisconsequently
closdly associated with LEA C2. Themgjor organizationsthet provide C2 for agrid and maritimedrug
interdiction are the AMOC, under the DHS, and JATFs South and West under C2 of
CDRUSSOUTHCOM and CDRUSPACOM, respectively. Inlimited circumstances, theDOD can
assume TACON of Federd LEA forces. In casessuch asthat of aUSCG operational commander
assuming TACON of United SatesNavy (USN) units/'capaboilitieswhen an embarked |aw enforcement
detachment (LEDET) isaboard to conduct alaw enforcement boarding, Federa LEA forcesassume
TACON of theinvolved USN ship. Regardlessof TACON relationships however, DOD forces
should remainunder military C2 at al times(seeAppendix G “Law Enforcement Detachments”).
Specific C2arrangementsmust be determined during planning meetingsand liai son sessonsfor pedific
CD operaions. Thisisanimportant portion of any CD operation’splanning effort and must bethoroughly
understood by dl forcesinvolvedintheoperation.

d. DOD or PN C2. USand PN military and LEA forceswill oftenwork under the TACON of
nationd task forces. TheUSmilitary or LEAsand PNscommand their respectiveunitsand normally
work in cooperationwith, but not under the OPCON of, each other. Thedegreeof C2that USforces
could exerciseover PN forces(and viceversa) dependson thelocation, tactical Situation, political
environment, and exising agreements.

e. Joint and I nteragency Task Forces. US Southern Command (USSOUTHCOM) and US
Pecific Command (USPACOM) exerciseday-to-day operationsthrough regiond J ATFsthat conduct
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search, airborne tracking, and mobility support to law enforcement agencies apprehension.

D&M withinthe r respectiveoperationd aress. Thesetask forcesarecomprised of federd, Sate, and
locd |law enforcement agenciesand foreign liaison personne. CDRUSNORTHCOM hascombatant
command (command authority) over Joint Task Force-North (JTF-N), the operationa headquarters
for CDRUSNORTHCOM providing C2of DOD capability insupport of druglaw enforcement agencies
(DLEAS).

2. Interagency Relationships

a TheDOSisthelead federd agency for thecoordination of USinternationd illegd drug supply
reduction strategies. Through USambassadorsand the country teams, the DOS executes programs
designedtoincreasethe PN'sCD resolveand capabilities. ThelNL istheorganizationwithintheDOS
regpong blefor devel oping andimplementinginternationd initiativesinsupport of theNDCS.

b. DEA isthelead LEA in coordinating all US LEAsand their international counterparts
efforts that are in conjunction with US elements.

c. OGAsaredsoinvolved in CD-related operations or efforts. Support to or from DOD
capabilities should be coordinated through the country team and/or the task forceif interagency
representation is available.

d. CCDRsareresponsblefor planning and executing DOD CD operationswithintheir AORs.
Thisisusualy doneby devel oping aconcept of operations (CONOPS) and then acampaign plan,
commonly drawing on cooperating country requestsand US embassy personnel recommendations.
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Thisplanincorporatesall the appropriate DOD mission categoriesinto acoordinated programto
reducethesupply of illegd drugseither directly or inasupporting roletointeragency operations.

SECTIONA. FEDERAL ORGANIZATIONSWITHA
COUNTERDRUG MISSION

3. Executive Offices of the President

a Executive Office of the President — National Security Council. Within the National
Security Council (NSC) congtruct, functional committeesarechaired by anofficia of Under Secretary
or Assgant Secretary rank designated by theresponsiblecabinet secretary or assstant tothe President.
Oneof thefunctiond committeesded swith counterterrorism and nationa preparednessand another is
respongblefor Internationa Drug Control Policy.

b. Executive Officeof thePresident —Officeof National Drug Control Policy

(1) TheONDCPIistheprimary officeof theExecutive Officeof the President respongblefor
edablishing policies, priorities, and objectivesfor theNation’ sdrug control programandfor developing,
coordinating, and overseeing theimplementation of theNDCS. The ONDCP overseesand coordinetes
both theinternationa and domestic antidrug activitiesof al executiveagenciesand ensuresthat those
functionssustain and complement stateand local antidrug activities. Respongbilitiesof the ONDCP
indude

(@ ServingastheDirector of Nationa Drug Control Policy.
(b) DevelopingtheNDCS.

(c) Developingaconsolidated Nationa Drug Control Budget for presentationtothe
President and Congress.

(d) RepresentingthePresdent’sdrug policiesbeforethe Congress.

(e) Cocharingthelnternationa Drug Control policy coordinating committee (PCC)
(withthe NSC Officeof Combeting Terrorism).

(2) Nationd Security Presdentid Directive(NSPD)-25 established policy and programson
international drug control. It reflectschangesinthedrug trafficking threat and established aPCCfor
International Drug Control Policy.

(3) Congressond actsreauthorizingthe ONDCPrequirethedirector to publishaGenerd
Counterdrug I ntelligencePlan every twoyearsinorder toimprovecoordination and diminateunnecessary
duplicationamongal CD agencies. Thepurposeof theplanisto maximizetheeffectivenessof these
activitiesand centersinachieving theobjectivesof theNDCS.
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(4) United Sateslnterdiction Coordinator (USIC). TheUSICisasenior officia who
implementspolicy for the Director of the ONDCP. Thisposition dso ensuresadequacy and effective
useof resourceswithin DHSand other federd departmentsfor interdictingillegd drugscomingintothe
US. TheDirector of the ONDCP sprimary responghility isto coordinete policy and operationswithin
the Executive Branch. USIC dsotracksand worksto sever connectionsbetweenillega drugsand
terrorismand ensuresfiddity totheNDCS. USI Cisadvised by Thelnterdiction Committee, whichis
composed of principlesof thefederad agenciesconcerned and supported by agtaff drawn fromthose
agendes Animportant USIC product isthe NI CCPthat outlinesthe USG' sstrategy for druginterdiction,
satesspecific rolesand respongbilitiesfor relevant federal agenciesthat executethat strategy and
edtablishesnationd task forces, viathe NI CCR, andidentifiesspedificresourcesreguirementstoaccomplish
assigned agency respongbilities. DOD isamong thesignatoriesof theNICCPand fully supportsits
implementation and employment of DOD D& M resourcesthroughthenationd task forces TheUSIC
producestheannud interdiction planning guidance.

4. Department of Homeland Security

Home and security and counterterrorism requirementshave asignificant effect oninternationa
drug control. Drug control law enforcement, foreignintelligence, and interdiction agenciesprovide
capabiilitiesthat ared so useful inhomeland security and counterterrorismroles. Withinthe DHS, the
Director of CounternarcoticsEnforcement, the CBPand itssubordinateoffice; Immigrationand Customs
Enforcement (ICE), and the USCG havemgor CD respongihilities.

a USCugtomsand Border Protection. CBPisaunified border agency, combining severd of
thelaw enforcement workforces, missions, and broad border authoritiesof former USCustoms Service,
USImmigration and Naturaization Service, Anima and Plant Hedlth Ingpection Service, andtheUS
Border Patrol. Theprincipa misson of CBPisto protect theAmerican publicagaing terroristsandthe
indrumentsof terror. CBPadvancesitstraditiona misson by preventingillegd diens smugglers illicit
drugs, and other contraband from entering the US, asthese measuresdirectly affect the safety and
security of theUS. It patrolsonland, water, andintheair. Tocarry outitsmissons, CBPhasaclear
drategic god: to establish and maintain operationd control of theborder of theUS. The20domestic
CBPdivisonsaredepictedinFigurell-1. Itsregionsand centersareshowninFgurell-2.

b. Immigration and CusomsEnforcement. Withtheestablishment of DHS, thefunctions,
expertise, resources, and jurisdictions of several border and security agencies were merged and
recondtitutedinto | CE. Themerger, based upon consolidation of law enforcement functions, included
theinvestigativeandintdligenceresourcesof theformer United StatesCustoms Sarvice, thelmmigration
and Naturdization Service, and the Federd Protective Service. | CE bringstogether morethan 15,000
employeeswhofocusontheenforcement of immigration and customslawswithintheUS, theprotection
of specified federal buildings, and air and marineenforcement. By unifying previoudy fragmented
investigativefunctions, | CE ddiverseffectiveand comprenensveenforcemen.

C. USSecret Service. TheUnited States Secret Serviceismandated by statute and executive
order to carry out two significant missons. protectionand crimina investigations. The Secret Service
protectsthe President and Vice President, their families, headsof Sate, and other designatedindividuds,
investigatesthreats against these protected individuals; protectstheWhiteHouse, Vice President’s
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THE 20 CUSTOMS AND BORDER PROTECTION

PATROL SECTORS

® Blaine Sector (Washington)
The sector covers Alaska, Oregon, and part of Washington.
® Buffalo Sector (New York)
The sector covers Pennsylvania, Maryland, Virginia, West Virginia, and most
of New York.
® Del Rio Sector (Texas)
The sector covers part of Texas near the border.
® Detroit Sector (Michigan)
The sector covers lllinois, Indiana, Michigan, and Ohio.
® E| Centro Sector (California)
The sector covers the counties of Imperial and Riverside, California.
® E| Paso Sector (Texas)
The sector covers New Mexico and part of Texas.
® Grand Forks Sector (North Dakota)
The sector covers North Dakota, Minnesota, Wisconsin, South Dakota, lowa,
Nebraska, Kansas, and Missouri.
® Havre Sector (Montana)
The sector covers Montana, Wyoming, Colorado, Utah, and part of Idaho.
® Houlton Sector (Maine)
The sector covers Maine.
® | aredo Sector (Texas)
The sector covers parts of Texas to the Oklahoma border.
® Marfa Sector (Texas)
The sector covers over 135,000 square miles of counties in Texas and
Oklahoma.
® Miami Sector (Florida)
The sector covers Florida, Georgia, North Carolina, and South Carolina.
® New Orleans Sector (Louisiana)
The sector covers Louisiana, Mississippi, Alabama, Arkansas, Kentucky,
Tennessee, and a portion of the Florida panhandle.
® Ramey Sector (Puerto Rico)
The sector covers Puerto Rico and US Virgin Islands.
® Rio Grande Valley Sector (Texas)
The sector covers 17,000 square miles of Southeast Texas.
® San Diego Sector (California)
The sector covers the entire San Diego County.
® Spokane Sector (Washington)
The sector covers part of Washington, Montana, and Idaho.
® Swanton Sector (Vermont)
The sector covers New Hampshire, most of Vermont, and part of New York.
® Tucson Sector (Arizona)
The sector covers most of Arizona.
® Yuma Sector (Arizona)
The sector covers 118 miles of border between Arizona and California.

Figure II-1. The 20 Customs and Border Protection Patrol Sectors
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Counterdrug Command and Control Relationships

residence, foreign missions, and other buildingswithin Washington, DC; and plansand implements
Security desgnsfor designated nationa pecid security events. TheSecret Sarviceinvedtigatesviolaions
of lawsreating to counterfeiting of obligationsand securitiesof theUS, finandd crimesthat indude, but
arenot limited to, accessdevicefraud, financid ingtitution fraud, identity theft, computer fraud; and
computer-based atackson our nation’sfinancid, banking, and telecommunicationsinfrastructure.

d. USCoast Guard. TheUSCG istheprincipa maritimeLEA of theUS, anditistheonly
federal agency with jurisdiction in the territorial waters, contiguous zone, and in internationa
waters. Inaddition, subject tointernational agreements, the USCG may patrol or conduct pursuiit,
entry, and boarding operationsin theterritorial waters of other countries. The USCG isthelead
agency for maritime CD interdiction and colead agency with the CPB Office of Air and Marine
for ar CD interdiction. For information on the USCG'’s deployable LEDET program, see
Appendix G “Law Enforcement Detachments” ThenineUSCG didtrictsareshowninFigurell-3.

e. US Marshals Service. The US Marshals Service (USMS) has the broadest law
enforcement authority in the US, to include other federal, state, country, and local government
agencies, and is responsible for providing support and protection of the federal courts,
apprehending most federa fugitives; protecting federa judges and courts, operating the federa
Witness Security Program; maintaining custody of and transporting federal prisoners; executing
court orders and arrest warrants, and seizing, managing, and selling property forfeited to the
USG by drug traffickers and other criminas. The USMS also participates in internationa
investigations and can provide local law enforcement support in cases of insurrection.

5. Department of Defense

Within DOD, the SecDef, the Chairman of the Joint Chiefsof Staff (CJCS), DOD agencies,
combatant commands, the Military Departments, and the National Guard Bureau (NGB) have
been assigned CD responsibilities.

a Secretary of Defense. The DASD-CN is the senior DOD officid responsible for the
department’s CD responsibilities. The DASD-CN, reporting through the Assistant Secretary of
Defensefor Globa Security Affairsto the Under Secretary of Defense (Policy), focusesits CD
policies on activities that:

(1) Enhance DOD readiness.

(2) ContributetoCD.

(3) Advance security cooperation.

(4) SaidytheD&M missonrequirement.

(5) Enhance nationa security.
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THE NINE UNITED STATES COAST GUARD DISTRICTS

Figure II-3. The Nine United States Coast Guard Districts

b. Chairman of theJoint Chiefsof Saff. The CICSprovidessrategic guidancetothe CCDRs
for theconduct of CD operations. Thisguidanceisbased primarily ontheNationa Defense Strategy,
Nationd Military Strategy, and the Joint Strategic Capabilities Plan (JSCP), key componentsof the
Joint Strategic Planning System. Withinthe Joint Staff, the operationsdirectorate (J-3) and Srategic
plansand policy directorate (J-5) performkey CD functions. Additionaly, theintelligencedirectorate
(32 integratesDefensel ntelligenceAgency’s(DIA'S) CD andyticd capability withthejoint staff planning
process.

(1) Joint Saff J-3
(@ Provideworldwidemonitoring and coordination of current CD operations.

(b) Coordinatesal operationa agpectsof CICSresponghilitiesforimplementingDOD
missonaslead agency for D& M.

(©) Servesasthecoordinetor for CD operationa mettersondl LEA requestsfor military
support.
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(2) Joint Saff J-5. The J-5 servesasthe Joint Staff foca point and office of primary
responsibility for all matters associated with military support to the nationa drug interdiction
effort pursuant to the National Security Strategy, Nationa Defense Strategy, the Nationa Military
Strategy, and the NDCS. Specificdly, the J-5:

(@) Reviews operations, plans, and procedures relating to DOD CD efforts
worldwide.

(b) Provides Joint Staff representation to interagency CD meetings and
coordination groups as required.

(c) Prepares CD strategy, planning guidance, and policy for operations,
organizationa issues, politico-military affairs, and international negotiations in coordination
with the combatant commands, Services, Office of the Secretary of Defense (OSD), the OGASs,
and intergovernmental organizations.

(d) Collaborates with J-3 on policy and politico-military aspects of US policy
and operationsin CD efforts.

c. Combatant Commanders. The Unified Command Plan establishes the missions and
responsbilitiesfor commandersof combatant commandsand establishestheir genera geographic
AORsandfunctions. SecDef hasde egated authority to specific CCDRsto approve CD missions
and to deploy assigned forces. CDRUSPACOM, CDRUSSOUTHCOM, and
CDRUSNORTHCOM are given delegated authority to approve certain types of domestic CD
support, while dl of the GCCs are given delegated authority to approve CD support outside of
the US. Further CDRUSIFCOM, CDRUSPACOM, and CDRUSSOCOM are DOD force
providersfor supporting CORUSNORTHCOM (e.g., JTF-N) CD operations. Detailsareprovided
in CJCSl 3710.01B, DOD Counterdrug Support.

d. DOD Agencies

(1) DefenselintelligenceAgency. DIA provides military intelligence to joint forces,
defense policymakers and force planners, in the DOD and the Intelligence Community (IC), in
support of US CD planning and operations.

See Chapter 111, “ Planning Counterdrug Operations,” Section B for more details on DIA.

(2) Defenselnformation SyssemsAgency (DISA). DISA isacombat support agency
responsible for planning, engineering, acquiring, fielding, and supporting global net-centric
solutionsto servethe needsof the President, Vice President, SecDef, and other DOD components,
under dl conditionsof peeceandwar. DISA’'scoremissonareasare: communications, combat support
computing, information assurance, joint C2, and joint interoperability support.

(3) National Geospatial-I ntelligenceAgency (NGA). NGA providestimely, relevant,
and accurate geospatia intelligence (GEOINT) in support of CD operations. NGA accomplishes
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thisby providing essy accessto GEOINT indl itsforms(imagery, imagery intelligence, and geospatia
data) and from whatever sourceto support planning, decis on-making, and, when directed, execution
by CCDRsand other USG organizationsaspermitted by law. GEOINT istheexploitationand andyss
of imagery and geospatia information to describe, assess, and visualy depict physical featuresand
geographically referenced activitieson the Earth. Inaddition, NGA providesGEOINT trainingto
LEAsand PNs.

For a more in-depth discussion of GEOINT, see JP 2-03, Geospatia Intelligence Support to
Joint Operations.

(4) Defense Security Cooperation Agency (DSCA). DSCA administers and
supervises SA planning and formulates and executes SA efforts in coordination with other
government programs, particularly CD efforts. The DSCA conducts international logistic and
sales negotiations with representatives of foreign nations and serves asthe DOD focal point for
liaison with US industry regarding SA. DSCA aso develops and promulgates SA procedures,
maintains the database for programs, and makes determinations with respect to the all ocation of
foreign military sales administrative funds.

(5) National Security Agency (NSA). NSA isresponsiblefor providing intelligence,
Secure communications, and computer security.

e. Military Departments (or Services). The Services contribute to the CD effort by
providing personne and equipment support to the GCCs for the entire range of DOD mission
categories.

f. Counterintelligence Field Activity (CIFA). The mission of CIFA is to identify and
track terrorist, produce Cl threat assessments and advisories and risk assessments in support of
DOD forceprotectionand critica infrastructure protection. CIFA aso providestailored analytical
and data mining support to DOD field elements and agencies and the Services.

g. Military Criminal Investigative Services. DOD military criminal investigation
organizations (MCIOs) consst of the US Army Crimind Investigation Command, Air Force
Office of Specid Investigations, and theNava Criminal Investigative Service. [Note: the Coast
Guard Investigative Service (CGIS) is an MCIO within the DHS and has both military and
federal law enforcement authority for CGIS specia agents under Title 14, USC, Section 95.]
MCIOs conduct CD operations to detect, interdict, suppress, and monitor drug trafficking and
user demand that directly or indirectly affect their respective Services.

h. National Guard Bureau. The NGB isthe nationd-leve policy and coordinating body
of theNG The NGB CD Divison, under the 3 Domestic Operations Directorate, coordinates
stateor territory plans. The NGB CD Office plansand coordinates state CD supply and demand
reduction support, establisheslia sonwith supported L EA and other community organizetions, resources
and managespersonnd and equipment requirementsfor CD support operations, and preparesoperaiond
andfinancd reportsand briefings, asrequired.
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See paragraph 15b of this chapter for more details on the NGB-NG relationship.
6. Department of Justice
a The Department of Justice supports the national CD effort through:
(1) Prevention and detection of drug-related crime.
(2) Enforcement of drug-related civil and crimina laws enacted by Congress.
(3) Enforcement of the prohibition onillega uses of controlled substances.

b. National Drug Intelligence Center (NDIC). NDIC isthe nation’s principa center for
strategic domestic CD intelligence. NDIC supports nationa policymakersand law enforcement
with strategic domestic drug intelligence; the IC CD efforts; and it produces national, regional,
and state drug threat assessments.

c. Federal Bureau of Investigation (FBI)

(1) The FBI's drug program targets mgjor DTOs through long-term investigations
aimed at dismantling major national and international drug-trafficking organizations.
Dismantlement means the targeted organization is rendered permanently incapable of being
involved in the distribution of illegal drugs. Three objectives must be met: the organization’s
leaders must be completely incapacitated; its financial base must be thoroughly destroyed; and
the organization's drug-supply connection/network must be irreparably disrupted.

(2) Inadditiontoitsfield officesacrossthe US, the FBI has 45 officesknown aslega
attachés (LEGATS) maintains officeswith USembassiesaround theworld. LEGATsare charged
with stopping foreign crimeasfar from USterritory aspossibleandto assst in solving international
crimes. To accomplish these gods, each LEGAT works with law enforcement and security
agenciesin their host country to coordinate investigations of interest to both countries. Some
LEGATs are responsible for coordination with law enforcement personnel in several countries.
The purpose of the LEGATs is gtrictly coordination; they do not conduct foreign intelligence
gathering or Cl investigations. Therulesfor joint activitiesand information-sharing aregenerally
spelled out in formal agreements between the US and the LEGAT's host country. The entire
worldwide LEGAT programisoverseen by aSpecial Agentin Chargelocated at FBI Headquarters.

d. DrugEnforcement Adminigtration

(1) TheDEA has227 domestic officesin 21 divisonsthroughout theUSand 86 foreign
officesin 62 countries. The21 domestic DEA regionsareshowninFigurell-4.

(2 DEA'smissonistoenforcethecontrolled substanceslawsandregulaionsof theUSand
to report to the criminal and civil justice systems those organizations (and principal members of
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organizaions) involvedinthegrowing, manufacturing, or digtribution of controlled substancesgppearing
inor destinedfor illiattrafficintheUS. DEA dsorecommendsand supportsnonenforcement programs
amedat reducingtheavailability of illicit controlled substanceson thedomesticand internationd mearkets.

(3) Incarrying out its mission as the agency responsible for enforcing the controlled
substances laws and regulations of the US, the DEA's primary responsibilities include:

(@ Investigation and preparation for the prasecution of mgjor violatorsof controlled
ubgtancelawsoperding & interstateand internationd levels.

(b) Investigationand preparation for prosecution of criminasand drug gangswho
perpetrateviolencein our communitiesand terrorizeditizensthrough fear andintimidetion.

THE 21 DRUG ENFORCEMENT ADMINISTRATION
FIELD DIVISIONS

Figure II-4. The 21 Drug Enforcement Administration Field Divisions
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(¢) Management of anationd drug intelligence programin cooperation with federd,
date, local, and foreign officia sto collect, anayze, and disseminate strategic and operationa drug
intdligenceinformation.

(d) Seizure and forfeiture of assets derived from, traceable to, or intended to be
used for illicit drug trafficking.

(e) Enforcement of the provisionsof the Controlled SubstancesAct asthey pertain
to the manufacture, distribution, and dispensing of legally produced controlled substances.

(f) Coordination and cooperation with federal, state, and local law enforcement
officidsonmutual drug enforcement effortsand enhancement of such effortsthrough exploitation
of potentia interstate and international investigationsbeyond locd or limited federa jurisdictions
and resources.

(g) Coordinationand cooperationwithfedera, state, and local agencies, andwith
foreign governments, in programs designed to reduce the availability of illicit abuse-type drugs
on the US market through nonenforcement methods such as crop eradication, crop substitution,
and training of foreign officials.

(h) Responsibility, under the policy guidance of the Secretary of State
(SECSTATE) and US ambassadors, for al programs associated with drug law enforcement
counterpartsin foreign countries.

(i) Liaison with the United Nations, International Crimina Police Organization
(Interpol), and other organizations on matters relating to international drug control programs.

e. USAttorneys. To prosecute drug violators, US attorneys employ many elementsof the
law, ranging from simple possession of illegal substancesto drug trafficking statutes. They also
use the Racketeer-Influenced Corrupt Organizations statute, the drug “kingpin” Continuing
Criminal Enterprise statute, and the laws governing money laundering, firearms, and public
corruption. Both crimina and civil forfeiture statutes are used to removedl illegal drug-related
gains. Tax chargesarealso used to prosecute drug traffickers. TheUSattorney’sofficenormally
contains a civil divison and a crimina divison. The crimina divison may aso contain a
section dedicated toillicit drug trafficking issues. An assistant US attorney of thisdivision may
serve as an organized crime drug enforcement task force (OCDETF) area coordinator (See
Section B, paragraph 14).

f. International Criminal Police Organization - USNational Central Bureau (USNCB).
Interpol-USNCB providesfederd, sate, andlocd LEAswithinformation onsaizuresof drugsthat are
destinedfor the US, foreign drugsand contraband trends, and US citizenswho have been arrested
abroad. Thelnterpol-USNCB a o providesacommunicationschannd for agendiesseekinginvestigative
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assistancein one of the other Interpol member countries. On behalf of the USAttorney Generdl,
Interpol-USNCB actsasthe USrepresentativeto Interpol.

7. Department of Sate

a TheDOS contributessignificantly to CD operations. ThelNL hasmgjor policy and program
regponghilities TheUSAgency for Internationa Deve opment (USAID) isanindependent agency that
takespolicy directionfromthe SECSTATE and administersnonmilitary assstanceprograms. US
embiassy country teamsarerespongblefor USCD activitieswithinthehost nation (HN) and theBureau
of Internationd Information Programsinforms, engages, and influencesinternationa audiencesabout
USpoalicy and society to advanceAmerica sinterests.

b. Bureau for International Narcotics and L aw Enforcement Affairs

(1) INL advisesthePresident, SECSTATE, other DOS bureaus, and other departments
and agencieswithin the USG on the devel opment of policiesand programsto combat international
illicit drug trafficking activities and crime. INL programs support two of the DOS's strategic
gods: toreducetheentry of illega drugsintothe US; and to minimizetheimpact of international
crime on the US and its citizens. CD and anticrime programs aso complement the war on
terrorism, both directly and indirectly, by promoting moderni zation of and supporting operations
by foreign criminal justice systems and law enforcement agencies charged with the
counterterrorism mission.

(2) Maor INL programs aretailored to bolster the CD capacities of partner countries
through multilateral, regional, and country-specific programs.

(& The International Narcotics Control element of the US foreign assistance
program enhancestheingtitutional capabilities of foreign governmentsto define and implement
their strategies and national programsto prevent the production, trafficking, and abuse of illicit
drugs. These programs focus on interdiction capabilities, eradication, sustainable aternative
development, and demand reduction.

(b) TheLaw Enforcement Affairs eement of the US foreign assistance program
strengthens capabilities of governments to define and implement their strategies and national
programs to combat criminal elements. These programs focus on the full spectrum of law
enforcement, rule of law and justice sector institutional development.

(c) The Office of Aviation of the INL, based at Patrick Air Force Base in
Melbourne, Florida, is an essentid element in achieving international CD and border security
objectives. It asssts host governments worldwide to locate and eradicate drug crops, interdict
drug productionandtrafficking activities, and developinternd ingtitutiona CD aviationcgpabilities. The
aviation program, with afleet of over 160 aircraft, provideseradication, mohility, interdiction, and
logistic support capatilitiesthat augment and facilitate ground operationsand in many casesperform
functionsthat would not be possibleby any other means.
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(d) Drug-related devel opment ass stance, technica ass stancefor demand reduction
programs, and training through USLEAsisprovided for foreign personnd inillega drug enforcement
and related procedures.

(e) Funding for regiona and international drug control occurs through various
intergovernmental organizations, including the USFund for Drug Abuse Control, the Organization
of American States, and the Pan American Health Organization.

c. USAgency for International Development. USAID manages assistance programsin
four regions of theworld: Sub-Saharan Africa, Asaand the Near East, Europe and Eurasia, and
Latin Americaand the Caribbean.

d. US Embasses. The chief of misson (COM) heads the mission’s “country team” of
USG personnel. The COM (the ambassador) representsthe President, but takes policy guidance
from the SECSTATE. The COM is responsible for US CD activities within the HN, but not
personnel or facilities under the command of a US military area commander. The ambassador
interprets US national drug policy and strategy and overseesits application. The* country team
congtruct” denotesthe processof in-country, interdepartmental coordination among key members
of thediplomatic mission. Theambassador usesthe country teamto assist in trand ating Strategy
or policy into operational direction for US agencies cooperating with the HN. The deputy COM
is often tasked as the narcotics control coordinator to chair the country team meetings that
concern CD matters. The composition of acountry team varieswidely, depending onthedesires
of the COM, the in-country Situation, and the number and levels of the US departments and
agencies present. Although US military commanders are not members of diplomatic missions,
they often participate in meetings and coordination sessions concerning CD and SA mattersthat
arein support of the HN.

8. Department of the Treasury

CD responsibilities of the department are carried out by the Internal Revenue Service (IRS).
The IRSisresponsble for the administration and enforcement of the internal revenue laws and
related statutes. Individuas owetaxeson al income, including income fromiillicit drug-related
activities. The attempt to “launder” illega revenues through legitimate businesses (without
reporting the income), willfully attempting to conceal income, or simply failing to pay taxeson
reported income are al violations of the Internal Revenue Code. This often gives the IRS
jurisdiction in drug-related cases.

9. Department of Transportation

Theprimary Department of Trangportation agenciesinvolvedin CD operationsarethe Federd
AviaionAdminigration (FAA) and theFederad Motor Carrier Sefety Adminidration (FMCSA).
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a Federal Aviation Adminigtration. TheFAAAir Traffic Organization assigtsinidentifying
airbornedrug smugglersby using search radar (whenever possible), posting aircraft lookouts, and
tracking themovement of suspect aircraft. Thisinformationisreported to gppropriatefederd agencies,
including air defensesectors, the El Paso Intdlligence Center (EPIC), andtothe DHS SAMOC. AMOC,
incollaboration withthe FAA Assistant Administrator for Security and HazardousMaterids(ASH),
upportsCD invedtigationsand operations. FAA/ASH maintainsspecia agentssupportingtheFAA
Law Enforcement Ass stance Program. Thesepecid agentsassstinmaintaining thesafety and security
of thenational airspace system and support the national CD effort by providing technica expertise
regarding civil aviationtolaw enforcement agencies. FAA dso providesspecidized assstanceto US
law enforcement agenciesinvolved in sensitive CD operationsand investigationsthrough the FAA
Headquarters, Nationd Security CoordinationDivison.

b. Federal Motor Carrier Safety Administration (FMCSA). FMCSA has two main
CD functions. Firg, it requiresstatesto maintain drug interdiction activitiesaimed at commercial
motor vehicles(CMV) inorder to bedigibleto participatein the Motor Carrier Safety Assistance
Programgrant program. Second, theFM SCA maintainsaspecialized Drug InterdictionAssstance
Program (DIAP) to assist LEA in the detection and apprehension of transporters and users of
illicitdrugsrelatingto CMV. DIAPprovidesaCommercial Motor Vehicle Crimina Interdiction
Training course to law enforcement officias at their National Training Center.

10. Department of Agriculture

a TheUS Department of Agriculture has one subordinate organization with a significant
CDrole. That agency isthe USForest Service (USFS), which reportsto the Under Secretary for
Natural Resources and Environment.

b. USForest Service. TheUSFSmanagesnational forests, grasslands, and land utilization
projectsin 44 states. State and local LEASs aso have jurisdiction over violations of state and
loca laws and ordinances on Nationa Forest Service lands. There are approximately 600
uniformed law enforcement officers in the USFS. These agents are skilled in enforcement
operations uniqueto remote areas and work closely with stateand local LEAS. Drug production
on federd landsis a significant source of the domestic production and supply of illega drugs,
especidly for marijuana, and eradication of illega drug producing plants and operationsis a
sgnificant CD roleof the USFS. ThroughaMOU withthe DEA, the Forest Service hasassumed
alead role for ensuring federa drug laws are enforced on National Forest Service lands.

11. Department of thelnterior

Theagenciesof Department of theInterior with CD rolesaretheBureau of IndianAffairs(BIA),
Bureau of Land Management (BLM), andtheNationa Park Service (NPS).

a Bureauof IndianAffairs BIA performsmarijuanaeradication missonsand other CD activities
withafocusonthosereservationsthat arebeing used asbasesof operation for thesaleand digtribution
of illegd drugstoIndiansand non-Indians. TheBIA operatesamarijuanaeradi cationunitinthenorthwest
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USat Klamath Fals, Oregon. Other CD operationsared so activeon I ndian reservationsthroughout
thecountry.

b. Bureau of Land Management. BLM hasapproximately 200 law enforcement officers,
whowork closdly withstateandloca LEA. Oneof their repongbilitiesistolocateand eradicatedrug-
manufacturing laboratoriesand marijuanafidds.

c. National Park Service. The NPSadminigtersan extensive system of parks, monuments,
higoricstes andrecredtionaress. Many park areasarel ocated near known drug smuggling or trafficking
routes. Law enforcement functionsare performed by the park policeof the NPS.

A matrix of domestic and international CD organizations can be found in Appendix C,
“ Counterdrug Organizations.”

SECTION B. DOMESTIC REGIONAL AND COMPOSITE
COUNTERDRUG ORGANIZATIONS

12. General

Therearetwo typesof regiona and composite CD organi zations. domestic and internationd.
The domestic type includes federal, state, and local organizations and exists to coordinate and
focus the efforts of dl levels of government on the identification and investigation of drug
traffickers. International organizations involve US and PN CD elements that carry out
multinational operationsfocused on specific sourceand trangit zones. Thefollowing paragraphs
describe the missions or roles and organization of these CD elements.

13. High Intensity Drug Trafficking Areas

TheDirector of ONDCPdesignatesHIDTAS. HIDTA arearessthat exhibit seriousdrugtrafficking
problemsand have harmful effectson other areasof theUS. HIDTAsarejoint effortsof local, Sate,
andfederd law enforcement agencies. They assessregiond drug threets, design strategiesto combat
thethreats, and develop initiativestoimplement CD strategies. HIDTA regionsare comprised of
specific designated counties, based onthedrug threetsfacing thoseareas. TheDirector of ONDCPis
authorizedto designateasHID TAscertain areaswithin the USthat exhibit seriousdrug-trafficking
problemsandthat harmfully influence other areasof thecountry. Themissonof theHIDTA programis
to enhance and coordinate drug-control effortsamong local, state, and Federal LEASin order to
eliminateor reducedrug trafficking anditsharmful consequencesinthesecritical areas. TheHIDTA
program began in 1990 with five designated areas of the USand roseto 28 areasby theend of 2001.
Thegeographic boundariesof HIDTAsvary congderably. Someincludesevera countiesthat cluster
around ametropolitan areaand othersinclude countieslocated in severa Sates,

For further information on HIDTASs, refer to the following websites: http://
www.whitehousedr ugpolicy.gov/hidta/index.html and http: /Amwwwiwhitehousedr ugpolicy.gov/pdf/
hidta_ocdetf.pdf.
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CALIFORNIA BORDER ALLIANCE GROUP

Under the Southwest Border High Intensity Drug Trafficking Area, the
California Border Alliance Group (CBAG) concentrates on San Diego and
Imperial counties. Its mission is to assist in the coordination of joint
operational and supporting initiatives to deter, disrupt, dismantle, and
ultimately eliminate the most significant drug trafficking organizations
(DTOs), their supporting transportation, and money laundering
organizations. The CBAG operational area has five of the busiest US land
ports of entry, as well as international airports and seaports. Major threats
include: land, sea, and airborne drug smuggling; distribution, production,
and consumption of cocaine, methamphetamine, heroin, marijuana,
prescription drugs, and precursor chemicals; and from major DTOs,
international narcoterrorists, money launders, street gangs and drug
abusers. It is one of the most active transit areas for drugs and illegal
aliens moving north and for monies traveling south, as well as a major
domestic marijuana cultivation area. The CBAG Executive Committee,
through subcommittees, coordinates the integration and synchronization
of efforts to reduce drug trafficking, eliminate unnecessary duplication, and
improve the systematic sharing of intelligence.

Various Sources

14. Federal, Sate, and Local Task Forces

Task forcesare cooperative CD organizationswith acommon mission. They arecomposite
organi zationscomprised varioudy of nationd, federad , sate, andloca law enforcement authorities.
Their objective is to coordinate and focus adequate resources to investigate al DTOs, and to
identify andinvestigatethemost Sgnificant membersof theseorganizations. Now, they so cooperate
onclosdly important rel ated effortssuch ascounterterrorism.

a Project North Sar. Project North Star isabinationa |aw enforcement organi zation composed
of law enforcement officersfromthe USand Canada. Project North Star’ smissionresponsibilities
indude antiterroriam, organized crime, drugtratficking, dienand contrabband smuggling, money laundering,
firearmstrafficking, intdligencecollectionand sharing, anddl other tecticd through trategicleve binationd
law enforcement issuesimpacting and effecting the border betweenthe USand Canada. Theborderis
separated into five Project North Star regionstoinclude: Atlantic Region, Eastern Region, Central
Region, Western Region, and Pacific Region. USand Canadianlaw enforcement representetivesfrom
thelocd throughfederd |leve shaverepresentativeswithineech regionwho participatewithinthe Project
North Star regiond meetings. Eachregion generdly schedulestwo mestingsayear and participatesin
theonendtiond medting.

b. Organized Crime Drug Enforcement Task Forces. The OCDETF isafedera drug
enforcement program that focuses attention and resourceson the disruption and dismantling of mgor
DTOs OCDETF providesaframework for federd, state, andlocal law enforcement agenciestowork
together totarget well-established and compl ex organi zationsthat direct, finance, or engageinillega
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drugtraffickingand related crimes(related crimesind udemoney laundering and tax viol ations, public
corruption, illega immigration, wegponsviolaions, and violent crimes). Theprogram operatesunder
theguidanceand oversght of theAttorney Generd.

15. National Guard

a National Guard CD Program. TheNG CD Program providesskilled personnd, specidized
equipment, and facilitiesto support |aw enforcement agenciesand community-based organizationsin
responsetothechanging drug threat. TheNG positionsaCD coordinator inevery Sateandterritory.
TheCD coordinator isresponsiblefor overseeing thestate NG’ s CD supply interdiction and demand
reduction missionsin accordancewith gpplicablestatelaw. TheCD roleiscongstent withtheguard's
traditiond satemissonof providing military support tocivilianauthorities. Theseactivitiesarefunded
under Title32, USC. Thesx mgor CD support missonsof theNG are:

(1) Program Management. Plan and coordinate state CD supply and demand
reduction support, establish liaison with supported LEASs and other community organizations,
resource and manage personng and equipment requirements for CD support operations, and
prepare operationa or financia reports and briefings as required.

(2) Technical Support

(@) Linguist Support. Transcription or translation of audio tapes, seized
documents and other information media. NG personnel do not participate in interrogation
activities. The NG will not maintain or store final productsin NG facilities or databases.

(b) Inteligence Analyst Support. Assst LEAs in the establishment of CD
intelligence systems or databases and provide intelligence analyst support.

(¢) Operational or Investigative Case Support. Provide assstanceto LEASsIn
deve opinginvestigationsand casesfor prosacution. Activitiesincude, but arenot limited to, inputting,
reviewing, and andyzing collected L EA information and providing ass tancesuch aslegd, pardegd,
andauditing. Operationa support to LEAsisdesigned to enhancethe effectivenessof the supported
agency and“freeup” law enforcement officersfor drug enforcement duties.

(d) CommunicationsSupport. Providepersonnd to establish, operate, and maintain
communicationsstations, bases, and equipment in support of LEA CD operations.

(e Enginear Support. Provideenginear support to L EAsand community orgenizetions
wheretheproject hasaCD nexus. Thiswill excludedruglaboratoriesor hazardousmeterids.

(H Subsurfaceor Diver Support. Subsurfaceingpectionsof commercid vessd hulls
within USterritorid watersor USmaritime POEsthrough theuseof Sdescan sonar buoysor diversto
detect diendevicesor contanersattached tothevesse hullsor other underwater activities. Diversmay
visudly ingpect and report to L EAsany unusud physical hull configurations.
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(3) General Support

(& Domestic Cannabis Suppression and Eradication Operations Support.
Support of LEA domestic cannabis suppression and eradication operations. Thisincludesbutis
not limited to aerid support, logistic support, communications support, intelligence, planning
support, operationa staff coordination, medicd, physca security, ground trangportation, eradication
and destruction of contrabband, and spraying of herbicides.

(b) Transportation Support. Providetransportation (aerid, ground, or maritime)
of LEA personnel or equipment; personsin LEA custody; and seized property or contraband to,
from, or as part of CD operations or when security or other special circumstances reasonably
necessitate NG support and thereisa CD nexus.

() Maintenanceand Repair. May provide maintenanceand repair of equipment
that DOD has made available to any department or agency of the federal government or state or
local government. This maintenance and repair of equipment isto preserve the potentia future
utility of such equipment for the DOD, or to upgrade such equipment to ensure compatibility of
that equipment with other equipment used by DOD. Additionally, DOD may aso maintain,
repair, or upgrade equipment (including computer software), other than loaned equipment for
the purpose of ensuring compatibility with DOD equipment used by DOD.

(4) Counterdrug-Related Training. Train LEA or military personnel in military
subjectsand skillsuseful inthe conduct of CD operationsor in the operation of military equipment
used in CD operations.

(5) Reconnaissance and Observation

(& Surface. Reconnoiter or perform area observation by land or water to detect
andreportillegd drug activitiesthat include (but are not limited to) cultivated marijuana, suspected
isolated drug airstrips, drug drop zones, arrival zones, drug trafficking corridors, illegd drug
labs, suspicious arcraft, watercraft, or motor vehicles.

(b) Approved categories of CD activities include the following:

1. Unattended Sensor Support. Personnel will support LEAS in the
emplacement, monitoring, and maintaining unattended sensors.

2. Visual Reconnaissance or Observation by mobile patrols and listening
post operations.

3. Ground-basedradar (GBR). Edtablishand operateground radar Stesusing
Army, Air Force, or Marine CorpsGBR systems. Work tointegrateintelligenceinformation gethered
throughradar andys swithinformeation derived from other sensor systems.
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4. Aerial. Reconnassanceor observation of airgpace, maritime, or surfaceareas
(landandinternd watersand waterwaysof theUSanditsterritories) forillegd drugactivities

(6) Demand Reduction Community Based Outreach Support. Demand reduction
support organizesNG resources, members, and their familiesin support of drug abuse prevention
programs in the community.

(8 Community-Based. Support provided to community activities primarily
designed to educate, train, or otherwise prevent drug abuse among youth.

(b) Educational Ingtitutions. Support community-based activities that focus
on educationd institutions or otherwise have an educational ingtitution as the primary sponsor,
and are primarily designed to educate, train, or prevent youth from drug abuse. Thisincludes
tutoring, mentoring, Drug Abuse Resistance Education support, after-school programs, drug-
free activities, role modeling programs, and sports-drug awareness programs.

(¢) Informational. Participation for the sole purpose of providing information
about drug abuse or drug abuse programs. Thisincludes speakers bureaus, static displays, Red
Ribbon Campaign, and educational materia distributions.

(d) Leadersnip Development. Support camps, retreats, seminarsand programs,
not primarily associates with educationa institutions that focus on developing drug abuse
prevention leadership skillsin youth and adults.

(e) Coalition Development. Assist in the development of a functioning
community codition organized to reduce theillegal use of drugs.

b. Other NG Elements. Each Service has a reserve structure designed to provide an
immediate expansion capability if needed. The Army and Air Force each have two separate
reserve dements: the US Army Reserve and US Air Force Reserve, and the Army National
Guard (ARNG) and theAir National Guard (ANG). TheArmy andAir Force Reservefal under
Title 10, USC authority, but both ARNG and ANG areunder satecontrol (Title32, USC) unless
they arefederalized. Other NG elementsinclude;

(1) National GuardBureau. TheNGB isafederd agency respongblefor theadminidration
of theARNG andANG lItisbothadaff and operating agency. Asadaft, it participateswith theother
Sarvicedaffsindeve oping and coordinating programspertainingtotheNG Asan operating agency, it
formulatesand adminigtersprogramsfor training, deve opment, and mantenanceactivities andit actsas
thechannel of communi cationsbetween the satesand Departmentsof theArmy and Air Force.

(2) TheAdjutant Generals. Stategovernorsand thegovernorsof the Commonwesdl th of
Puerto Rico, the USVirginIdands, and Guam gppoint an adj utant general who commandsNG forces
withinther gate, territory, or commonwedth. TheDidrict of ColumbiaNG hasacommandinggenerd
whoisresponsiblefor the operational readinessof al assigned forces. TheDigtrict of Columbia
commeanding generd isrespongbletothePresident.
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16. Law Enforcement

State, commonwealth, and territorial governors lead the executive departments of their
respective jurisdictions. Each state, commonwedlth, or territory is organized differently but
most have the equivalent of a state police department or division, which may report to the
atorney genera or to a department of public safety. The governors, through their attorneys
genera and police agencies, establish structures and policies governing CD operations and
relationships with federa and local LEA involved in CD activities.

SECTION C. INTERNATIONAL REGIONAL AND COMPOSITE
COUNTERDRUG ORGANIZATIONS

17. General

Theillegd drug trade is aworldwide problem of supply and demand. Continued progress
in reducing the demand for drugs in the US depends in part on reducing the supply of drugs
entering the country. Internationa cooperationinsystemically attacking thedrug problem depends
upon a shared understanding that drug production, trafficking, and consumption threaten the
well-being of the entire community of nations. Accordingly the US works with other nations
andintergovernmental organizationsto combat theillicit drug trade at each segment to collectively
reduce the threat to the nationa security of the US and its PNs.

18. Inter-American Drug Abuse Control Commission

I nter-American Drug Abuse Control Commission (CICAD’s) core mission isto strengthen
the human and ingtitutional capabilities and harnessthe collective energy of itsmember statesto
reduce the production, trafficking, and use and abuse of drugsintheAmericas. CICAD, as part
of the Organization of American States, convenes regular meetings of antidrug experts from
acrossthehemisphereto deve op and refineamultilatera eva uation mechanism, seeking to advancethe
fight againg illicit drugsineach nationa arenaand acrosstheregion.

19. United Nations Office on Drugsand Crime

a Themandate of United Nations Officeon Drugsand Crime(UNODC) isto assist member
statesintheir struggleagaingtillicit drugs, crime, and terrorism. UNODC has 21 field officesand
goproximately 500 gaff membersworldwide. Itsheedquartersarein Vienna, Audriaandit hasaliaison
officeinNew York City.

b. UNODC focuses on the following functional areas:

(1) Conductsresearch and andytical work to increase knowledge and understanding of
drugsand crimeissues and expand the evidence-basefor policy and operationd decisons.
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(2) Assgsmember gtatesintheratificationandimplementation of internationd treeties, the
deve opment of domedticlegidaionondrugs crimeandterroriam, and providessecretariat and subdantive
sarvicestothegoverning bodiesof intergovernmentd treaty-based organizations.

(3) Conducts field-based technical cooperation projects to enhance the capacity of
member states to counteract illicit drugs, crime, and terrorism.

c. UNODC séefforts are intended to contribute to the following outcomes:

(1) Governments will be better equipped to fulfill and implement their obligations
under internationd treaties, particularly through effective judicial cooperation, prevention and
counter measures againg illicit drug production, trafficking and abuse, human trafficking and
other forms of organized crime, money laundering, corruption and terrorism.

(2) Decisonshy policymakerswill bemoreevidence-based, relying on moreextensive
and intensive knowledge of illicit drugs, crime, and terrorism issues.

(3) Civil society and public opinion will be more firmly committed to action against
theillicit drug and crime problems, relying on greater avareness and understanding of theissues.

20. International Criminal Police Organization

a Interpol’sprimary drug-control roleisto identify new drug trafficking trendsand crimina
organizations operating at the international level and to assist dl nationa and internationd law
enforcement bodies concerned with countering the illicit production, trafficking, and abuse of
cannabis, cocaine, heroin, and synthetic drugs by:

(1) Collecting and analyzing data obtained from member countries for strategic and
tactical intelligence reports and disseminating these reports to the concerned countries.

(20 Respondingtoandsupportinginternationa druginvestigations
(3) Helpingto coordinatedrug investigationsinvolving at least two member countries.

(4) Organizing operationa working mestingsbetween two or moremember countrieswhere
Interpol hasidentified commonlinksin casesbeing investigatedinthesecountries.

(5) Organizingregiond or globa conferenceson specific drugtopics, theamsof whichare
to assesstheextent of the particular drug problem, exchangeinformation onthelatest investigative
techniquesand strengthen cooperationwithinlaw enforcement communities.

b. National Central Bureaus(NCBSs). Interpol’sheadquartersarein Lyon, France. Each
Interpol member country maintainsaNCB staffed by nationd law enforcement officers. TheNCB s
the designated contact point for thelnterpol Generd Secretariat, regiond officesand other member
countriesrequiring ass sancewith oversessinvedtigationsand thel ocation and gpprenens on of fugitives.
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21. Partner Nations

PNsarethosenationsthat theUSworkswith to disrupt the production, trangportation, distribution,
sdeofillicitdrugs, aswdl asthemoney involved with thisillicit activity. They include Canadaand
Mexico, aswell asmany other nations such as Colombia, the United Kingdom, the Netherlands,
France, and Spain, which provideintelligence and/or surface aswell asair assetsto combat drug
traffickingintheUSareaof interest (AQI).
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CHAPTER III
PLANNING COUNTERDRUG OPERATIONS

“Irregular challenges from state and non-state actors employing methods such
as terrorism and insurgency to counter our traditional military advantages, or
engaging in criminal activity such as piracy and drug trafficking that threaten
regional security.”

National Security Strategy
March 2006

SECTION A. GENERAL
1. Srategic Context

a Strategic goals and objectives provide context and the basis for the military’s support
and participation in CD operations. ONDCP develops and the President signs the National
Drug Control Srategy, which provides broad strategic direction and establishes the
adminigtration’s CD strategy, policy, objectives, and priorities. USIC develops the supporting
NICCP, which outlines the USG's strategy for drug interdiction and states specific roles and
responsibilitiesfor relevant federal agenciesthat executethat strategy. Other CD-related e ements
of strategic guidance may befound in NSPDs, the National Srategy for Homeland Security, and
other national department-level statements of CD policy. Within DOD, the SecDef and CICS
provide strategic guidance for conducting CD operations to CCDRs in the National Military
Srategy and JSCP,

b. CCDRsthen planand execute or support CD operations. GCCstypicaly includetheater
CD gods or objectives in their strategic planning. The CCDR’s drategy links US national
strategy to operational-level activitiess CCDRs develop joint operation plans (OPLANS) for
specific CD-related contingencies asrequired by the JISCP, the Contingency Planning Guidance
(CPG), and other directives. They dsowill identify and planfor CD contingenciesnot specifically
assigned by the President, SecDef, or CIJCS.

Refer to Chairman of the Joint Chiefs of Saff Manual (CICSM) 3122.01A, Joint Operation
Planning and Execution System (JOPES) Volumel, Planning Policiesand Procedures, for details
on the development and review of plans directed by the JSCP, CPG or other directives.

2. Planning Counterdrug Operations

a. Withinthecontext provided by strategic guidance and objectives, joint operation planning
for specific CD operationsoccursusing two closdly related, integrated, collaborative, and adaptive
processes — the Joint Operation Planning and Execution System (JOPES) and the joint
oper ation planning process (JOPP). The combination of JOPES and JOPP promotes coherent
planning acrossall levelsof war and command echel ons, whether therequirement isfor alimited,
single-phase drug interdiction operation or for amultiphase CD operation requiring avariety of
military capabilities and participation by numerous agencies and multinational partners.
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b. JOPES formally integrates the planning activities of military organizations during the
initia planning and plan refinement that occurs both in peacetime (contingency planning) and
when faced with an imminent criss (crisis action planning). While JOPES activities span
many organizationd levels thefocusison theinter action which ultimately helpsthe Presdent
and SecDef decidewhen, where, and how to commit USmilitary capabilitiesin responseto
aforeseen contingency or an unforeseen crisis. The mgority of JOPES activities and products
occur prior to the point when the CJCS approves and issues an execute order, which initiatesthe
employment of military capabilities to accomplish a specific mission. When a military
organization planning for CD operations must meet specific JOPES requirements, it should
refer to CJCSM 3122.01A (JOPESVolumel) and other manualsinthe CJCSM 3122 series
for gpecific procedures and formats.

c. JOPP, described in JP 5-0, Joint Operation Planning, is a less forma but proven
analytical process that provides a methodical approach to planning at any organizationa level
and at any point before and during joint operations. Most planning below the strategic level
for the employment of military capabilitiesin CD operationswill occur using JOPP. The
focusof JOPPison theinteraction between an organi zation'scommander, staff, the commanders
and staffs of the next higher and lower commands, and supporting commanders and their staffs.
Although the ultimate product isan OPLAN or operation order (OPORD) for aspecificmission,
the process is continuous throughout an operation. Even during execution, JOPP produces
plans and orders for future operations as well as fragmentary orders that drive immediate
adjustments to the current operation. JOPP provides an orderly framework for planning in
general, particularly for organizations that have no formal JOPES requirements. JOPP conssts
of seven stepsdepicted in Figurelll-1. Organizationsthat plan CD operations should refer
to Chaptersl11l and 1V of JP 5-0 for a detailed discussion of JOPP steps and associated
products such as misson statement, commander’sintent, and CONOPS.

d. Plan Review and Approval

(1) OPLANsor OPORDs prepared per JOPES in responseto the JSSCP, CPG or other
directivesrequirereview and gpprova by the SecDef or President beforeexecution. Thesupported
CCDR submitsthe OPLAN or OPORD with its associated time-phased force and deployment
datafileto the CICS, who recommends approva or modification to the SecDef. The President
is the find approva authority for OPORDs. A CCDR aso may direct the development of
OPLANSsfor potentia CD contingenciesthat arenot discussed inthe JSCP, CPG or other directive.
These plans require approval by the CCDR or a designated approva authority. There are five
generd planreview criteriac adequacy, feasbility, acceptability, completeness, and compliance
with joint doctrine. See JP 5-0 for amore detailed explanation.

(2) Supporting commandersprepare plansthat encompasstheir roleinthe CD operation.
The supported commander normally reviews and approves supporting plans.

(3) As part of the approva process, the servicing SJA must review al OPLANS,
OPORDs, and other smilar documentsin accordance with DODD 2311.01E, DOD Law of War
Program.
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THE JOINT OPERATION PLANNING PROCESS

Mission Analysis

Course of Action (COA) Development

COA Analysis and Wargaming

COA Comparison

COA Approval

Plan or Order Development

Figure lll-1. The Joint Operation Planning Process

3. Interagency and Multinational Consider ations

a. CD operationsareinherently interagency and/or multinationa in nature. DOD supports
the USG lead agencies for both domestic and international CD operations, so military planning
requires coordination and collaboration with relevant agencies and multinational partners. This
hel ps ensure the effective integration of supporting military forces and equipment, which often
are the primary capabilities required for the CD operation. Military planners must understand
that some of the agencies and multinational organizationsthat lead or might becomeinvolvedin
CD operations will have different goas, capahilities, limitations (such as policy and resource
restraints), standards, and operational philosophies. Despite these differences, the CD planning
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effort must bring together the capabilities of disparate organizations in the pursuit of national
and theater CD goals and objectives.

b. Coordination and collaboration can be accomplished by integrating the effortsof military,
civilian agency, and multinational plannersearly inthe planning process. Military commanders
who support CD operations must ensure that interagency and multinationa planners clearly
understand military capabilities, requirements, operational limitations, liaison, and legal
congderations and that military planners understand the nature of the relationship and the types
of support they can provide. Robust liaison facilitates understanding, coordination, and mission
accomplishment. Thejoint interagency coordination group (JIACG) isaninteragency staff
group that can facilitate this process. During joint operations, aJ ACG providesthe CCDR and
subordinate JFCs with an increased capability to coordinate with other USG agencies and
departments. The JACG, an element of a CCDR’s staff, establishes regular, timely, and
collaborativeworking relationshipsbetween civilian and military operationa planners. Composed
of USG civilianand military expertsassgned to CCDRsand tail ored to meet the CCDRs specific
needs, the JJACG provides a CCDR with the capability to collaborate at the operational level
with other USG civilian agenciesand departments. J ACG members participate in contingency,
crigs action, and security cooperation planning. They provide a collaborative conduit back to
their parent organizations to help synchronize joint operations with the efforts of nonmilitary
organizations.

JP 5-0, Joint Operation Planning, provides more information on interagency and multinational
considerations related to joint operation planning. Also refer to JP 3-08, Interagency,
I ntergovernmental Organization, and Nongovernmental Organization Coordination during Joint
Operations, and JP 3-16, Multinational Operations, for additional details.

SECTION B. DEPARTMENT OF DEFENSE COUNTERDRUG
SUPPORT MISSION

4. Detection and Monitoring

The DOD rolein D&M is an important part of the overal drug interdiction process. The
god of D&M isto provide early notification to LEAS, enabling them to conduct interdictions
and searchesfor contraband, which leadsto interdictions, apprehensions, and seizures. DOD, in
consonance with the NICCP, utilizes nationd task forces to conduct D&M operations. Figure
111-2 depicts DOD assets used for D& M.

5. Drug Interdiction Process

DOD’sprincipd CD missonisD&M and thedesired end result of successful D&M isinterdiction
and gpprehensonby LEAS. Druginterdiction cantakeplaceintheair, at sea, or onland. Theseareas
often overlap, causngamultienvironment and multiagency process. Druginterdictioninthesedomains,
of whichD&M isanintegrd part, are:
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ASSETS USED BY THE DEPARTMENT OF DEFENSE

IN THE DETECTION AND MONITORING ROLE

Airborne Warning and Control Systems
Sea-and-Land-Based Radars
"Interceptor” (Identification, Track and/or Handoff) Aircraft
Maritime Patrol Aircraft
Picket Ships
Submarines
Listening Post and/or Observation Post
Unmanned Aircraft System
Helicopters
Signal Interception

Ground Sensors, Aviation Reconnaissance, and Aviation Forward
Looking Infrared

Figure llI-2. Assets Used by the Department of Defense in the
Detection and Monitoring Role

a Air CD Interdiction. Drugsmuggling by air congtitutesameansby whichillegd drugsare
broughtintotheUS. Theprincipd godsof arr CD interdiction operaionsareto deter drug smuggling by
saizing drugs arcraft, and thesmugglersand to deny smugglerssafe, direct, and economica routes. Air
CD interdictionectivitiesininternationd argoaceare conducted by the USCG and CBP, both colead
agencies, withoccasond assstancefromother agencies. PN forcesarefully integrated forcestructure
of thenationd task force. Currently, PN forcesprovide gpproximately 20% of thetota D& M force
dructure,

b. CD Operationsat Sea. Drug interdiction on the high seasand in USterritoria seasis
primarily theresponsibility of the USCG although USN and dllied vessalswith LEDETsattached
are dso involved. The CPB isthe lead agency at US POEs. Maritime CD operations focus
interdiction efforts principaly on deterring drug smuggling by identifying seaborne smuggling
routes, detecting, monitoring, handing off suspect vessels to law enforcement, stopping and
boarding vessels, seizing contraband and vessels, and arresting the suspect personnel. Over the
years, maritime smuggling methods have grown increasingly sophisticated in order to counter
enforcement efforts. PNsaso conduct CD interdictionintheair, land, and maritimedomains
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c. Land CD Interdiction. Theprimary god of land CD interdictionisto seizedrugs, drug-
related money, illegd munitions, and chemica sasthey enter or leavetheUS. Apprehensonat POES,
adongtheborder, andingdethe USisaccomplished primarily by CBP. PNsaso conduct CD interdiction
onland, indudingtargetingarfields, illicit drug production facilities, and transshipment Steswhichmay
require D& M support.

6. Detection and Monitoring Elements

Commanders must ensure that the following elements are present and operating efficiently
and effectively: intelligence, personnel, communicationssystem, physical resources, coordination
and liaison, financia resources, and logistic support.

7. Detection and Monitoring Operational Consider ations

a Toensureefficiency aswell as success of D& M operations, there must be some form of
cueing to the D&M forces. Thisintelligence “tipping” alows D&M platforms to be properly
positioned and ready to detect thetarget. 1naddition to the cueing assetsthere must be sufficient
end game assets to respond to targets reported by the D&M assets.

b. Thetarget must then be detected or cued by pre-positioned D&M assets. In the case of
an aerid target trangting over the open sea, there are a number of assets that can effect initial
detection; air assets such asairborne early warning (AEW) or modified maritime patrol aircraft,
submarines conducting covert coastal surveillance, and surface patrol assets such as naval
combatants, USCG cuitters, or ground- or sea-based radars. An envisioned common operational
picture (COP), achieved through the integration of the various sensor systems carried on these
platforms, is crucia for follow-on tracking and apprehension of air traffickers. In the case of
land targets, human intelligence is the primary source of information to cue D&M efforts.

c. Followinginitial detection, thetarget must then be sorted and monitored or tracked until
it can be handed off to LEA or PN forcesfor interception. In the case of amaritime smuggling
target, thiscan beaccomplished onthehigh seasby aUSCG LEDET on board anaval combatant.
The LEDET can conduct the boarding and search of thetarget. Land targetsmay requireincreased
support and coordination due to larger scale ground unit-type operations.

See Appendix G “ Law Enforcement Detachments,” for further details.

d. Smuggling assets employ their supporting intelligence systems and various security
measures and deceptions to avoid detection and interception. DOD and LEAS must employ
OPSEC measures and deceptions at the operational and tactical levels to influence smuggler
planning and increase the likelihood of successful US D&M operations.

e. Patrolling units should board foreign vessels only in accordance with applicable
international agreements and in accordance with published policy and TACON guidance.
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Detection and monitoring mission underway.

8. Support toOther Nations

a General. The US supportsthe security, stability, and well-being of US dlies and other
nations friendly to USinterests. Asssting cooperating nations in this effort generaly employs
the full range of informational, economic, diplomatic, and military instruments of US national
power (see Figure I11-3).

b. Typesof Support. DOD assistanceprovided for PN CD effortsmay be provided through
SA and supported by civil-military operations(CMO). Most DOD CD effortsaresupportiveof US
FID initiatives. Moreinformation about theoveral USFID programisdescribed in JP3-07.1, Joint
Tactics, Techniques, and Proceduresfor Foreign Internal Defense (FID). CD initiativesto support
other nationsarediscussed bel ow.

c. Security AssstanceProgram. SAisaprogramamedat enhancing regiond security inaress
of theworldfacinginterna or externd threats. SA isunder thesupervisonandgenerd direction of the
DOS. Themilitary portion of theprogramisadministered by DOD under thedirection of theAssstant
Secretary of Defensefor Internationa Security Affairsandthe Defense Security CooperationAgency.
CCDRshavetheresponshility for planning FID operationsfor their AOR; however, they interface
directly intothe SA processthrough thesecurity asssanceorganization (SAO) locatedinthe PN. This
actioniscoordinated with the US chief of mission (or ambassador). CCDRsareactiveinthe SA
processby advising the SAO and by coordinating and monitoring ongoing SA effortsintherAOR. SA
support areasfor CD operationsincludeequipment, services and training.
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SUPPORT OF PARTNER NATION
COUNTERDRUG OPERATIONS

Operational b Detection and
Support Monitoring

D D D Other Support Provided to Partner

Figure IlI-3. Support of Partner Nation Counterdrug Operations

(1) Equipment. PNscan obtain equipment fromthe USto meet thethreet totheir interna
defenseand devel opment.

(2) Services. Servicesare usualy provided asfollow-on to equipment support. Two
kinds of teams used in thistype of support are:

(& Quality Assurance Team. Thisteam isemployed to receive, ingpect and, if
necessary, repair equipment providedtothe PN. Their duty isfor 179 daysor less.
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(b) Technical AnalyssTeam. A technica andydsteamisnormaly deployedwhena
PN experiencesdifficulty inmaintaining USequipment or inimplementing US-designed management
techniques. Their duty canbefrom 179 daystotwoyears.

(3) Training. Thetraningdement of SA isasgnificant meansof asssancefor andtraining
for PNs. The CCDR can providetraining by specid operationsforces(SOF), conventiond forces, or
acombination of both. Thefollowingaretheprimary typesof teeamsor programsthat canbeemployed:

(8 MobileTraining Team. A team tailored to train PN personnel in the type of
support that the PN requires.

(b) Extended Training ServiceSpecialigs. Personne employed over alonger period
toasssaPN totrainitsowningructor cadre.

(¢) Technical AssstanceField Team. A team deployed over along periodtotrain
PN personnd on PN equipment-specificmilitary skills.

(d) PN personné trainingconducted intheUnited Sates. Internationa military
educationandtraining (IMET) and foreign military financing program fundscan beexpended to bring
PN personnd totheUSfor inditutiona-typetrainingat USmilitary fecilities.

(e) Joint Combined Exercisefor Training. USmilitary unitsdeploy toan PN for
traning to enhancether operationd readinessand providethe added benefit of srengtheningthe PN's
operations.

d. Civil-Military Operations. CMO contribute sgnificantly toan PN’sinterna defenseand
devel opment process, facilitate US operationsinforeign countries, and can enhance USCD interests
abroad. CM O areactivitiessupporting military operationsthat embracetherdationship betweenmilitary
forces, civilianauthorities, and the PN’ spopul ation. CM O supported by civil affairs(CA) operations
and psychologica operations (PSY OP) haveamg or impact on CD operations. Other areasinclude
foreign humanitarian ass stance (FHA), humanitarian and civicassistance (HCA), and military civic
action(MCA).

e. Civil AffairsActivities. CA activities are those activities performed or supported by
CA that enhance the relationship between military forces and civil authorities in areas where
military forces are present; and involve application of CA functional speciaty sKills, in areas
normally the responsbility of civil government, to enhance conduct of CMO.

Further information on CA operations may be found in JP 3-57.1, Joint Doctrine for Civil
Affairs.

f. Psychological Operations. PSY OPingenerd, and denid and deception operationsinparticula,
havethegrestest potentid tosgnificantly impact theproblemset. PSY OPsupport USnationd objectives,
DOSgods, and embassy mission performance plans. USPSY OP support canbeovert and at the
sametimebetailored so that theemphasisisplaced on PN capability and execution. PSYOP, a a
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minimum, can provideinformation support and trainingin CD operations, but cannot deve op programs
or productsthet target UScitizenseither insdeor outsdetheUS. DODD 3321.1, Overt Psychological
Operations Conducted by the Military Services in Peacetime and in Contingencies Short of
Declared War, tasks each combatant command to implement an Overt Peacetime Psychological
OperationsProgram and identifiesthe gpprova procedures.

More information on PSYOP may be found in JP 3-53, Doctrine for Joint Psychological
Operations.

g. Military CivicAction. MCA programshelp build aPN’sinfrastructureand strengthenits
governmentswhileenhancing thel egitimacy and popular support of thenationd governmentandmilitary.
Thisisaccomplished by usng mostly indigenousmilitary personnd to conduct construction projects,
support missions, and provideservicesuseful totheloca populaion. Thesemissonsmay involveUS
supervisonand advice, but will dwaysbeconducted by thelocd military. MCA projectsaredesigned
toimprovethe PN in such areas as education, training, public works, agriculture, transportation,
communications, hedlth, sanitation, and othersthat contributetoitseconomicand socid devel opment.
Theseprogramsareespecialy hd pful wheregaining public acceptanceof the PN’ smilitary isimportant
tothelong-term successof CD operations.

h. Foreign HumanitarianAssgance. FHA employsUSmilitary personnd to promoteurgent,
nonmilitary objectives. The Deputy Ass stant Secretary of Defense (Peacekeeping and Humanitarian
Affars) (DASD[P&HA]) managesand approvesal FHA programsfor DOD. FHA canbeincluded
inthe CCDR’soverall FID plan, but it ismost often provided in response to unforeseen disaster
gtuaions. Properly coordinated and responsve FHA, incorporating active PSY OPand CA activities
canbeingrumentd inbolstering an PN’ sinternd defenseand devel opment.

i. Humanitarian and CivicAssstance. HCA isassstanceto thelocal populaceprovided by
predominantly USforcesin conjunctionwith military operationsand exercisesauthorized by Title 10,
USC, section401. Assgtanceislimited tomedicd, dentd, veterinary careand preventivemedicine;
well drilling; and rudimentary construction of surfacetrangportation systems, basic sanitationfacilities,
andrepair of publicfadlities. Assstancemudt fulfill unit training requirementswhichincdentaly creste
humanitarian benefit tothelocd populace. The DASD(P&HA) isd sorespongblefor themanagement
of thisprogram. Coordinationwiththe USAgency for Internationa Devel opment and thecountry team
isdsovery important to efficient HCA operations. TheHCA programismoredecentrdizedthan FHA,
thusalowingthe CCDR greeter influenceintheAOR. Theincorporation of CA and PSY OPisaso
importantin HCA projectsto get themaximum CD benefit.

9. Host-Nation Support to USForces
a Typesof Support. Hogt-nation support (HNS) to USforcesisnormaly based on agreements

that commitaHN to providespecific support according to prescribed conditions. Typesof support that
canbeprovidedincdude:
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The Department of Defense, through its combatant commanders, provides a variety of
humanitarian and civic assistance that support counterdrug operations.

(1) GovernmentAgency Support. HNS government agenciesthat provide servicescan
directly orindirectly providesupport. Support such astelephones, refuding support, eectrica supplies,
security, and smilar HN policeunitstothe CBPpoliceare someexamples.

(2) HN Facilities. Thiscouldincludetheuseof buildingsand facilitiesfor heedquarters,
billeting, maintenance shops, or other activities.

b. Contractor Support. Suppliesand services such as laundry, bath, transportation, and
suppliesor equipment that cannot readily be shipped from the continental United States(CONUS)
can be contracted by USforces.

c¢. FactorstoConsder inHNS. HNSmay beappropriatein some CD operations. However,
extreme care must be exercised to avoid negative results. Impacts on thelocal economy and Cl
concerns stemming from employment of local-hire domestics and support personnel must be
carefully weighed.

10. Communications
a General. CD operationsdepend onarespons vecommunicationssysem— onethat alows

commanders, LEA directorsand their saffstoinitiate, direct, monitor, and react to drug interdiction
operations. Thiscommunicationssysemmust draw al agpectsof these operationstogether and support
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all phasesandfacetsof CD operations. CD communication systemscong s of thefadilities, equipment,
procedures, and personnd essentia for commandersor directorsto plan, direct, and control operations
of forcespursuant tothemission. The purpose of these systemsisto passinformation (commands,
data, and reports) andintelligenceto and from operationa forces.

b. Communication Systems. No one single suite of communication systems support the
entire CD operationa spectrum. Instead, CD communication systems architecture draws from
multiple agency systems that are integrated between commands and agencies to facilitate the
intelligence, operations, and administrative or logistic requirements of the users. Secure
communications should be used to the maximum extent possible in support of CD operations.
Employment of secure communications systems reduces the effectiveness of drug traffickersin
gaining intelligence resulting from monitoring CD operations radio and telephone systems.
Nonsecure communications provide drug traffickers with invaluable tactical information that
may alow them to evade or circumvent D&M, aswell asinterdiction and apprehension forces.

¢. JP6-0, Joint Communications System, contains approved doctrine for communications
system support and outlinesthe respongbilities of the Services, commands, and DOD agencies,
with respect to communications system support. In addition, the Joint Staff communications
system directorate sponsored publications on “Intelligence Communications Architecture” for
the combatant commands and JTFs provide classified C2 information. The anti-drug network
(ADNET) provides an effective communications network for CD operations.

See Appendix H, “ Counterdrug Communications Systems,” for more information.
11. Intelligence

Theprincipa CD objectivesof thel C areto providetimely and focused intelligencetotactica
forcesinvolvedinD&M dfforts, LEA interdiction efforts, and USG programssupporting thedevel opment
of CD cepabilitiesof PNs.

a Intdligence Planning. Counterdrug intelligence preparation for operations (CDIPO)
is an intellectua process of analysis and evaluation that is modified from traditiona military
joint intelligence preparation of the operationa environment (JPOE). CDIPO identifieslikely
trafficking routes and the most efficiently alocate of scarce resources to locate, track, and
apprehend drug traffickers. CDIPO isacycdlic, five-step process consisting of operational area
evaluation, terrain analysis, weather analysis, threat evauation, and threat integration with all
stepsbeing performed continuoudy and smultaneoudy. Figurelll-4 depictsthe CDIPO process.

(1) Operational AreaEvaluation. Operationd areaeva uationinvolvestheassessment of
thedrug trafficking areawithregard totheoverdl natureof the PN’ spopulation, friendly forces, threst,
andtheoperationa environment. Thisevauationwill assst the CDIPO andyst inidentifyingwhat
additional information and support will be required to completethe CDIPO. Inlater stepsof the
process tarrainandweather withintheareaareeva uated to determinehow they will affect CD operdtions
ingenerd. Drugtraffickersexpectedto operateinthearessarethen eva uated to assessther capatilities
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COUNTERDRUG INTELLIGENCE PREPARATION
FOR OPERATIONS PROCESS

ANALYSIS

THREAT OPERATIONAL

EVALUATION AREA
EVALUATION

THREAT

WEATHER TERRAIN
ANALYSIS ANALYSIS

EVALUATION |

Figure lll-4. Counterdrug Intelligence Preparation for Operations Process

inrelationtotheterrain, westher, and themisson of CD forces. The CD “ operationd environment”
consgsof theareaof operations(AO) andtheAOl. Theseareviewedintermsof width, depth, and
time. TheAQ isthe geographic areawhere CD forces have been assigned both the authority and
responsbility to conduct CD operations. TheAOI extendsbeyondtheAO and consistsof areasin
whichinformation on smuggling may bedevel oped or inwhich activity affecting the operation may
OCCL.

(2) TerrainAnalyss. Terrainandys sfunctionsare performed to reducetheuncertainty
regarding theeffectsof terrain ondrugtrafficking activities. Determining how theterrainwill influence
drugtraffickerswill asss theandyst in predictingwheresmugglerswill move. Terrainfactorswill affect
each modeof travel used by thetraffickersdifferently. Therefore, each mode of transport must be
independently evaluated. Terrain analysisin CDIPO focuses onthedrug trafficking aspectsof the
terran.
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(@ Obsvation. Obsarvaioninvolvestheinfluenceof theterrainonthereconnaissance
and surveillance cagpabilitiesof both drug traffickersand CD forces. InCDIPO it referstovisud and
eectroniclineof aght (LOS). Traffickerswill attempt to exploit thenatura featuresof theterrainto
minimizetheeffectivenessof visud observation andthat of communi cationsand e ectronic monitoring

equipment.

(b) Concealment. Concedment is protection from air and ground observation.
For drug traffickers, it is vital to avoid detection and interdiction by CD forces. The andyst
determines the amount of concealment afforded by the terrain and vegetation and considers
observation from both the ground and air. Drug traffickers can be expected to move where the
vegetation and terrain offer the best concealment. Air traffickers use both traditional and
unconventiona conceal ment techniques. Traditional techniquesto avoid detectionincludeusing
highterrainto avoid ground-based radar detection and changing courseto break over-the-horizon
radar lock. Unconventiona techniques do not involve avoiding detection, but infiltrating into
the flow of legitimate air traffic, through filing phony flight plans, switching tail numbers, and
fasfying cargo manifests.

(c) Obstacles. Obstaclesare natural or man-made features that stop, impede, or
divert the movement of traffickers or CD forces. Obstacles are an important anaytical factor
during terrain analysis. The anayst must determine the location of obstacles to foot, horse,
mule, vehicular, and air movement aswell aswhat effects removing, overcoming, or bypassing
these obstacles will have on trafficking operations.

(d) Key Terrain. Key terrainisan areathat provides amarked advantage to the
controlling or occupying force. The most important aspect of theterrain to drug traffickerswill
be locations that facilitate logistic support and security.

(e) Avenueof Approach (AA). AAsare anayzed from the perspective of both
the drug traffickers and CD forces. AnAA isan air or ground route of an attacking force of a
given sizeleading to its objective or to key terraininits path. 1n CD operations, AAsmay bea
trail in the jungle, astream, river, the ocean, flight corridors or routes the drug traffickersuse to
transport their products in and out of a country. JPOE assist in identifying AAs while using
terrain, wesather, history, and other elements of the AO and AOI. AAs are air, maritime, and
ground routes available for trafficking or movement of CD forces. The factors used to andyze
AAs are based on terrain, intelligence, and statistical history.

1. Trafficker terrain considerationsinclude:

a Alternateroutes. Traffickerswill seek dternateroutesto providethem
witharangeof optionstoavoid CD forces.

b. Escaperoutes. Traffickerswill attempt to useroutesthat providerapid
withdrawd from crossng or sash Stes.
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c. Security. Traffickerswill select routesthet offer themthegreatest security.

d. Crossing stes. Obstacles such as rivers and open areas with no
conced ment constitute danger areas for traffickers.

2. Factorsindicating possible trafficking activity include:

a Evidence of eectronic surveillance or communications equipment.
Traffickersroutinely use el ectronic surveillance equipment to monitor law enforcement activity.
Communicationsequipment isal so used by them to coordinate smuggling operations. Trafficker
use of surveillance and communications equipment correlates to trafficking activity.

b. Visual signs of trafficking activity. Visua indicators of smuggling
include the discovery of abandoned or stashed |oads, drug packing or waterproofing debris, and
vehicle or foot tracks crossing the border between POES or in other areas where legitimate
trafficisunlikely.

c. Logistic support factors. Aswith any activity involving the transport
of personnd and materias, drug trafficking requires a system of logistic support. Some of the
logistic support factors that correlate to drug trafficking are:

(1) Transportation networks, such as rivers, raillroads, and public
and private roads to which the traffickers have access.

(2) Known or suspected property (structuresor land) controlled by
trafficking organizations that may facilitate the storage and movement of drug loads.

(3) Known or suspected stash sites and staging areas for drug
shipments.

(3) Weather Analyss. Weather in an area is andyzed to determine its effect on
trafficking activity and CD operations. Andysisof terrain and weather together showsthe ease
or difficulty of movement through an area.

(4) Threat Evaluation. Anessentia element to threat evaluation isthe development
of a drug trafficker database. Database information should include organizationa structure,
modes of operations, and personal dataon known smugglers. A completed databasewill provide
atool to assesstrafficking organizations, their AOs, capabilities, and operationd trendsor patterns.
After andyss thisinformationtransformsinto knowledgeabout therdativeintengty of drugtrafficking
inspecificareas, theamount of support thetraffickersreceivefromthelocal population, and potentia
aressfor futureactivity.

(5 Threat Integration. Threetintegrationreatesthedrugtraffickers modeof operation,
established trends, and patternsto the terrain and westher in order to predict where and when drug
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traffickerswill move. Duringthreat integration, theintelligenceandys devel opstwoimportant decison-
makingads thenamed areaof interest (NAI) and thedrug trafficking event template.

(8 NAlsareareaswheredrugtrafficking isexpected to occur. Activity or lack of
activity within an NAI will help confirm or deny a particular drug trafficking route. NAls
facilitate intelligence collection and analysis for several reasons and help:

1. Focusattention on areaswheretrafficking forcesmust appear if they have
selected aparticular route.

2. |dentify when and wheredrug traffickerswill employ their reconnai ssance,
aurvelllance, and counter-reconnai Ssance assets.

3. Frame drug trafficking significant events by time and location.

4. Information thresholds can be assigned to each NAI. These confirm or
deny that the expected activity has occurred within the established time limits.

5. Expect events to occur within NAIs which can be targeted by CD
reconnai ssance and surveillance assets.

(b) Event templating analyzes significant drug trafficking activity and expected
smuggling events in order to provide indicators to the traffickers intentions. By recognizing
what the traffickers can do, and comparing it with what they are doing, predictions can be made
about what they will do next. Event templating iscritica to proactive CD operations. Theevent
templating process can be expanded to include actions that traffickers might take to avoid CD
forces. It can dso be used to predict changesin trafficking patterns and future operations. Event
templating:

1. Enablestheintelligence collection manager to develop precise, prioritized
collection requirements based on probable drug trafficking behavior.

2. Providesthebasisfor thefina product of the CDIPO process, thedecision
support template.

3. ldentifiesthoseareasinthe CD AO wheresgnificant eventsand trafficking
activitieswill occur and where interdiction targets will appear.

4. ldentifiesdecisonpaintswheredrugtrafficking eventsrequiredecisonsinupport
of interdiction and show the deadlinefor making thosedecisons.

b. IntdligenceEstimate. Theintelligence estimateisawritten summary of theterrainand
wegther analys sand enemy eva uation devel oped duringthe CDIPO. It providesanarrativestudy of
drugtrafficker capabilities, limitations, and most likdly coursesof action. Whilethe CDIPO processand
itsproductsprovidedecision-making aidsfor the CD force commander and guidanceto thestaff in
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preparing thejoint operation plan, theintelligence estimate providesthisessentid informationtothe
organizationsand personnel whowill executetheplan. CDIPOisthemechanismfor conductingthe
collection and eva uation, collation, and andys ssteps of theintelligence process, theestimateisthe
primary meansof accomplishing thedissemination of intelligenceduring joint CD operationplanning.

c. CD Intelligence Picture

(1) More than ever, DOD works with OGAs to integrate and use intelligence
information. DOD, through its ISR efforts, conducts detection and monitoring operations and
theresults are disseminated to interested L EAs and posted on appropriate DOD web sites. This
is done through severa organizations to include: combatant commands, JATFs, nationa 1C
agencies, USCG maritime intelligence fusion centers, CBPAir Marine Operations Center, and
the DEA EPIC dl providing an integrated, interagency approach to CD efforts that has proven
successful. Analysisisalso coordinated by DIA with other |C agencies. DOD and OGAs share
intelligence and other information on drug threats with foreign authorities through a variety of
agreements and mechanisms. US federal agencies also increasingly assist foreign countriesin
building their capacity to collect, andyze, share, and exploit CD intelligenceand other information.

(2) Developingtheintelligence picturewithinthe AO itself isaccomplished from two
perspectives. First, from amultinationa and/or joint perspective the combatant command J-2is
responsible for developing the CD intelligence picture. For example, the USSOUTHCOM J-2
would be responsible for developing the CD intelligence picture within the USSOUTHCOM
AOR. Second, from aninteragency perspectivetheresponshilitiesliewith therespective embassy
country teams. The CD country teams could, for example, include the DEA country attaché,
State Department NarcoticsAffairs Section/International Law Enforcement Representative, DOD
CD personndl, and additional interested or responsible agencies. The US country team would
also provide andysis of other countries CD intentions and capabilities. In specific regions,
specid JATFs were established to approach the CD problem set from aregiona perspective.
JATF-S, for example, is an interagency task force with responsihilities, in part, for developing
the CD intelligence picture for the region between 279West and 120°West, and 30°North and
Antarctica. The JATFs increasingly include foreign liaison officers for developing the CD
intelligence picture for Latin America

12. Planning Support
Providing planning support to US LEAs must take into account the following factors:
a Background. Theamount of experiencesenior law enforcement officidshavewith military

operationsand proceduresvarieswiththeagency. Military plannersmust educatethemsavesonthe
culturd differencesthey havewith civilianlaw enforcement personnd to ensuremisson success.
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b. Misson. Different agencieshavedifferent legal mandates, and thusareas of emphasisand
operating methods. Arresting suspectsand seizing assetsrequiressubstantial investment intimeand
resources, but isonly onestepinalengthy and complicated lega process. Somewhat like post-combat
CA andmilitary policeoperationsafter amilitary campaign, planning along-rangestrategy must teke
into account thesupport requirementsnecessary to capitdizeoninitial investigative successesinthefidd.
A criticd factor inunderstanding an agency’ smisson, andwhy it operatestheway it does, isthemethod
by whichit definesitssuccess. Measuresof effectiveness(MOES) vary between agencies, affecting
their operating phil osophy and sometimesputting those philosophies, andin somewaystheir operationd
gods, a oddswith other organizationsinvolvedinthedrugwar. Nosngleset of measuresisacceptable
todl agencies.

c. Internal Environment or Organization. At the federd level, the agencies involved
differ sgnificantly in how they organizeto executetheir missions. The planner must understand
how each mgjor subordinate organizational element supports the other in that misson. Some
agencieshavelittle experienceinlong-range planning and what doesexist is often spread among
anumber of offices. The senior management’sfocus may be on operations— at the expense of
supporting systems, i.e., the intelligence, technical, logistic, contracting, or administrative
elements. DOD personnel assigned to planning support duties should be prepared to educate,
and inturn be educated by, their counterpartsin the LEA that they are supporting. Normally, this
process is ongoing throughout the support effort, requiring flexibility, diplomacy, an ability to
speak the supported agency’s language, and a willingness to tailor prior experience and
methodol ogy to that organization.

d. External Environment. Some agencies operate exclusvely within the US; othersare
extensvely involved in activitiesin foreign countries. Thesejurisdictionssubstantially ater the
planning requirements, but DOD experiencein such missionsisusually recognized, particularly
inthe case of overseas operations. Interagency relationships and interaction vary, depending on
past experience between the different federal departments and their associated agencies and the
organizationa level involved. As discussed in the previous paragraphs, missions and MOES
differ, at times generating disputes over operationa and resource priorities that can become
particularly acuteat the headquarterslevel. Joint planning effortsat thetactical level arenormally
easer to compromise on and implement than those at higher headquarters.

13. Logistics

DOD can make a substantial contribution in logistic support of LEAS including those
agencies’ international operationsand ass stancethrough the DOStoforeign authorities. Typical
categoriesof support to USLEAsareexecuted under authority of Title 10, USC, section 372, which
authorizes SecDef, inaccordancewith other gpplicablelaw, to makeavallableany equipment (induding
associated suppliesand spare parts), basefacility, or researchfacility of DOD to any federd, Sate, or
locd dvilianlaw enforcement officid for law enforcement purposes. Additiondly, section 374, authorizes
SecDdf, inaccordancewith other gpplicablelaw, tomekeavailable DOD personnd for themaintenance
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Versatile C-130 aircraft transport logistics and people in support of counterdrug
and civil affairs operations.

or operaionof equipment for federd, ate, andlocd avilianlaw enforcement officid's ind uding equipment
madeavailableunder section 372. Logigticsupport will bestructured to achieveunity of effort; vishility
of requirements, resources, and cagpabilities; and rgpid and preciseresponse. To effectively meet the
needsof thejoint forcelogistic support must be characterized by theright capacity, sca ability, agility,
control, and time-assurance qualitiesto effectively support LEA authorities. For themost part, costs
incurredin DOD logistic support of LEAsarereimbursable. Nonfedera LEAsshould providethe
supporting activity with afund advance based on the estimated cost of equipment and services. The
systemused to account for the cost of DOD support tocivilian LEAsneed not bedifferent fromexisting
datacollection systems (e.g., Vehicle Interactive Management System). For airlift services, the
Transportation Working Capita Fund accounting proceduresapply.

a Transportation Support. Surfacetransportation assetsare usualy wheeled vehicles of
various types. Air transportation of LEA personnel, equipment, and apprehended suspects is
available and can be provided by rotary- or fixed-wing assets. When air transportation to adrug
apprehension siteisrequired, themission requiresadvance approval by the USAttorney Generd.
Further information on airlift support is available in JP 3-17, Joint Doctrine and Joint Tactics,
Techniques, and Procedures for Air Mobility Operations. Maritime transportation of LEA
personnel, supplies, and equipment is available and may be provided by US Transportation
Command (USTRANSCOM), the USN, or commercia shipping.

b. MaintenanceSupport. Theuseof DOD personne to operate, maintain, or assstinoperating
or maintaining equi pment islimited to Situationswhen thetraining of non-DOD personnel would be
infeasibleor impractica fromacost or time perspective, and woul d not otherwise compromisenationd
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Security or military preparedness. LEAsmay request DOD personnd to operate, maintain, or assistin
operaing or mantaining equipment for their agencdies. Such assgancemay notinvolve DOD personnd
inadirectroleinalLEA operation.

c. Engineer Support. Engineer support varies from individual expert advice on terrain
denia and construction management to battalion level vertical and horizontal construction
operations. Thegoal of thissupport istoimprovetraining facilitiesthat enhancelaw enforcement
drug interdiction efficiency as well as upgrade US border roads, fencing, security lighting, and
tunnel detection support that reduce the availability of illegal drugs. The supported LEA must
provide any required material and comply with legal environmental and cultural documentation
requirements.

JP 3-34, Joint Engineer Operations, provides additional information on engineering support.

d. Facilities Support. DOD may make base facilities available to federd, state, or local
LEAs. Theseincludesuchfacilitiesasbuildings, training areas, andfiring ranges. Thesefacilities
are generally needed ether in conjunction with training being conducted by the LEASs or by
DOD forces providing training support to the requester(s).

e. Equipment Support

(1) TheLaw Enforcement Support Office (LESO) administers and executes Title 10,
USC, section 2576aauthorized by SecDef, inaccordancewith other gpplicablelaws, totrandfer excess
DOD persond property to federa and state LEAS, with speciad emphasis given to CD and
counterterrorismactivities. LESO located at Fort Belvair, Virginiawas established to manageand
coordinaethetrander of excessDOD persond property toLEAS. LESO operatesunder themanagement
of the Director, Defense L ogisticsAgency (DLA) with policy oversight by OSD Ass stant Deputy
Undersecretary of Defense Supply Chain Integrationand theAttorney Generd. Additiond information
may befound onthe LESO webste: hitps/pubweb.drmsdamil/cmig.

(@ Requestfor support canberecaived by LEAS, whoareenrolledinthe1033 Program
withgovernor gppointed tatecoordinator thet haveas gned current memorandum of agreement (MOA),
betweenthestateand DLA. LEAsmust havearrest and gpprehengonauthority.

(b) Thefind authority for goprova or denid of requestsfor LEAsrestswith LESO.

() LEAsmay screen property fromthe DefenseReutilization and Marketing Service
websteat www.drms.diamil or physicaly gotoaDefense Reutilization Marketing Office. TheLEA
must forward their request to their governor gppointed state coordinator for gpprova, upon gpproval it
will then besent to LESOfor find approvd.

(d) StateparticipationdetailsareoutlinedintheMOA, betweenthestateand DLA.

(&) Qudifying DOD agenciesmay submit request for DOD excesspersond property
without gpprova from LESO.
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(2) Title10, USC, section 381, dlowsstate and local governmentsto purchasenew law
enforcement equipment suitablefor CD activitiesthrough DOD. Thisprogramismanaged by theArmy
G-4with LESO acting asaliai son between DLA and thedesignated state point of contact.

f. Military Working Dog Support. Military working dogs and their handlers can be
provided to conduct limited support to LEAS. The provisions of that support are provided in
detail in DOD Ingtruction (DODI) 5525.10, Using Military Working Dog Teamsto Support Law
Enforcement Agenciesin Counterdrug Missions.

14. Training

a General. The SecDef has approved initiatives to broaden the DOD training support of
the NDCS. Theseinitiativesinclude:

(1) Detailing military personnel to federal LEAS to perform liaison, training, and
planning functions.

(2) Authorizing military personnd to provide speciaized training for future supervisory
personnel in state and local rehabilitation-oriented training camps for firgt-time drug offenders.

(3) Authorizing DOD and its operational unitsto expand programsfor training LEA
personnel inlanguages, planning skills, logistics, communications, tactics, equipment operation
and maintenance, and intelligence.

b. Typesof TrainingSupport. DOD canprovidePNsand USLEAswiththefollowingtraining
support toenhancether CD efforts

(1) Training Support to Partner Nations. Most training support to PNsisprovided
throughDOSSA, DOD CD, or DOSCD funding. Programsdigiblefor thisfunding must bevetted
through alegal processto ensure conformancewith the Foreign AssistanceAct. However, some
programsthat are conducted in conjunctionwith PNsarenot part of SA. Thoseinclude:

(@ Jointmultinationd exercisesfor traning.
(b) Operations planning groups.

(©) Joint and multinational exercises.
(d) JointPanningAssganceTeam.

(2) TrainingSupporttoUSLEA. 1tisDOD policy (DODD 5525.5, DOD Cooperation
with Civilian Law Enforcement Officials) that no advanced military training will be providedtoUS

avilianlaw enforcement agency (CLEA) personnd , excgpt asnoted bd ow. “ Advanced military training,”
inthecontext of thispalicy, isdefined ashighintengity training whichfocusesonthetactics, techniques,
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and proceduresrequired for goprehending, aresting, detaining, searching for, or saizingacrimina suspect
whenthepotentid for aviolent confrontationexigts. “ Advanced military training,” includesadvanced
marksmanship (indudingsniper training), military operationsinurbenterran (MOUT), advanced MOUT,
closequartershattleand close quarterscombat, and smilar specidizedtraining. It doesnotinclude
bescmilitary skillssuch asbascmarksmansghip, patrolling, misson planning, medicd, and surviva kills

(3) Asasinglegeneral exceptiontothispolicy, the USArmy Military Police School is
authorized to continue training CLEA personnel in the Counterdrug Speciad Reaction Team
Course, the Counterdrug Tactica Police Operations Course, and the Counterdrug Marksman or
Observer Course. Additionally, on an exceptional basis, the Commander, US Specia Operations
Command (USSOCOM) may approve such training by SOF. In such cases, USSOCOM wiill
inform the Executive Secretary to the SecDef of the training support provided. Similarly, the
USArmy Military Police School will continue to report training performed in accordance with
existing procedures.

(4) TheUSCG haslimited, independent authority and gppropriationsto conduct training
or provide technical assistance to foreign nationas. Funding is provided through awide range
of funding sources including IMET, foreign military sales, INL, and combatant command
initiatives. An agreement with the Department of the Navy establishes USCG participation in
the delivery of SA programs authorized by the Foreign Assistance Act and the Arms Export
Control Act.

(5) Federal Law Enforcement Training Center (FLETC). As a component of
DHS, the FLETC serves as an interagency, intergovernmental, and nongovernmental law
enforcement training organization for 81 federal agencies. FLETC providesbasic and advanced
training for al federal LEAsinvolved in drug law enforcement (except DEA and the FBI). The
Center also provides services to state, local, and international law enforcement agencies. The
Center conducts advanced programs in areas such as microcomputers, photography, contract
fraud, crimina intelligence analysis, antiterrorism, and marine law enforcement, and provides
severa instructor training courses. Themajor facility islocated at Glynco, Georgia. For further
information and requests for training contact FLETC at 912-267-2100 or www.fletc.gov.

(6) National Guard Counterdrug School Programs. The National Guard
Counterdrug Schools Program consists of four schoolsthat provide no cost training to members
of LEAs, military, community-based organizations, education fields and the drug prevention
professon. Training is provided throughout the US and its territories and is exportable for
outs dethe continental US support to USDOS, DEA or combatant command security cooperation
requirements. Theschoolsprovidebas cto advanced levd training programs, tosupport druginterdiction
and drug prevention operations. School ingtructorsarenationaly recognized expertsintheir fiddwith
extensveeducation, training, and experiencefromthe LEA, military, education and preventionfie ds.
Toassgincogt savingsto sudents, theschool sa so offer distanceand ditributivelearning programs.

(& Midwest CounterdrugTraining Center (MCTC). MCTCislocated a Camp
Dodge, Johnston, lowa. It providesresidential coursesand mobiletraining upon request primarily to
theMidwest regionof theUS. MCTC Coursesrangefromthetactica tomanagerid indl areasof drug
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interdiction and demand reduction. Resdentid sudentsareprovided|odgingand medsat nocost. For
further information and requests for training contact MCTC at 1-800-803-5632 or
wWwWw.counterarugtraining.com.

(b) Multijuridictional CounterdrugTask ForceTraining(MCTFT). MCTFT
islocated at the Southeastern Public Safety Ingtitute of St. Petersburg Collegein S. Petersburg,
Florida. It provides training throughout the 50 states and four US territories by instructor-led
classes, satdllite-based training programs, compact disc independent study courses, and online
E-Drug training courses. For further information and requests for training contact MCTFT at
1-877-575-1435 or www.mctft.com.

() Northeast Counterdrug Training Center (NCTC). NCTC is located at
Fort Indiantown Gap, Annville, Pennsylvania. It offersresidential coursesand mobiletrainingis
available upon request within the Northeast US. NCTC hasstate of the art facilitiesthat involve
high-speed smulation and other technol ogy-based programs. Residentia studentsare provided
lodging and mealsat no cost. For further information and requestsfor training contact NCTC at
1-877-806-6293 or www.counterdrug.org.

(d) Regional Counterdrug Training Academy (RCTA). RCTA islocated at
the Nava Air Station, Meridian, Mississippi and providestactical level training to thefive-state
region of Alabama, Louisana, Georgia, Tennessee, and Mississippi. RCTA offers residential
courses and mobile training upon request. Residentia students are provided lodging and meals
at nocost. For further information and requestsfor training contact RCTA at 1-877-575-1435 or
www.rcta.org.

(7) United Sates Coast Guard Maritime Law Enforcement Academy (MLEA).
MLEA islocated on the FLETC facilitiesin Charleston, South Carolina. MLEA offers courses
in Maritime Law Enforcement Boarding Operations which include enforcement, interdiction,
and case preparation. TheMarine Patrol Officer course providesfederd, sate, and local marine
patrol officerswith basic boarding proceduresand maritimefield skills. Also, aRadiation Level
I1 courseproviding trainingtolocalize, characterize, and identify radiation sourcesare offered. For
further information and requests for training contact MLEA at 843-740-6610 or
www.cgweb.mlca.uscg.mil/mleal/index.php.

c. Training Smulations. USnavd forcesusethe Enhanced Navd Warfare Gaming System
located at Tactical Training Group, Atlantic, Dam Neck, VA and Tactical Training Group Pacific,
San Diego, CA as the principal training smulation for deploying naval units. This system
though designed for general military scenarios, can be used, upon request, for CD-based (D& M)
cenaios.

15. Manpower
a General. DOD can provideavariety of skilled individualsor unitsin support of PN and

interagency CD efforts. Thissection providesdescriptionsof many, but not necessarily dl, typesof
support that may beprovided. Although severd of themgor restrictionsconcerning theuseof DOD
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personnel havebeeninc uded with the description of each category, othersmay exi<t, and consultation
withlegd personnd isimperdive.

b. Manpower Support Categories

(1) Eradication Support. Eradication is defined as physical remova of growing
plants (usudly marijuanain the US and Canadad), their growing mediums, and the associated
infrastructure (e.g., watering systems) or the dismantling of drug laboratories. Inthe US, LEA
officersmust conduct the eradi cation operations, conduct searches, seizures, arrests, and process
evidence. USmilitary can only provide support. Thissupportisnormaly only provided by NG
forcesin aTitle 32, USC statusin the US.

(2) Legal Support. SJAs provide liaison with US and foreign government legal
officialsconcerning the seizure of assetsfrom drug traffickers. USattorney officeshave primary
responsibility for prosecuting drug crimes and management of asset seizure. In foreign nations
SJAsmay provide liaison and evidence to foreign partnersin their prosecutions of drug crimes
and seizure of assets from drug traffickers.

(3) Accounting Support. Accounting specidistshelp keep track of the property seized
and assist criminal justice representatives in processing it.

(4) Diver Support. Divers from the Navy, Army, or the Marine Corps may assist
LEAsfor subsurface hull inspections. Divers may visualy inspect only and cannot attempt to
enter, search, or dter featuresthat are detected.

(5) Linguist Support. Thiscategory includestrandator andinterpreter support. DOD
personnd are not permitted to conduct real-time trandations of ora or wire intercepts or to
directly participate in interrogation activities.

(6) Liaison OfficerstoLEAs. Military personnel have been assigned to positions or
billets within LEASs and other agencies to primarily perform liaison functions. They adso can
assi g theseorgani zationsinthetraining and planning functions, asgppropriate.

(7) Criminal Investigative Support. This support assists LEAS in mgjor case
development. DOD investigators contribute their criminal investigative skillsto the analysis of
gathered, but not yet processed, evidence.

(8) Military PoliceSupport. Military policepersonnd canassst with supervisngand
coordinating activitiesfor LEA activitiessuch astemporary task forces. Servinginsuch postionsas
operationsofficers, these personnel can serveasthelink betweenthe DOD and LEA dements.

(9) IntdligenceAnalysts. These personnel can receive and processincoming reports
frommultiplesourcesin accordancewith established L EA procedures. They wouldassstinevaudting
theinformation, andyzing trafficking group composition, digoogtion, strengths, and wesknesses. They
candsohdpevduatecurrentintdligencehal dingsandidentify intelligenceggpsand additiond requirements
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Therefore, DOD personnd must work closdly with USLEA to properly passintdligencewhendeding
withUSentities.

16. Technology Transfer

The Counterdrug Technology Assessment Center is the central CD technology research
and devel opment organization of theUSgovernment. The Technology Transfer Program provides
equipment and training for deployments and operations at no cost to agencies. All equipmentis
transferred to each recipient agency and becomes the permanent property of that organization.
The USArmy Electronic Proving Ground, Specia Programs Office administers the Technology
Transfer Program on behalf of the Office of National Drug Control Policy, Counterdrug
Technology Assessment Center. Additiona information: www.epgctac.com.

17. Aerial and Land Reconnaissance Support

DOD provides reconnaissance support to CD operations in various ways. Aeria-based
reconnai ssance usesavariety of sensors, such asforward-looking infrared, side-looking airborne
radar, photographic devices, and aeria observers employed on rotary-wing aircraft, fixed-wing
aircraft, or unmanned aircraft systems. Satellite imagery is aso available. Ground-based
reconnai ssance can reconnoiter an area (private land, abandoned property, and public land) for
cultivated drug plants, laboratories, or other drug operations. This reconnaissance can be
accomplished by using: listening or observation posts, patrols, ground surveillance radars, or
remote sensors. Sea-based reconnai ssance uses ships, submarines, and aircraft to conduct littoral
reconnaissance.
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CHAPTER IV
REGIONAL COUNTERDRUG OPERATIONS

“It [narcotrafficking] makes a mockery of the principle of sovereignty in international
order. It also distorts economies and generates violence that often stretches the
thin capabilities of inadequately trained and poorly paid police forces, which are
too often vulnerable to the corrosive attraction of easy money. The military’s role
is to support the police forces within constitutional limits.”

Dr. Gabriel Marcella
Forging New Strategic Relationships
Military Review, October 1994

1. US Northern Command

a. Missions. US Northern Command’s (USNORTHCOM’s) general military mission is to
provide C2 of DOD homeland defense efforts and to coordinate defense support of civil authorities.
Its CD mission is authorized under Title 10, USC, section 124 and under the 2007 National
Defense Authorization Act, section 1021. Activities include the conduct of D&M operations
and provide operational support to DLEAS (e.g., training, transportation, and engineering support).
These operations also support other federal, state, territorial, tribal, and local agencies to interdict
and counter the flow of illicit drugs into the US. USNORTHCOM also conducts security
cooperation with PNs to stimulate opposition to the illegal production, transit, and sale of drugs.
USNORTHCOM uses JTF-N and JIATF-S to coordinate the employment of DOD forces (Active
Component [AC] and Reserve Component [RC]) in a Title 10, USC status and NG in Title 32,
USC status in operational support of LEA activities within North America and support the
AMOC’s CD D&M mission in the AOR.

b. Threat. Smuggling drugs into USNORTHCOM’s AOR by air, sea, and land constitutes
a national security threat to the US. The southern border between Mexico and the US extends
from the Gulf of Mexico to the Pacific coast and is nearly 2,000 miles long. The northern border
between Canada and the US is even longer at 5,000 miles (land and water). The Southwest
border is the principal corridor for moving illegal drugs by land into the US, although more and
more drugs are being smuggled in from Canada. Typical modes of ground transportation through
legitimate POEs include large loads in tractor-trailer trucks, smaller loads in passenger vehicles,
and people concealing drugs on their person. Drug trafficking across borders also poses a
substantial threat, as traffickers continue to search for open points along the southwest or northern
borders and employ novel methods, such as tunnels, to transport drugs across the border.

c. Strategy. USNORTHCOM’s CD objectives are designed to support DLEA efforts to
counter the flow of illegal drugs across US borders. Cooperation among nations to oppose the
illegal production, transport, and sale of drugs is emphasized. Fostering interagency cooperation
is integral to the strategy. USNORTHCOM provides CD D&M assets, and operational support
to US LEA, as well as to CD forces from PN that are combating drug production and export.
USNORTHCOM’s CONOPS is driven by mission, threat, and force available. JTF-N is the
operational headquarters for USNORTHCOM, responsible for the planning, coordination, and
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employment of DOD support to DLEAS to counter transnational threats in the approaches and
crossing the border to CDRUSNORTHCOM’s AOR. JIATF-S, in consonance with the NICCP
is responsible for D&M of air and maritime approaches to the US in the Gulf of Mexico, and in
the Eastern Pacific south of the US/Mexico border. The objective of this military support to CD
operations is to assist LEAs in their mission to detect, deter, and disrupt illegal drug trafficking.
Capability is provided using support packages drawn from a variety of sources to include AC
and RC forces. All military operations in the operational area are conducted in support of a lead
LEA.

(1) USSOCOM provides CD support to USNORTHCOM. USSOCOM provides
forces to support JTF-N law enforcement training missions.

(2) North American Aerospace Defense Command (NORAD) is a binational US and
Canadian organization. The commander of USNORTHCOM is the dual-hatted commander of
NORAD. NORAD'’s general military mission is to provide aerospace and maritime warning
and aerospace control for North America. Its CD mission, based on a 1991 exchange of notes to
the NORAD Agreement, is to “include the surveillance and monitoring of aircraft suspected of
smuggling illegal drugs into North America.” Because the use of illegal drugs constitutes a
long-term threat to North American society, the governments of Canada and the US have directed
military organizations to assist civilian agencies in reducing the international flow of illegal
drugs into both countries. In this context, NORAD’s objective is to stop undetected, unchallenged
air trafficking of illegal drugs into North America through D&M operations. These operations
serve as a part of NORAD’s overall air sovereignty mission and are consistent with the NDCS.
NORAD coordinates information with the FAA and the AMOC.

(3) Relationships With Other CD Agencies

(a) Project North Star is a binational multiagency forum consisting of
representatives of law enforcement agencies from Canada and the US. With regard to CD
operations, its goal is to improve border-wide and regional strategy, intelligence, training, planning,
and more effectively employ assets.

(b) EPIC is a DEA center that includes personnel from 15 federal agencies plus
Canadian and Texas state law enforcement officials. It is a full-service intelligence center,
which provides information related to trafficking in illicit drugs, weapons, and illegal aliens.
EPIC provides operational-level data on foreign DTOs’ trends and patterns, drug seizure data,
and related data on international drug smuggling into the US. EPIC is one of the government’s
principal tactical intelligence centers.

(c) CBP conducts aerial D&M operations of drug trafficking within the
USNORTHCOM AOR. Itshares air CD interdiction operations within the AOR with the USCG.
AMOC coordinates the interception and apprehension of traffickers attempting to enter the US.
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2. US Pacific Command

a. Missions. The general mission of USPACOM is to maintain the security of the USPACOM
AOR and to defend the US against attack through the Pacific Ocean. The CD mission is to provide
intelligence to PNs and US LEA and security assistance and support to PNs within the AOR.

b. Threat. Because of the vast geographic size and maritime characteristics of USPACOM’s
AOR, the majority of transit zone operations for combating drug traffickers are maritime in
nature. There are few geographic choke points and numerous open maritime approaches to the
US West Coast, Alaska, and Hawaii. Also, drug traffickers tend to ship drugs using multiple
platforms while en route. Air smuggling operations are restricted by the great distances involved.
The high value and ease of concealing low volumes of cocaine and heroin make them some of
the easiest drugs to smuggle and the most difficult to detect. The threat can be divided into two
areas; Southeast Asia and Southwest Asia. Primary drugs of interest and methods of transportation
are different for each area and require specialized methods of interdiction. While cocaine remains
the number one drug moved through the USPACOM AOR, heroin and hashish are the principal
drugs produced in the AOR.

c. Strategy. To counter the drug trafficking threat in this vast AOR, an all-Service, all-sensor and
all-agency effort is required. To accomplish this goal, USPACOM’s JIATF-W intelligence process is
the key to understanding drug production and distribution trends. This fusion of intelligence allows US
LEA and PN CD forces to be employed more effectively to interdict illegal drug activities. JIATF-W’s
emphasis on the production of tailored intelligence products, training of PN CD personnel, and the
development of CD policies and plans results in effective CD programs in the Asia-Pacific region.
JIATF-S executes much of USPACOM’s D&M mission. The JIATF-S joint operations area (JOA)
encompasses portions of the USPACOM AOR. This authority requires extensive sharing of an aerial
and maritime COP, as well as coordinated operations and hand-offs between USSOUTHCOM and
USPACOM.

3. US Southern Command

a. Missions. USSOUTHCOM’s general military mission is to conduct military operations and
promote security cooperation to achieve US strategic objectives. One of those strategic objectives is
the reduction or elimination of illicit drugs that are smuggled into the US. The strategic concept for this
mission is that USSOUTHCOM, in concert with friendly nations in the region, deters aggression,
strengthens democracies, enhances military professionalism, and, should deterrence fail, conduct combat
operations. The CD mission is to provide military support to the CD efforts and programs of US
agencies and committed allies by providing training and operational support, equipment, technological
advice and maintenance support to the nations’ CD organizations and to participating US law enforcement
agencies. JIATF-S has been instrumental in using intelligence to focus its successful CD efforts in this
region. JIATF-S executes USSOUTHCOM’s D&M mission.

b. Threat. Drug traffickers in South and Central America have developed the production,
transportation, and distribution of illegal drugs into an extremely well-organized business. They have
managed to saturate the US market and are expanding into Europe. Money from the drug trade has
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been used to corrupt public officials, military leaders, and police officials; thereby enabling the movement
and expansion of this business enterprise. The drug threat from this region includes cocaine, heroin,
marijuana, and methamphetamine. Contraband transportation is accomplished by land, sea, and air.

c. Strategy. The CD strategy is integrated into its theater military mission because illegal drug
production and trafficking problems cannot be separated from the economic, social, and political ills of
the region. The principal objective is to eliminate or prevent the production and transshipment of illegal
drugs into the US. To accomplish this objective, support is provided to the PN to:

(1) Establish positive control over their sovereign territory.

(2) Enhance capabilities to interdict and arrest drug traffickers.

(3) Support efforts to strengthen democratic institutions and PNs’ political will.
(4) Respect and protect their citizens” human rights.

(5) Enhance military professionalism.

(6) Support efforts toward continued economic and social progress.

(7) Enhance capabilities to combat and defeat drug-related insurgent and terrorist
threats.

d. The JIATF-S has the authority and responsibility to conduct CD operations in a JOA
covering portions of the USNORTHCOM’s AOR. JIATF-S is responsible for D&M of the
southern approaches to the US (less Mexico) to 100 nautical miles (nm) from CONUS for
aircraft and 12 nm for maritime traffic. This responsibility requires extensive sharing of an
aerial and maritime COP, as well as coordinated operations and hand-offs between
USSOUTHCOM and USNORTHCOM.

4. US Central Command

a. Missions. US Central Command conducts operations to attack, disrupt, and defeat
terrorism, deter and defeat adversaries, deny access to weapons of mass destruction, assure
regional access, strengthen regional stability, build the self-reliance of PNs’ security forces, and
protect the vital interests of the US within its AOR.

b. Threat. Afghanistan produces nearly 90 percent of the world’s opium poppy and is the
world’s largest heroin producing and trafficking country. Trafficking activities include refining
and traffic in all forms of unrefined (opium), refined (heroin) and semi-refined (morphine base) opiates.
UNODC estimates illicit opium gross domestic product (GDP) at $2.8 billion for 2005, which indicates
thatillicit opium GDP accounts for roughly one-third of total GDP. Criminal financiers and illicit drug
traffickers exploit the government’s weakness and corruption. Reconstruction efforts began in 2002 are
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improving Afghanistan’s infrastructure, laying the necessary groundwork to combat the cultivation and
trafficking of drugs throughout the country.

c. Strategy. US Central Command coordinates CD activities to combat illicit drugs flowing
from within its AOR. Intelligence developed is shared with various agencies, cooperating friendly
nations, and the other CCDRs.

5. US European Command

a. Mission. US European Command’s (USEUCOM’s) general mission is to maintain
ready forces to conduct the full range of operations unilaterally or in concert with coalition
partners; enhance transatlantic security through support of North Atlantic Treaty Organization;
promote regional stability; counterterrorism; and advance US interests in the AOR. The CD
mission is in support of the national drug control strategy and the Global War on Terrorism and
in coordination with US country teams, USEUCOM supports US and PN CD and counterterrorism
programs and activities.

b. Threat. The primary drug threats are in Africa, the eastern Mediterranean Ocean, the
Middle East, and Central and South America. The threats that are particularly noteworthy are an
increase of cocaine flow across the Atlantic from South America, an increase in the heroin flow
from Afghanistan through Turkey and the Balkans and the use of indigenous grown cannabis
sales to support terrorism. Drug use, seizures, and availability continue to increase. The illicit
drug trafficking situation continues to worsen as new routes are being developed, new markets
and production areas are formed, and borders become more porous. Additionally, several known
terrorist organizations use money raised from illegal illicit drug trafficking, either directly or
indirectly, to fund their activities. A collateral threat is the growing amount of official corruption
within drug trafficking countries resulting in an increase in the probability that these countries
could become narco-states and adding to regional instability.

c. Strategy. Conduct of CD missions will employ the following strategic goals:

(1) Conduct CD and counterterrorism activities in priority narcotics areas while building
PN capacities to counter the threat.

(2) Develop CD and counterterrorism intelligence support for USEUCOM AOR.

(3) Develop the capability to pass CD and counterterrorism information/intelligence
between US agencies and PNs.

(4) Increase support to US and PN DLEAs, and PN military units with CD and
counterterrorism responsibilities. Develop and strengthen combatant command, interagency,
and international relationships to deconflict and complement CD and counterterrorism efforts in
USEUCOM’s AOR.
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d. JIATF-S executes a substantial portion of USEUCOM’s D&M mission. The JIATF-S JOA
includes portions of the USEUCOM s operational area. This authority requires extensive sharing of an
aerial and maritime COP, as well as coordinated operations and hand-offs between USSOUTHCOM
and USEUCOM.

6. Other Counterdrug-Related Combatant Commands

a. US Special Operations Command. USSOCOM’s general mission is to lead, plan,
synchronize, and as directed, execute global operations against terrorist networks. USSOCOM
trains, organizes, equips, and deploys combat ready SOF to combatant commands. To support
CD operations, SOF can operate in a joint, multinational, or multiagency environment. While
doing so, they can provide training to vetted PN LEA or military forces. SOF also provides mobile
training teams that can be either SA-supported (for PNs), or funded through other means (for LEAs).
SOF include elements from Army, Marine Corps, Navy, Air Force units as well as CA and PSYOP
units.

b. US Transportation Command. USTRANSCOM coordinates transportation requests
from DOD, OGAs, and various LEAs. Requests are reviewed to determine which
USTRANSCOM component is best suited to fulfill the requirement (sea, air, or land); then the
transportation support requirements are passed to the appropriate component command for
execution.
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APPENDIX A
INTERNATIONAL ORGANIZATIONS SUPPORTING THE
COUNTERDRUG EFFORT

1. Europol
a. Established in 1992, Europol is the European Union (EU) law enforcement organization
that handles criminal intelligence. Based in The Hague, The Netherlands, Europol’s aim is to
improve the effectiveness and cooperation between the competent authorities of the now 27
member states in preventing and combating serious international organized crime and to support
the law enforcement activities of the member states.
b. Europol focuses mainly against:
(1) Tllegal drug trafficking, which is its original mission.
(2) Mlicit immigration networks.
(3) Terrorism.
(4) Mlicit vehicle trafficking.
(5) Trafficking in human beings to include child pornography.
(6) Forgery of money (counterfeiting the Euro) and other means of payment.

(7) Money laundering.

This applies where an organized structure is involved and two or more member states are
affected.

c. Europol has a Liaison Office in Washington, DC.

d. The Europol Convention states that Europol shall establish and maintain a computerized
system allowing the input, access, and analysis of data. The Europol computer system has three
principal components:

(1) An information system.
(2) An analysis system.

(3) An index system.

e. Europol has signed bi-lateral agreements with non-EU states and international
organizations.
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2. Maritime Analysis and Operations Center-Narcotics

a. The Maritime Analysis and Operations Center-Narcotics (MAOC-N) is a British-French initiative
involving the following countries: Ireland, Italy, Spain, The Netherlands, United Kingdom, France, and
Portugal. Germany, Denmark, and Belgium have joined as observers. The MAOC-N is headquartered
in Lisbon, Portugal.

b. The object of the participants to the MAOC-N is to cooperate in the suppression of the illicit
trafficking by sea and air in the Atlantic European and Western Aftica seaboard.

c. MAOC-N focuses on the following functional areas:

(1) Collect and analyze operational information to assist in determining best interdiction
outcomes in relation to illicit traffic by sea and air towards the Atlantic European and Western
Aftica seaboard.

(2) Enhance intelligence through the information exchange with participants and, where
appropriate, with Europol, which will store and analyze the information.

(3) Coordinate the available means of the participants in order to facilitate boarding
operations aimed to suppress illicit trafficking by sea or by air.

3. The European Monitoring Center for Drugs and Drug Addiction

The European Monitoring Center for Drugs and Drug Addiction is the central reference point for
drug information in the EU. Setup in 1993, and based in Lisbon, its role is to provide the EU and its
member states with objective, reliable and comparable information on drugs and drug addiction. Itis
one of the EU’s decentralized agencies.

4. The World Customs Organization

Established in 1952 as the Customs Co-operation Council, and headquartered in Brussels, Belgium,
the World Customs Organization (WCO) is an independent intergovernmental body whose mission is
to enhance the effectiveness and efficiency of customs administrations. With 169 Member Governments,
itis the only intergovernmental worldwide organization competent in customs matters. In order to fulfill
this mission, the WCO:

a. Establishes, maintains, supports, and promotes international instruments for the harmonization
and uniform application of simplified and effective customs systems and procedures governing the
movement of commodities, people and conveyances across customs frontiers.

b. Reinforces members’ efforts to secure compliance with their legislation, by endeavoring to
maximize the level of effectiveness of members’ cooperation with each other and with international
organizations in order to combat customs and other transnational offences such as illicit drug trafficking,
counterfeiting, money laundering, and terrorist financing.
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c. Assists members in their efforts to meet the challenges of the modern business environment and
adapt to changing circumstances, by promoting communication and cooperation among members and
with other international organizations, and by fostering integrity, human resource development, transparency;,
improvements in the management and working methods of customs administrations and the sharing of
best practices.
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APPENDIX B
PROCEDURES FOR REQUESTING DEPARTMENT OF DEFENSE SUPPORT

1. General

For current procedures for requesting DOD support, both foreign and domestic, refer to
CICSI 3710.01A, DOD Counterdrug Support.

2. Domestic Counterdrug Support

a. Approval authority for domestic DOD CD support has been delegated to
CDRUSNORTHCOM, CDRUSPACOM, and CDRUSSOUTHCOM, or the appropriate state NG
CD coordinator.

b. Requests for DOD CD support to federal government departments or agencies must
come from the department or agency with official responsibility for CD activities. Requests for
support to a state or local government must come from an appropriate official of the state or
local agency.

c. Supporting combatant commands and Services will approve the use of their assets in
accordance with DOD policy.

3. Foreign Counterdrug Support

a. Approval authority for CD support outside the US has been delegated to GCCs. With
certain specified restrictions, GCCs may conduct planning and coordinating visits to US embassies,
provide intelligence analyst support to US ambassadors, provide linguists, conduct training of
foreign LEA personnel, and provide transportation support.

b. Requests for support to a foreign LEA must come from a federal government department
or agency official who has CD responsibilities. In addition, the request must have the concurrence
of the US ambassador of the country in question, as well as an appropriate CD official of that

country.

4. Types of Department of Defense Counterdrug Support

a. Detection and Monitoring. GCCs are delegated the authority to conduct D&M missions
within their assigned AOR with theater assigned forces. D&M operations are military missions,
conducted under the authority of Title 10, USC, to detect and track the aerial and maritime
transit of illegal drugs into the US. While not conducted at the request of federal, state, local,
and foreign LEAs, independent GCC D&M operations support CD enforcement efforts.

b. Supportrequested by LEAs. Support provided to LEAs by or involving DOD personnel in
connection with CD missions include the following categories. All of these activities are subject to
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specific provisions of US law/DOD regulations, and some require explicit approval by designated
officials:

(1) Equipment maintenance.

(2) Transportation support.

(3) Establishment or operation of bases or training facilities.
(4) CD-related training of LEA personnel.

(5) Detect, monitor, and communicate the movement of air, sea, and surface traffic
detected outside US borders for up to 25 miles within US borders.

(6) Engineering support at US borders.

(7) Communication system and network support.

(8) Linguist support.

(9) Intelligence analyst support.

(10) Aerial and ground reconnaissance support.

(11) Diver support.

(12) Tunnel detection support.

(13) Use of military vessels for LEA operating bases.

(14) Technology demonstrations.
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COUNTERDRUG ORGANIZATIONS

ORGANIZATIONS CRIMINAL DRUG EDUC.CMTY | INTERNT'L DRUG RESEARCH | INTEL &
JUSTICE | TREATMENT | ACTION; INITIATIVES | INTERDICTIONS & INFO MGT
WORKPLACE DEVEL
EXEC OFC PRES-NSC P P P P P P
EXEC OFC PRES-ONDCP P P P M s s S
DOD A A L(3) & M(3) S S(1), M(3)
DHS
-CBP M - A A M(4) - A
-USCG L(1), M(2) - A S L(4) & (5) - M
-ICE M - A A M(4) - A
-SECRET SERVICE s - A A A - A
-TSA s - A A s - -
DOJ
DEA L(1), M(2) - A M M - L
- FBI L(1), M(2) - A S S - M
-US ATTORNEYS L(1), M(1) - A L(2) s - M
-US MARSHALS SERV s - A S s - A
-BUREAU OF PRISONS s A A - - - A
-INTERPOL - US s - A M - S
DOT - FAA s - A A - M

Figure C-1. Counterdrug Organizations
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COUNTERDRUG ORGANIZATIONS (cont'd)

ORGANIZATIONS CRIMINAL DRUG EDUC.CMTY | INTERNT'L DRUG RESEARCH & | INTEL & INFO
JUSTICE TREATMENT ACTION; INITIATIVES | INTERDICTIONS DEVEL MGT
WORKPLACE
DOS - INL A - A L A - A
-AD - A A M - - -
-COUNTRY TEAMS A - A M s - S
-US INFO AGENCY - - s S - - -
TREASURY
RS - A - A
-ATF - A - A
AGRIC - US FOREST SERV - - - A
INTERIOR
-BIA (INDIAN AFFAIRS) - - A - A - A
-BLM (LAND MGMT) - - A - A - A
-NPS (PARK SVC) A - A - s - A
EDUCATION DEPT A M M - - S A
HEALTH & HUMAN SVC - L M A - M A
COMPOSITE/REGN'Ls
-HDTAs M - A S M - S
-OCDETs M(1) & (2) - A L(2) A - M(2)
-PROJECT NORTH STAR M(1) - A M M - S
STATE - NG (STATE) S - A - M - S

Figure C-1. Counterdrug Organizations (cont’d)
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COUNTERDRUG ORGANIZATIONS (cont'd)

ORGANIZATIONS CRIMINAL DRUG EDUC. CMTY INTERNT'L DRUG RESEARCH & | INTEL & INFO
JUSTICE | TREATMENT ACTION; INITIATIVES | INTERDICTIONS DEVEL MGT
WORKPLACE
INTERNATIONAL COUNTERDRUG ORGANIZATIONS
INTERPOL

Located in Lyon, France; focuses
mainly on illegal drugs, money
laundering and terrorism. Has
Washington, DC office.
http://www.interpol.int/

EUROPOL

Located in The Hague, The
Netherlands; focuses mainly on illegal
drugs, money laundering and terrorism.
http://www.europol.europa.eu/

MARITIME ANALYSIS AND
OPERATIONS CENTER-NARCOTICS

Opens April, 2007 in Lisbon, Portugal
and focuses on illegal drugs
suppression in the Atlantic European
and Western Africa seaboard.

WORLD CUSTOMS ORGANIZATION

Located in Brussels, Belgium; focuses
on customs administration and
enforcement for its 169 member
countries.
http:/mww.wcoomd.org/ie/En/en.html

Figure C-1. Counterdrug Organizations (cont’d)
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COUNTERDRUG ORGANIZATIONS (cont'd)

A = ANCILLARY ROLE

AGRIC = DEPARTMENT OF AGRICULTURE
ATF = BUREAU OF ALCOHOL, TOBACCO,
AND FIREARMS

BIA = BUREAU OF INDIAN AFFAIRS

BLM = BUREAU OF LAND MANAGEMENT
CBP = CUSTOMS AND BORDER
PROTECTION

CMTY = COMMUNITY

DEA = DRUG ENFORCEMENT
ADMINISTRATION

DEPT = DEPARTMENT

DEVEL = DEVELOPMENT

DHS = DEPARTMENT OF HOMELAND
SECURITY

DOD = DEPARTMENT OF DEFENSE

DOJ = DEPARTMENT OF JUSTICE

DOS = DEPARTMENT OF STATE

DOT = DEPARTMENT OF TRANSPORTATION
EDUC = EDUCATION

EXEC = EXECUTIVE

FAA = FEDERAL AVIATION ADMINISTRATION
FBI = FEDERAL BUERAU OF INVESTIGATION
HDTA = HIGH DRUG TRAFFICKING AREA

IRS = INTERNAL REVENUE SERVICE

ICE = IMMIGRATION AND CUSTOMS
ENFORCEMENT

INFO = INFORMATION

INL = BUREAU FOR INTERNATIONAL NARCOTICS
AND LAW ENFORCEMENT AFFAIRS

INTEL = INTELLIGENCE

INTERNT'L = INTERNATIONALL = LEAD
AGENCY & MAJOR RESPONSIBILITIES

L(1) = LEAD AGENCY - INVESTIGATIONS

L(2) = LEAD AGENCY - PROSECUTIONS

L(3) = LEAD AGENCY - DETECTION &
MONITORING

L(4) = SHARED LEAD AGENCY -AIR
INTERDICTION

L(5) = LEAD AGENCY - MARITIME INTERDICTION
L(6) = LEAD AGENCY - LAND INTERDICTION

M =MAJOR RESPONSIBILITIES

M(1) = MAJOR RESPON - INVESTIGATIONS
M(2) = MAJOR RESPON - PROSECUTIONS
M(3) = MAJOR RESPON -C3

M(4) = PRIMARY AGENCY - BORDER
INTERDICTION

MGT = MANAGEMENT

NG = NATIONAL GUARD

NPS = NATIONAL PARK SERVICE

NSC = NATIONAL SECURITY COUNCIL
OCDET = ORGANIZED CRIME DRUG
ENFORCEMENT TASK FORCE

ONDCP = OFFICE OF NATIONAL DRUG POLICY
P =POLICY GUIDANCE

PRES = PRESIDENT

REGN'L = REGIONAL

S = SIGNIFICANT SUPPORT ROLE

S(1) = SIGNIF SPT ROLE - INTELLIGENCE
SERV/SVC = SERVICE

TSA = TRANSPORTATION SECURITY
ADMINISTRATION

USAID = US AGENCY FOR INTERNATIONAL
DEVELOPMENT

USCG = US COAST GUARD

Figure C-1. Counterdrug Organizations (cont’d)
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APPENDIX D
COUNTERDRUG PLANS, REPORTING, AND SECURITY CLASSIFICATIONS

PART I PLAN FORMAT

(SECURITY CLASSIFICATION)
Copy No.
Issuing Headquarters
Place of Issue
Date/Time Group of
Signature

COUNTERDRUG PLAN: (NUMBER or CODE NAME) References: Maps, charts, and other
relevant documents.

1. Situation
Briefly describe the situation that the plan addresses.

a. Strategic Guidance. Provide a summary of directives, letters of instructions, memoranda,
and strategic plans, including plans from higher authority, that apply to the plan:

(1) Relate the strategic direction to the local situation.
(2) List strategic objectives and tasks assigned.

(3) Constraints: List actions that are required or prohibited by higher authority (rules
of engagement, rules for the use of force, legal, jurisdictional).

b. Criminal Forces (Threat). Provide a summary of intelligence data:

(1) Composition, location, disposition, weapons or other armament, equipment
movements, and strengths of drug traffickers that could influence the strategic situation.

(2) Strategic concept. Describe the intentions of the criminal forces.

(3) Major objectives.

(4) Idiosyncrasies and operating patterns of key personalities and organizations.
(5) Operational and sustainment capabilities.

(6) Centers of gravity (describe the main source of power).
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(7) Critical vulnerabilities.

c. Friendly Forces. Identify and describe friendly LEAs or supporting military forces that
may directly affect the operation:

(1) Mission and intent of higher, adjacent, and supporting US forces.
(2) Mission and intent of higher, adjacent, and supporting foreign forces.
d. Assumptions. State the assumptions that are applicable to the plan as a whole.
e. Legal Considerations
2. Mission
The mission statement should be a clear, concise statement of the task or tasks to be
accomplished by the friendly forces and the purpose of the operation. The mission statement
should be stated in terms of the WHO, WHAT, WHEN, WHERE, and WHY of the operation.

3. Execution

a. Overall Concept. State the broad concept (how) for the deployment, employment, and
sustainment of participating elements during the operation as a whole:

(1) Area organization (where will each organization operate).
(2) Objectives of the overall plan.

(3) Description of the phases or the major events of the plan (EXAMPLES: Phase I
Deploy, Phase II; Execute, Phase III Redeploy) and the desired end states.

(4) Timing. Indicate the expected time periods of each phase. (EXAMPLES: Phase
I, D-Day, D+45, or Phase I, March 29-May 15).

b. Phase I (Timing for Phase)

(1) Operational Concept. How participating organizations and supporting activities
accomplish the objectives of this phase. Include operational objectives and detailed scheme of
operations (actions) for the phase. Indicate lead and supporting LEAs required to do the job.
Consider the role of supporting DOD forces and PN LEAs.

(2) Tasks of LEAs and other units participating in this phase (list each organization
separately and list its tasks for this phase).
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(3) Forces Held in Reserve. Location and composition. Explain any “be prepared”
missions.

(4) OPSEC. State the critical information to be protected; outline a concept of OPSEC
measures; list intelligence, CI, operational reports, and security monitoring feedback requirements;

and indicate tasks to execute the concept. Indicate how the presence of foreign LEAs, if any,
affects the OPSEC plan.

(5) Deception. The purpose of deception is to induce enemy decision makers to take
operational or tactical actions that are favorable to friendly objectives and exploitable by friendly
forces. This paragraph should outline a concept of deception actions to induce adversaries to
derive the desired appreciation and a supporting OPSEC concept. Also list intelligence, CI,
operational reports, and security monitoring feedback requirements; and indicate the tasks to
execute the concept. Again, the presence of foreign LEAs should be considered in crafting the
deception plan.

(6) Psychological Operations. Describe any PSYOP that might support the strategic
objectives (outside the US homeland).

c. Phases II through Subsequent Phases. Cite information as stated in subparagraph 3b
above for each of the subsequent phases. Provide a separate phase for each step that may require

a major reorganization of forces or another significant action.

d. Coordinating Instructions. General instructions applicable to two or more phases or
multiple elements of the organization should be stated here.

4. Administration and Logistics

Draft a brief, broad paragraph describing how supplies, services, and other support will be
provided. State the overall logistic goals and priorities.

a. PhaseI (Timing-same as Paragraph 3). Consider providing the following information:
(1) Logistic goals and priorities for this phase of the plan.

(2) Supply aspects (include role of each LEA in providing supplies; consider any
foreign participating LEASs).

(3) Base development (develop a base from which to provide supplies and services if
required).

(4) Transportation. Include procedures for the detainment, security, and transportation
of vessels, aircraft, contraband, crewmembers and other detainees captured during the operation.

(5) Maintenance of equipment.
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(6) Medical services.

(7) Personnel (common procedure for manning, replacements, manpower management,
personnel accounting and reporting, casualty reporting, and other relevant issues).

(8) Administration (describe any administrative management procedures which impact
on the plan).

b. Phases II through Subsequent Phases. Cite information stated in subparagraph 4a
above for each subsequent phase.

5. Command and Communications

a. Command Relationships. If using a lead agency concept, state the lead agency by
phase. Give an overview of the command and coordination relationships for the entire plan, or
for each phase, as appropriate. Indicate any shifts of command or lead agency contemplated
during the plan, indicating the timing of the expected shift. These changes should be consistent
with the operational phasing in paragraph 3. Give the location of commander and command
posts. Provide information on succession procedures to be used if the commander or lead agency
is out of action.

b. Communications. Provide a brief but comprehensive communications plan. (The
communications plan may be contained in an annex.) Include the time zone or zones to be used,
rendezvous, recognition, and identification instructions; and plans for using radio, telephone,
and computer networks.

ANNEXES: As required
DISTRIBUTION:
(SECURITY CLASSIFICATION)

PART II REPORTS

1. General

Reports and reporting procedures standardize the flow of information needed to manage
the CD effort. This appendix provides information concerning report types and reporting
procedures.

2. Types of Reports

a. SpotReports. Spot (or law enforcement Alpha) reports inform designated organizations
of emergent activities as quickly as possible in order to facilitate decision-making. Information
regarding a high interest vessel, its location, current physical description, and activities are
important to operational and tactical commanders to determine a proper and efficient response
based on a complete description of the on-scene situation. This is information that cannot be
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held until the next regular summary report and should lead to the generation of a spot report.
Information contained in spot reports may be abbreviated and included in summary reports.

b. Ad Hoc Reports. Less formal, non-routine reports are sometimes generated for quick
tactical analytical or coordination purposes and may be sent by telephone, operator notes, or
record messages.

c. Serious Incident Reports (SIRs). A SIR should be sent in the event of the death or
serious injury of a civilian or military participant in CD operations.

d. After-Action Reports. CCDRs and other DOD organizations involved in CD operations
should submit after-action reports in accordance with the provisions of CJCSI 3150.25, Joint
After-Action Reporting System.

3. Track of Interest Reporting Procedures

Within DOD, drug-related track of interest (TOI) are entered into the Global Command and
Control System (GCCS), using a naming convention that identifies them as such, and become
part of the COP. Regional coordinators (JIATF-S, JTF-N, or USNORTHCOM) assign the track
identifier. The track identifier does not change if the TOI moves through different regions.

4. Security Classifications
a. General

(1) This section addresses requirements for marking information used to support the
CD mission. CJCSM 3701.01 (series), Classification Guide for Counterdrug Information, should
be consulted for detailed, authoritative guidance.

(2) CJCSM 3701.01 provides instructions and guidance on the classification, protection,
marking, and handling of information involved in the joint CD program. Enclosures also provide
guidance on marking and classifying information pertaining to CD operations, and guidance on
marking and classifying information considered to be derived from CD intelligence as well as
CD operations. Use of CJCSM 3701.01 will limit the tendency to incorporate LEA unclassified
sensitive information into DOD products at classifications up to SECRET. The DOD goal is to
provide information and intelligence to LEA at unclassified levels, when possible. DOD
components will not upgrade classification of LEA information merely because it is included in
a classified DOD intelligence product.

b. Classification Systems
(1) LEA Markings - LEA SENSITIVE

(a) Information and material involving DOD support to domestic DLEA are
considered FOR OFFICIAL USE ONLY (FOUO) unless a requesting LEA requires that the
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information be protected and marked as LEA SENSITIVE. To the maximum extent possible,
transmit LEA SENSITIVE information via secure means and store it in a locked container. LEA
SENSITIVE information should be disseminated when the need-to-know of the recipient has
been established and shredded when it is no longer required. LEA SENSITIVE information
may be processed on unclassified computers and local area networks, as long as it will not be
accessible via the Internet. The treatment of LEA SENSITIVE information within DOD channels
is not meant to prevent its exchange between DOD units and the originating LEA. Ifthe originating
LEA does not have secure storage or transmission capabilities, LEA SENSITIVE information
may be transmitted over nonsecure facsimile machines and stored in locked containers. Within
DOD documents, each page, paragraph, and section will be marked in accordance with DOD
5200.1-R, Information Security Program Regulation.

(b) Information on joint CD operations within the US is generally considered as
UNCLASSIFIED, but may be marked LEA SENSITIVE, as determined by the originating
agency.

(c) During initial coordination with a supported LEA, efforts will be made to
determine if a specific CD support operation requires protection. If an operation involves support
to a sensitive law enforcement investigation, the requesting law enforcement agent can request
the operation be safeguarded as LEA SENSITIVE. When an operation is determined to be LEA
SENSITIVE, the requesting law enforcement agent must also provide a date after which the
information will no longer require protection. Operation and execute orders will indicate the
name of the law enforcement agent and a date after which the information will no longer require
protection.

(2) DOD Markings. Information that requires protection against unauthorized
disclosure in the interests of national security must be marked with one of three classification
markings: TOP SECRET, SECRET, or CONFIDENTIAL. FOUO must not be used to identify
classified information. Information marked TOP SECRET, if subjected to unauthorized disclosure,
could reasonably be expected to cause exceptionally grave damage to national security. SECRET
information, if subjected to unauthorized disclosure, could reasonably be expected to cause
serious damage to national security. Information marked CONFIDENTIAL, if disclosed without
proper authorization, could reasonably be expected to cause damage to national security. DODD
5200.1-R is the basic reference for classification purposes.

(3) Other DOD Control Markings. Other DOD control markings, known as caveats,
are:

(a) ORIGINATOR CONTROLLED (ORCON). ORCON is used with a security
classification to allow the originator to maintain knowledge and control over the use and
dissemination of the information. The marking is used only for information that clearly identifies,
or would reasonably permit ready identification of intelligence sources or methods that are
susceptible to countermeasures. ORCON is the most restrictive marking in CJICSM 3701.01. It
may not be disseminated beyond the headquarters elements of recipient organizations, nor may
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it be incorporated, in whole or in part, into other reports or briefings (other than those by and for
the recipient) without the express permission of the originator.

(b) CAUTION — PROPRIETARY INFORMATION INVOLVED (PROPIN).
PROPIN is used, with or without a security classification, to identify information provided by a
commercial firm or private source. An expressed or implied understanding exists that the
information will be protected as a trade secret or proprietary data believed to have actual or
potential value. Information bearing this marking will not be disseminated without the permission
of the originator in any form to any individual, organization, or foreign government that has
interests, actual or potential, in competition with the source of the information. The marking
may be abbreviated as PROPIN or PR.

(¢) REL. (AUTHORIZED FOR RELEASE TO [name of country or countries/
intergovernmental organization(s)]). This marking is used to identify intelligence that an originator
has predetermined to be releasable, or has been released to a foreign country or countries or
intergovernmental organizations. Release must be made through established foreign disclosure
procedures and channels. No other foreign dissemination of the material is authorized, in any
form, without the permission of the originator.
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APPENDIX E
INTELLIGENCE SUPPORT ORGANIZATIONS

1. General

a. Acoordinated, interagency campaign such as CD operations requires a cooperative
approach to intelligence. As the national drug control effort has evolved, an increasing number
ofintelligence functions and activities have been established to support CD operations. Existing
drug intelligence capabilities have been improved and extensive DOD and foreign intelligence
resources have been brought to bear on the problem.

b. DOD components and many LEAs have internal intelligence components that are
structured and authorized to support their own missions and operations. There are also a number
of national, theater, and law enforcement intelligence analysis centers with CD missions.
Familiarity with these organizations is useful to understanding how intelligence support is provided
to operators, planners, and policymakers. The principal CD intelligence organizations are
described below.

2. National-Level Intelligence Organizations and Centers

a. National Geospatial-Intelligence Agency. NGA is a combat support agency as well as
a national intelligence organization. NGA is the primary source for GEOINT analysis and
products at the national level. GEOINT is the exploitation and analysis of imagery and geospatial
information to describe, assess, and visually depict physical features and geographically referenced
activities on the Earth. In addition to the GEOINT support identified in JP 2-03, Geospatial
Intelligence Support to Joint Operations, NGA’s mission supports national and homeland security,
defense policy and force structure, and advanced weapons and systems development. Since
NGA disseminates data and makes it available in repositories, GEOINT-trained personnel
throughout much of the IC, including military intelligence personnel in the field, can access the
data to develop their own GEOINT analysis and products. NGA works with commercial imagery
vendors to procure diverse, unclassified imagery to better support its customers. This effort
facilitates NGA’s support to and collaborative efforts with allies and coalition partners, other IC
agencies, DOD organizations, and other civil and government entities. NGA also provides
GEOINT strategic workforce planning and specific training for general and specialized tradecraft
skills through the National Geospatial-Intelligence College.

(1) Additionally, NGA can provide support with the Domestic Mobile Integrated
Geospatial-Intelligence System (DMIGS). DMIGS represents the latest of NGA’s technologies
designed to support domestic requirements. Since Hurricane Andrew in 1992, demands to
support federal emergency response community requirements have continued to increase. The
capabilities provided by NGA’s DMIGS provide multi-faceted, geospatial intelligence support
directly to on-site first responders and national decision makers.

(2) DMIGS is a mobile, self-contained vehicle that integrates geospatial intelligence
analysis hardware and software with a robust communication system, enabling deployed analysts

E-1



Appendix E

to receive and send data instantaneously to NGA facilities, allowing other NGA analysts to
collaborate remotely on analysis and products. The DMIGS allows NGA analysts to work
directly at the site of the crisis or special event and provide time critical information on demand.
DMIGS supports federal, state, and local government agency requirements.

b. Crime and Narcotics Center (CNC). The CNC was established by the Director of the
Central Intelligence Agency to render analytical and operational support to the national CD effort. Its
mission is to collect and analyze information on international CD trafficking and organized crime for
policymakers and the law enforcement community. Strategic analysts focus on long-term trends and
keep US policymakers up-to-speed on fast-breaking events. Targeting analysts use sophisticated tools
to identify key individuals, organizations, trends, and components in criminal organizations. Operational
support specialists and program managers provide fast-paced operational research, management, and
support to colleagues overseas. The CNC is located at Central Intelligence Agency Headquarters in
Langley, Virginia.

c. Defense Intelligence Agency. DIA provides timely, objective, and cogent military
intelligence to warfighters, defense planners, and defense and national security policymakers.

(1) DIA’s Counter-Narcotics Trafficking Office produces all-source intelligence analysis
on worldwide drug issues, including DTOs, drug flow trends, and CD forces, policies, strategies, and
performance. The office provides operational CD intelligence support to DOD elements performing
drug D&M missions and to federal LEAs involved in interdiction operations. Other functional
responsibilities include monitoring and supervising the accomplishment of all CD intelligence requirements;
managing DOD support to the CD community’s Dragon Eye document exploitation program; coordinating
interagency assessment of cocaine movement; and providing functional oversight for CD collection
management.

(2) US defense attaché offices are located within most embassies worldwide. The
attaches within these offices provide valuable information on current IC collection requirements,
including CD requirements. They also serve as the US military liaisons to their HN counterparts.

d. Department of Homeland Security. The Office of Intelligence and Analysis (I&A)
provides national level intelligence support to DHS, as well as to state, local, and tribal
governments and the private sector. 1&A also serves as the primary interface between state,
local, and tribal governments and the private sector and the national IC. In addition, I&A provides
direct intelligence support to the Border Security Initiative, including CD intelligence.

e. National Maritime Intelligence Center (NMIC). The NMIC is a maritime service
activity involving the USN, the US Marine Corps, and the USCG that provides traditional
intelligence support for joint expeditionary warfare. To better support the National Strategy for
Maritime Security, the NMIC now devotes an increased effort to nontraditional maritime
intelligence missions that include: an expanded reporting and analysis of merchant ship activity
linked to maritime aspects of weaponry and technology proliferation; counternarcotics activity;
and support to efforts to enforce environmental treaties protecting vital ocean resources.
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f. Office of Naval Intelligence (ONI). Since 1991, ONI has maintained a dedicated counter-
trafficking division to provide tailored, maritime-focused intelligence and lead information to
meet DOD, drug and law enforcement agencies and national agency customer requirements.
This division develops unique maritime-focused tactical and strategic intelligence products that
support DOD’s principal CD missions of detection, monitoring and interdiction. ONI maintains
national merchant and fishing vessel characteristics and performance movement databases and
files for vessels less than 100 gross tons associated with illicit activity and supports the National
Strategy for Maritime Security via the Global Maritime Intelligence Integration plan in order to
achieve global maritime domain awareness.

g. National Security Agency. NSA provides intelligence, secure communications, and
computer security advice to authorized military and drug LEAs. NSA headquarters is located at
Fort George G. Meade, Maryland.

3. Theater Intelligence Centers

a. Joint Intelligence Operations Center, Pacific (JIOCPAC). The JIOCPAC is a joint
military intelligence center responsible for theater intelligence support within the USPACOM
AOR. It provides all-source operational intelligence to USPACOM, its Military Service
components, and JIATF-W. JIOCPAC is located at Makalapa Compound, US Navy Base, Pearl
Harbor, HI.

b. Joint Intelligence Operations Center, South (JIOC-SOUTH). The JIOC-SOUTH is
a joint military intelligence center, located in Miami, Florida, responsible for theater intelligence
support within the USSOUTHCOM AOR. It provides all-source operational intelligence to
USSOUTHCOM, its military Service components, and JIATF-S.

c. Other unified and major commands involved with CD efforts will also leverage their
respective joint intelligence operation centers for intelligence support. This support will be
linked to the CD effort specific to the architecture in place for the command.

4. Joint and Interagency Support

a. The OCDETF Operation Panama Express is a continuing criminal investigation of cocaine
trafficking and transportation organizations that operate out of Colombia, Ecuador, Peru, and
Venezuela in South America; Panama, Costa Rica, Honduras, Nicaragua, and Guatemala in
Central America; and Jamaica in the Caribbean. The operation is divided into two task forces
with distinct responsibilities. Panama Express South focuses on maritime cocaine trafficking
that transits the Eastern Pacific Ocean. Panama Express North concentrates on cocaine trafficking
that transits the Caribbean Sea. Both of the Panama Express task forces provide tactically
actionable intelligence to the JIATF-S and the entire CD community.

b. USSOUTHCOM, USPACOM, and USNORTHCOM oversee regional JIATFs and JTFs
that conduct CD operations within their respective AORs. Intelligence directorates within each
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JIATF and JTF are the focal points for tactical and operational intelligence support for DOD and LEA
CD operations within the AOR.

(1) JIATF-S (USSOUTHCOM). The JIATF-S J-2 maintains a 24-hour intelligence
watch in the joint operations command center, which provides real-time tactical intelligence to
both DOD- and LEA-deployed D&M assets. The JIATF-S J-2 also operates an intelligence
fusion center that provides indications and warning (predictive) and targeting intelligence in
support of DOD D&M and LEA interdiction operations in the transit zone of the USSOUTHCOM
AOR. JIATF-S is located in Key West, Florida.

(2) JIATF-W (USPACOM). The JIATF-W J-2 conducts intelligence activities to
promote interagency intelligence fusion, PN capacity development, and support to law
enforcement. The J-2 is the JIATF-W focal point in the identification of key DTO and TNCOs
engaged in drug-related activities throughout the USPACOM AOR. In addition, the J-2 identifies
DTO and TNCO vulnerabilities to assist US LEA in targeting them for disruption and
dismantlement. JIATF-W is located at Camp H.M. Smith, HL.

(3) JTF-N (USNORTHCOM) is tasked with supporting CD land operations in North
America. The JTF-N J-2 operates a joint tactical intelligence center that provides all-source
tactical and operational intelligence to LEA, the DOD, and NG elements. JTF-N is located at
Fort Bliss in El Paso, Texas. JTF-N provides personnel to work in JIATF-S’s support Information
Analysis Center at the US Embassy Mexico City and other locations in Mexico.

(4) Tactical analysis teams (TATS). As part of the ambassador’s country team, where
assigned, TATs are the focal point of DOD CD intelligence support to the country team and PN CD
forces. Their mission is to support the US country team and PN CD operations by providing tactical
intelligence advice and assistance, targeting support, collection management, automated data processing
(ADP) support (including database management) and signals intelligence advice and assistance. TATs
further assist the DEA by producing all-source intelligence analysis. TATs provide a direct link between
the CD team operating within the PN and the D&M capability of DOD.

5. Law Enforcement Intelligence Organizations

a. Drug Enforcement Administration, Office of Intelligence. The DEA Office of
Intelligence has both strategic and tactical intelligence capability, providing direct analytical
support to DEA enforcement operations.

(1) DEA intelligence analysts are assigned to field division offices, selected domestic
offices, and several foreign offices. These personnel support investigations, conduct strategic
studies, and provide other intelligence services to DEA operations.

(2) El Paso Intelligence Center. DEA established EPIC to provide operational and
tactical drug interdiction intelligence to the law enforcement community. Its primary mission is
to provide tactical support to federal, state, and local LEAs in areas that relate to trafficking in
drugs, weapons, and aliens. Surveillance and interdiction operations against drug shipments into the US
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are also supported by EPIC. It has its own proprietary database as well as access to a variety of other
law enforcement databases, thus functioning as a clearinghouse and conduit for law enforcement

information. Only accredited representatives of state police agencies can access the EPIC database
directly.

b. US Coast Guard. The USCG operates several intelligence centers that have CD missions.

(1) USCG Intelligence Coordination Center (ICC). The ICC supports USCG CD
programs with long-range, strategic, and operational intelligence production. It is the USCG’s
principal intelligence liaison element with other national and law enforcement intelligence centers.
It is located at the National Maritime Intelligence Center in Suitland, Maryland.

(2) USCG Atlantic Area and Pacific Area Intelligence Staffs. These intelligence
nodes provide operational intelligence support to CD detection, monitoring, and interdiction
operations in their respective operational areas. They are located in Virginia Beach, Virginia,
and Alameda, California.

(3) USCG Atlantic Area and Pacific Area Maritime Intelligence Fusion Centers.
The maritime intelligence fusion centers are responsible for collecting and fusing intelligence
information from multiple sources and providing actionable (timely, accurate and relevant)
intelligence to USCG operational and tactical commanders in support of all mission areas within
their respective geographic areas of operations. They complement the ICC’s strategic focus and
support district intelligence offices, sector intelligence officers, and command intelligence officers’
(CIOs’) efforts, with the ultimate goal to support the National Strategy for Homeland Security.

(4) USCG District Intelligence Branches. Intelligence nodes located at district
headquarters serve as intelligence “pipelines” between area intelligence centers and operational
commands and units.

(5) USCG Fleet Intelligence Support Teams (FISTs). FISTs serve as the USCG’s
primary law enforcement intelligence field collectors supporting operational commanders and
national decision makers and are located in 30 domestic ports. The primary effort of FISTs is to
support USCG operational commanders’ intelligence requirements through collection and
reporting; secondary duties include liaison with other port partners at the federal, state, local,
tribal, and industry levels as appropriate.

(6) USCG Sector Intelligence Officers. Serving under the supervision of the deputy
sector commander, the sector intelligence officer is the primary intelligence advisor to the sector
commander and is responsible for defining and meeting the commander’s information needs.

(7) USCG Command Intelligence Officers. Serving in the capacity as a collateral duty,
the CIO is responsible for the full spectrum of intelligence within the command. These responsibilities
include overt collecting and reporting of intelligence information and liaison with adjacent intelligence and
law enforcement officials. Additionally, the CIO is responsible for providing preoperational intelligence
to increase operational excellence and provide necessary support to force protection.
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(8) Maritime Intelligence Center (MARINCEN). The Seventh Coast Guard District
operates a major intelligence center in its Miami, Florida headquarters. It is manned by USCG
personnel with liaison personnel from CBP and DEA. The MARINCEN serves as a fusion
center for current, all-source tactical CD intelligence that is provided to the DOD and LEA
operational units.

c. Customs and Border Protection. The US CBP operates two intelligence centers that
have CD missions.

(1) Customs and Border Protection, Office of Intelligence. The CBP office of
intelligence (OI) is responsible for supporting the investigation and inspection requirements of
the agency. The OI produces operational and tactical intelligence that supports CBP CD
interdiction and apprehension efforts.

(2) Border Patrol Field Intelligence Center (BORFIC). BORFIC conducts all-
source intelligence operations, both within and beyond our national borders, to support the field
with actionable, tactical, operational, and strategic intelligence to predict, detect, deter, and interdict
terrorists, terrorist weapons, and traffickers of contraband and human cargo entering the US.

(a) BORFIC is responsible for providing daily reports to Border Patrol
Headquarters and field managers throughout the US, as well as daily summaries of all intelligence
reports, requests for information in support of CBP and the Office of Border Patrol, and other
agencies.

(b) BORFIC coordinates intelligence information from a variety of sources. By
placing senior intelligence agents directly with these agencies, BORFIC is able to gather
information and disseminate it more quickly to the field for immediate use.
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PUBLIC AFFAIRS

1. General

This appendix provides guidance for DOD public affairs (PA) support for CD operations.
As a matter of policy, and consistent with the security requirements necessary to minimize
operational risks, DOD PA efforts should keep DOD personnel and the public informed about its
CD mission. Well-coordinated command messages and effectively executed PA plans minimize
risks associated with the release of sensitive information or misinformation about CD operations.
Communication activities should be fully integrated in command operational planning and
execution processes, so there is consistency in intent or effect between command actions and
information disseminated about those actions. While audiences and intent may at times differ,
the lead federal agency, through the strategic communication (SC) process, should ensure planning
for PA is coordinated to make certain consistent themes and messages are communicated that
support the overall USG SC objectives.

2. Organization

The Office of the Assistant Secretary of Defense (Public Affairs) (OASD[PA]) provides overall
PA guidance for CD operations and coordinates DOD PA actions affecting other countries and international
organizations. Close coordination must be maintained at all levels with the US embassy concerned
when operating in HNs. Atthe local and regional level, CD JIATF or JTF PA offices (or their equivalents)
will coordinate PA actions with the appropriate CCDR PA offices, which will in turn maintain contact
with their OASD(PA) counterparts.

3. Guidance
The following guidance is provided for CD operations:

a. OASD(PA) must approve all invitations for news media to participate with operational
CD missions.

b. Requests received by Service component PA organizations should be referred to the
appropriate combatant command PA office to develop the request for approval consideration by
OASD(PA).

c. For specific CD deployments requiring CJCS deployment orders, the supported CCDR
proposes specific PA guidance as part of the request for deployment order. Topics to be covered
include:

(1) Proposed public announcement of deployment.

(2) Proposed questions and answers.
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(3) PApoint of contact and phone number at all levels in the chain of command.

d. All PA actions will be in accordance with applicable DOD and CCDR directives, unless
specifically stated otherwise.

e. Specific units participating in CD operations should not be identified.

f. The agency or organization that actually accomplishes the seizure or arrest will normally make
the announcement of the investigation, seizure, or arrest. Such announcements will indicate that the
operation was a “‘coordinated federal effort” and will list participation of the agencies, units, and organizations
following coordination with each. DOD components should not unilaterally make announcements of
investigations, seizures, or arrests. PA officers from the various agencies that make up the JIATF and
other federal agency PA officers must make a concerted effort to work together and create joint
communications plans designed to keep the media and American public informed about the current state
ofthe CD mission. Inthe event ofa conflict between lead agency and public affairs doctrine, PA officers
should defer to the policies of the designated “lead” agency, or agency that made the arrest and seizure.

g. Certain training mission activities may be covered by the media. Media requests to
cover training activities should be referred to the appropriate commander’s public affairs office
(PAO). Prior to coverage, the PAO should coordinate with other agencies involved and address
any existing security considerations.

h. Interviews with the media may be granted by the supported CCDR or a subordinate JFC
when the following criteria are met:

(1) All interviews should be with the commander or his designated representative.

(2) All interviews should be on the record.

(3) Interviewees should discuss information within their personal purviews and
experience. The discussion of additional subjects should be in accordance with published
guidance.

(4) OPSEC requirements should be met.

(5) The commander’s PAO should be included in the planning and conduct of all
interviews.

(6) Interviewees should not answer hypothetical questions and should not comment
on matters pertaining to other US federal, state, and local organizations and agencies or the
military, police, or security forces of other nations.

(7) Asummary of controversial interview discussions and notification of interview results that
might require OASD(PA) response should be provided through appropriate command channels to
OASD(PA).
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i. DOD components should not release information about investigations, seizures, or arrests
prior to the announcement by the agency or organization that actually made the seizure or arrest.
After the initial announcement, release of information will be coordinated with OASD(PA)
through the chain of command.

J. Release of information concerning accidents and incidents involving DOD units
participating in CD operations should be coordinated through the supported CCDR joint
interagency task force PA officer, and OASD(PA).

k. Joint press conferences may be organized by federal, state, and local LEAs following a
drug seizure or arrest where the DOD was involved. Criteria for participation in such a press
conference are the same as that for interviews listed in para 3h.

l. Internal release of information must be subject to the same strict guidelines as material being
considered for public release. Moreover, videotape that is initially shot for internal use must be cleared
by the US attorney handling the case, if it is later decided to publicly release the tape or tapes. Videotapes
are considered evidence by the US attorney.
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APPENDIX G
LAW ENFORCEMENT DETACHMENTS

1. General

USN ships contribute significantly to the D&M phase of CD operations, as they are frequently
in a position to intercept and apprehend maritime drug smugglers. Because the DOD does not
directly participate in search, seizure, arrest and other similar activities, USCG personnel, who
are authorized to perform law enforcement activities, are frequently embarked in USN and
allied ships to act in this capacity as prescribed in Title 10, USC, Section 379.

2. Command Relationships

USN fleet commanders and the USCG area commanders for the Atlantic and Pacific areas
have drafted MOAs to govern LEDET procedures. Under these MOAs, the Navy fleet
commanders and the USCG commanders provide ships and cutters to operate under TACON of
the JIATF when engaged in the D&M mission. The USCG deploys LEDET aboard USN ships
to perform law enforcement activities. The JIATF hold periodic scheduling conferences to
match JIATF D&M requirements and schedule Navy ships with USCG LEDET and USCG
cutters. The JIATF to which the USN vessel is assigned for D&M operation will coordinate the
shift of TACON to the USCG at the appropriate time. The JIATF ensure the USCG has as much
lead time as possible for the conduct of interdiction and arrest. Boarding actions are conducted
in accordance with USCG law enforcement procedures and policy, including use of force policy.
When carrying a LEDET, USN ships should display the USCG ensign when engaged in law
enforcement operations under TACON of the USCG. The USCG ensign should be illuminated
at night.

3. Availability of Ships

GCCs make USN ships available in support of USCG law enforcement operations. These
ships are categorized as either “specially designated,” or “ships of opportunity.”

a. Specially Designated. Specially designated (or dedicated) ships are under TACON of
the JIATF in direct support of CD operations and shift to TACON under the USCG to conduct
law enforcement interceptions and apprehensions.

b. Ships of Opportunity. USN ships of opportunity are not predesignated for CD operations
and are not under the control of a JIATF or USCG command, but are operating in or transiting
through possible drug trafficking areas. These ships may be diverted to conduct D&M operations
under the TACON of the JIATF and then switch TACON to the USCG for the conduct of
intelligence and analysis.
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4. Assignments

A LEDET is normally a seven-person team assigned on a temporary basis to US or foreign
military vessels. The LEDET consists of an officer in charge (E-7 through 0-3) assigned to
serve as the command maritime law enforcement advisor for the host commanding officer; a
boarding officer (E-5 or above); and boarding team members. While assigned to a USN and
allied ship, LEDET activities are governed by the MOAs signed between the USCG and the
respective Navy fleet commander and allied governments.

a. Officer in Charge (OIC). The OIC deployable team leader advises the Navy
commanding officer on USCG policies, maritime law enforcement procedures, and monitoring
and interdiction maneuvering and should be considered the onboard authority on maritime law
enforcement. During boardings, the OIC directs all searches and makes all enforcement decisions.
The OIC advises on which vessels to board, makes law enforcement decisions, coordinates
USN vessel support for the boarding party during boarding operations, provides guidance to the
boarding officer, and is responsible for all law enforcement message traffic. The OIC will be a
graduate of MLEA in Charleston, South Carolina, be a qualified boarding officer, and possess at
least a SECRET clearance.

b. Boarding Officer. The duties of a LEDET boarding officer are the same as any other
USCG boarding officer. Boarding officers are responsible to the OIC for the safety and conduct
of the boarding party, and will be guided by current USCG policies in executing these
responsibilities. The boarding officer will be a graduate of MLEA, approved by the USCG
commander, and have at least a CONFIDENTIAL clearance.

c. Boarding Team Members. The remainder of the LEDET will be comprised of five
qualified boarding team members. Ideally, all boarding team members should be graduates of
either the boarding officer course at the MLEA or the boarding team member course in Charleston,
South Carolina.

d. Specialty Billets. Each LEDET should have at least one person designated as a linguist
and at least two personnel qualified in accordance with current Naval Air Training Operating
Procedures Standards requirements as helicopter special mission passengers (including 9D5
multiple egress Navy “Dunker” training).

5. Boarding Procedure

The following paragraphs provide an overview of typical LEDET boarding procedures.
More detailed guidance is found in the Coast Guard Maritime Law Enforcement Manual,
Commandant, US Coast Guard Instruction (COMDTINST) M16247.1 (series) and Navy Warfare
Publication 3-07.4/COMDTINST M16247.4, Counterdrug and Alien Migration Interdiction
Operations.

a. Boarding parties consist of at least two members at least one of which will be a qualified
boarding officer and are armed and equipped as necessary.
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b. Theboarding party will approach a vessel of interest and note its location, activities, and identifying
characteristics. While maintaining continuous surveillance of the vessel and in an enhanced state of
readiness, the boarding party will hail the vessel.

c. Ifthe determination is made to board the vessel, the master will be instructed on how to
prepare for boarding. In cases where illegal activity is suspected, or when it is believed that
there is a potential threat to the safety of the boarding party, the vessel’s crew may be instructed
to move to a single open location such as the vessel’s fantail. Upon boarding, the boarding party
will conduct an initial safety inspection which is a quick and limited protective sweep of the
vessel, for any hazards to the boarding party. The inspection will include securing any weapons
found on board, identifying and securing hidden crew members or passengers, and assessing the
basic stability of the vessel to determine if it is safe to remain on board. An extended initial
safety inspection may be conducted only when reasonable suspicion exists that there is a particular
hazard that may threaten the boarding team’s safety to include known weapons onboard, an
unaccounted for person(s), and a known safety hazard.

d. Once the boarding party’s safety is assured, the accuracy of any information provided
by the vessel’s crew will be verified. The vessel will be inspected and arrests or seizures will be
made, as necessary. After the boarding party debarks, briefings and documentation of the boarding
will be completed. The boarding party will prepare and deliver a case package to support any
subsequent US or PN penalty or prosecution action.

G-3



Appendix G

Intentionally Blank

G-4 JP 3-07.4



APPENDIX H
COUNTERDRUG COMMUNICATIONS SYSTEMS

1. General

Communications systems provide the means for C2. This appendix describes the major systems
thatare used in CD operations.

2. Multiagency Communications

Multiagency CD operations are supported through the use of communications systems that
include the following:

a. Anti-Drug Network. ADNET is a web-based system available on SECRET Internet
Protocol Router Network (SIPRNET) and sponsored by the DISA Interdiction Support Branch.
The mission of ADNET is to deploy and operate secure, integrated information technology
systems to support data and intelligence sharing between federal, state, local, and foreign CD
mission partners. It augments existing DOD and LEA communications systems, provides
SIPRNET e-mail connectivity, and functions as a multiagency communications interface for
passing actionable information between registered users at CD command, intelligence, and policy
centers. ADNET nodes include: ONDCP, several HIDTA, the USIC, FBI, CCDRs, JIATF-S
and JIATF-W, JTF-N, AMOC at March Air Reserve Base, and the ICE Tactical Intelligence
Center. Communications servers are organized on a regional basis for redundancy and
survivability.

b. CD communications systems provide SIPRNET data access and voice capability in
support of USSOUTHCOM’s CD mission. USSOUTHCOM CD communications system
capabilities include:

(1) Electronic mail.

(2) CD database and text data analysis.
(3) COP.

(4) Imagery and targeting.

(5) Web browsing.

(6) Administrative office tools.

(7) Video teleconferencing.
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c. Federal Telecommunications System (FTS) 2000. FTS 2000 provides federal agencies
having CD missions with a wide variety of voice, data, and video services. FTS 2000 uses state-of-the-
art digital, fiber optic, and networking technology to provide effective communications services.

d. International Maritime Satellite (INMARSAT). INMARSAT is a commercial
consortium that operates a constellation of geostationary communications satellites, and is capable
of providing voice, record, data, facsimile, and slow-scan video between ships, aircraft, and
land-based stations around the world. Government users are equipped with INMARSAT terminals
that support an encrypted ultrahigh frequency (UHF) communications system, secure telephones,
portable data terminals, and an optical scanner.

e. National Communications System (NCS). The NCS is an interagency group responsible
for the coordination of 23 federal departments and agencies telecommunications assets to ensure
that compatibility and interoperability is maintained during emergencies, without compromising
day-to-day operations.

3. Partner Nation Counterdrug Communications Systems

USSOUTHCOM Information Sharing. USSOUTHCOM’s Theater Security Cooperation
Initiative seeks to foster cooperation between US and PNs in countering drug trafficking within
the AOR, CD information is exchanged with participating nations via a protected, closed network
enabling web-based communities of interest, e-mail exchange, and the exchange of track data.

4. Department of Defense Systems

The voice, data, and information management systems used to support joint CD operations
primarily consist of the following systems:

a. Defense Information Systems Network (DISN). The DISN is the major element of
the Global Information Grid (GIG). It has three segments: sustaining base, long haul, and
deployed. Itis DOD’s worldwide enterprise-level telecommunications infrastructure providing
end-to-end information transfer for supporting military operations. For the most part, it is
transparent to the joint force. The DISN facilitates the management of information resources,
and is responsive to national security, as well as DOD needs. It provides GIG network services
to DOD installations and deployed forces. Those services include voice, data, and video, as well
as ancillary enterprise services such as directories and messaging. DOD policy mandates the
use of the DISN for wide area and metropolitan networks.

b. Global Command and Control System. GCCS provides the means for strategic and
operational direction and technical administrative support for C2 of US military forces. GCCS
ensures effective connectivity among the NCS, the CJCS, and other components of the National
Military Command System (NMCS) down to the Service component commanders.

c. National Military Command System. The NMCS is the priority component of GCCS
designed to support the President, SecDef, and the Joint Chiefs of Staff in the exercise of their

H-2 JP 3-07.4



Counterdrug Communications Systems

responsibilities. The NMCS provides the means by which the President and the SecDef can receive
warning and intelligence information to formulate accurate and timely decisions, apply resources of the
Military Departments, assign military missions, and provide direction to CCDRs or the commanders of
other commands established by the President and SecDef.

d. UHF Tactical Satellite Communications. The principle UHF satellite capability within
DOD resides in the Fleet Satellite Communications. This system provides worldwide, high
priority naval communications between aircraft, ships, submarines, and ground terminals. The
only complementary UHF military satellite communications capability immediately available
to the Navy is the leased satellite (LEASAT) network. LEASAT is designed to provide worldwide
communications satellite service to the DOD. Air Force Satellite Communications provides
UHF channelized, low data rate service primarily to support strategic and theater forces, and
wideband channel access to validated users. Within the limits of space segment resources, CD
users may be accommodated on UHF tactical satellite systems.

e. Defense Satellite Communications System (DSCS). DSCS provides connectivity for
the President, SecDef, CICS, CCDRs, DOD agencies, DOS and, by resource sharing agreements,
the United Kingdom and the North Atlantic Treaty Organization. In addition to serving DOD
components, DSCS directly supports ground mobile forces. The need to provide Defense
Communications System communications services to remote locations that are not adequately
served by other communications means is met through the global DSCS, which provides both
digital and analog transmission paths. Telecommunications may be established to virtually
every geographical area in the world in the time required to deploy and install a transportable
earth terminal.

f. Department of Defense Intelligence Information System (DODIIS). DODIIS consists
of databases and associated communications links supporting the exchange of intelligence
information.

g. Defense Message System (DMS). DMS is the designated messaging system for DOD
and supporting agencies. It is a flexible, commercial-off-the-shelf-based application providing
multimedia messaging and directory services using the underlying Defense Information
Infrastructure network and security services. DMS is installed and operational worldwide. DMS
provides message service to all DOD users (to include deployed tactical users), and interfaces to
OGAs, allied forces, and DOD contractors.

h. Defense Switched Network (DSN). DSN provides users with a secure packet-switching
service for data communications, as well as voice communications. It supports data connectivity
between DOD commands and non-DOD agencies.

i. Defense Data Network (DDN). DDN enables computer systems and terminals and
workstations to exchange information. DDN supports military operational systems and
intelligence systems, as well as general purpose ADP and command-based data networks with
long-haul communication requirements. DDN offers CD operations the capacity to transfer
computer data rapidly and at any level of classification.
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j- SECRET and Non-secure Internet Protocol Network (SIPRNET and NIPRNET).
DOD relies heavily on SIPRNET and NIPRNET to exchange a wide variety of information and
to pass C2 information. NIPRNET is the DOD unclassified version of the Internet, while
SIPRNET is an analogous network classified up to SECRET. Many systems, such as GCCS
and DMS, use SIPRNET and NIPRNET for connectivity.

k. Joint Maritime Information Element (JMIE). JMIE is a joint program managed by
the ONI and the USCG. Its purpose is to facilitate the sharing of multisource maritime information.
The mission of JMIE is to improve the ability to obtain maritime information of interest and to
develop synergy in support of maritime missions, such as drug interdiction, arms smuggling,
and alien migration. JMIE provides the capability to extract commercial shipping information
from the databases of participating agencies and consolidate such information into a web access
system available for use by authorized subscribers.

l. Secure Telephone Unit (STU) and Secure Telephone Equipment (STE). STU-III
and STE enable end-to-end encryption, allowing secure voice and data to be exchanged over
nonsecure commercial and DSN circuits.

5. Federal Law Enforcement Systems

The following systems describe the capabilities used by various agencies that support CD
operations and efforts:

a. Customs and Border Protection Cellular Over-the-Horizon Enforcement Network.
Customs Over-the-Horizon Enforcement Network (COTHEN) is an high frequency (HF)
communications system installed in all CBP aircraft and is available to all CBP shore unit locations
and interagency task sources. COTHEN is secured through the use of voice privacy 110/116 or
HF cryptological device (advanced narrowband digital voice terminal [ANDVT]) encryption systems.
Only the CBP shore units and CBP P-3 AEW aircraft have ANDVT capability. COTHEN provides an
excellent means of HF communications between any two points.

b. Drug Enforcement Administration Communications Network (DEACN). DEACN
is a radio communications network primarily designed to provide long-haul coverage of the
Caribbean, Mexico, and Central and South America.

c. Department of Homeland Security. DHS uses the Homeland Security Information
Network (secure internet) and the Homeland Security Data Network (SIPRNET). The Air and
Marine Operations Surveillance System (AMOSS) is the DHS COP for aerial and maritime
D&M. The AMOSS is comprised of UNIX-based, open system architecture, and it maximizes
the use of commercial-off-the-shelf hardware and software.
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6. Transmission Media Used By the Department of Defense and Law Enforcement
Agencies

a. HF radio groundwave and skywave paths.

b. Very high frequency amplitude modulation (AM) and frequency modulation (FM) LOS
radio.

c¢. UHF AM and FM LOS radio.

d. UHF and superhigh frequency satellite radio.
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APPENDIX J
NATIONAL INTERDICTION COMMAND AND CONTROL PLAN

245 Murray Lane, SW, Building 410, Mail Stop 9100

S UNITED STATES INTERDICTION COORDINATOR
W Washington D.C. 20528-9100

August 31, 2005

The Honorable John P. Walters

Director

Office of the National Drug Control Policy
Executive Office of the President
Washington, D.C. 20503

Dear Director Walters:

Enclosed is the updated National Interdiction Command and Control plan (NICCP) which
has been formally coordinated between the Departments of Defense and Homeland Security and
has been staffed through your Office of Supply Reduction. The document updates the missions
of the three national task forces: Joint Interagency Task Force (JIATF) South, JIATF West, and
the Air and Marine Operations Center (AMOC). Tt also codifies the JIATF-South Joint
Operating Arca.

This updated NICCP recognizes the organizational changes in the United States
Government that have occurred since 1999 and continues to build on the successful interagency
counterdrug framework that was created in the original 1994 NICCP. This document has been
fully staffed and all issues have been resolved. [ recommend that you approve and promulgate
the new National Interdiction Command and Control Plan. My point of contact is the USIC
Executive Director, CAPT Ed Daniels, (202) 205-9341.

i

/C/h /“""//’k)-'-’ C
RADM Ralph D. Uﬂey USCG(Ret)
Acting United States Intérdiction Coordinator

Sinccrely.

RDU:tld
Enclosure
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NATIONAL INTERDICTION
COMMAND AND CONTROL PLAN
Effective 1 September 2005

References:
a) National Interdiction Command and Control Plan (NICCP), March 26, 199%.
k) Wational Drug Control Strategy, February 2005,
¢) National Strategy for Homeland Security, July 2002.
d) National Security Strategy of the U.S. of America, September 2002.
e) General Counterdrug Intelligence Plan, Revalidated July 2002,

f) National Security Presidential Directive/NSPD-25; International Drug Control Policy,
February 19, 2003 (C).

g) Homeland Security Act of 2002, Public Law 107-296; Section 878,
h} 2003 Interdiction Planning Guidance (IPG), July 11, 2002 (C).

i) Joint Interagency Task Force (JIATF) Area Responsibilities, Assistant Secretary of
Defense {SO/LIC) memorandum, 21 August 2003 (U).

Introduction

This National Interdiction Command and Control Plan (NICCP) supersedes the existing National
Interdiction Command and Control Plan (NICCP) (Ref a). The command and control structure set
forth here provides the overarching operational architecture for organizations involved in
interdicting illicit drugs in keeping with the goals and objectives of the National Drug Control
Strategy and the latest Interdiction Planning Guidance (IPG). This update reflects revised policy,
strategy, and organizational changes that have occurred to strengthen our national posture against
the international illicit drug threat and the threat of narcoterrorism to the United States (U.S.) (Refs
b-1). This revision also incorporates technology enhancements, changes in asset utilization,
improvements in command, control, communications, and intelligence architecture

General

The NICCP focuses on the illicit drug threat to the United States both intemationally and at the
U.S. border. It also addresses the current and potential nexus of terrorism with illicit drug
trafficking -- narcoterrorism -- to the U.S. The interagency command and control structure defined
in the NICCP is designed to integrate the National Drug Control Strategy's (NDCS) view of the
drug trade as an enterprise, and facilitate interagency efforts to focus interdiction activities on
specific market sectors that are vulnerable to attack, as detailed in the latest Interdiction Planning
Guidance (Ref h).
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The Threat

The illegal drug trade and the abuse of cocaine, heroin, marijuana, and synthetic drugs and related
precursors afflict over 35 million Americans, resulting in over 20,000 deaths in the U.S. in recent
years, and costs the U.S. many tens of billions of dollars in health and law enforcement resources
cach year. Furthermore, the illegal drug threat is linked to terrorism and transnational threats to the
national security of the United States. For example, international illicit drug production gencrates
a revenue-producing product that can support terrorist organizations. A narcoterrorism nexus may
exist in any of the phases of the illicit drug trafficking network. Moreover, illicit drug
transportation networks may provide well-established and proven pathways to introduce terrorist-
related threats or personnel into the U.S,

National Task Forces - Organization

This plan provides for geographically and functionally oriented operations centers (hereafter
referred to as "the Centers"). It also establishes a coordination mechanism for the Centers.

The Centers will be interagency organizations focused on interdicting drug traffickers and
severing the connections between drug trafficking and terrorism. These organizations are
designed as "national” task forces and not department or agency task forces, requiring the agreed
upon participation and resources from each and all participants. The national interagency task
torce concept provides for an organizational structure which recognizes the force multiplier
effect that can be realized from a task force manned and led by personnel from the U.S.
interagency and allied partners with a drug interdiction mission.

The Centers will conduct their part of the interdiction continuum using assigned air and maritime
interagency assets under the tactical control (TACON) of each Center’s Director or designated
representative. Resources which are TACON to the Centers will be employed in consultation
with designated representatives from the parent organizations. This will ensure that resources
are employed in a manner consistent with the parent organization's policies, directives, rules of
engagement, and legal authorities and constraints. Operational control (OPCON) of dedicated
assets will remain with the parent organization. The Centers will:

e Support, plan for, and execute operations that interdict illicit drugs being moved by air, land,
and maritime conveyances. The goals of such operations are to prevent drugs from reaching
U.S. markets, to deny the traffickers their revenue from the delivery of the drugs, and in
general to provide long-term deterrence of illicit drug smuggling;

e Fuse intelligence obtained tfrom multiple centers, activities and sources to support military, law
enforcement units, and partner nations conducting illicit drug interdiction operations within and

adjacent to their areas of responsibility;

e Respond to actionable intelligence and law enforcement leads, as well as provide crisis or
contingency support, in accordance with national priorities and within their capabilities:

e  Coordinate support to U.S. law enforcement agencies o include federal, state, local, and tribal,
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Coordinate interdiction-related support from participating nations (working, as required, with
appropriate LS. representatives); and

Provide regional drug threat planning and assist in deconflicting regional 1.5, and foreign
operations from Center-sponsored operations.

The Centers include:

Joint Interagency Task Force-South (JIATF-South): The Commander, U.S. Southern
Command {USSOUTHCOM), is responsible for command, control, and tasking authority for
JIATF-South. The primary mission of this Center is conducting detection, monitoring and
interdiction support for the south-to-north flow of illicit drugs and other narcoterrorist threats to
the security of the 1.5, within the prescribed Joint Operating Area (JOA) (Ref'i). Tt will serve
as a Center for Detection and Monitoring (D&M), as well as counterdrug support to 1.5,
country teams. In that capacity it will sort and hand off suspect air and maritime trafficking
events in the Caribbean Islands, Central and South America, the Gulf of Mexico, the Caribbean
Sea, and the Pacific and Atlantic Oceans, from Antarctica at 27°W, north to 30"N, west to the
LS., west from the U.8./Mexico border at 32.5°N, and south at 120°W to Antarctica. JIATF-
South also will support participating nation interdiction initiatives, and the detection,
monitoring, and handoft of suspect targets to U.S. or partner nation law enforcement or other
torces with interdiction responsibilities. JIATF South’s D&M responsibilities extend up to 100
nautical miles (NM) from the Continental United States (CONUS) for air targets, to the
CONUS territorial seas for maritime targets, to the U.S. territorial seas of Puerto Rico and the
U.S. Virgin Islands for both air and maritime targets and also includes the territory of the
Bahamas.

Joint Interagency Task Force-West (JIATF-West): The Commander, U.S. Pacific
Command {UUSPACOM), is responsible for command, control, and tasking authority for
JIATF-West. The primary mission of this Center is conducting counterdrug detection,
monitoring and interdiction support and providing counterdrug support to U.S. country teams
and partner nation law enforcement or other forces with interdiction responsibilities in the
USPACOM area of responsibility (AOR), less the area east of 120°W, in order to disrupt
narcotics-related trafticking organizations. JIATF-West will serve as the primary center for
efforts to detect and monitor heroin and other illegal drugs originating in southeast and
northeast Asia. The JIATF-West AOR encompasses the USPACOM AOR less the JIATF-
South JOA in the Eastern Pacific Ocean, east of 120°W (Refi). The JIATF-West AOR is
defined by the area eastward from 17°E to 120°W encompassing all the Pacific and Indian
Oceans and that portion of the Arctic Ocean region eastward from 100°E to 95°W.

Air and Marine Operations Center (AMOC): The Department of Homeland Security,
through the Commissioner of Customs and Border Protection, is responsible for the direction
and operation of the AMOC as it confronts transnational and other threats with an aviation or
marine nexus. The primary mission of this center is detecting, monitoring, sorting, tracking
and coordinating the interdiction and arrest of air trafficking threats within its AOR. The
AMOC will share responsibility with the United States Coast Guard (USCG) for maritime
threats within U.S. territorial waters. For purposes of this document only, the principal AOR

34
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for the AMOC includes all of the CONUS and will extend 100 NM from the CONUS and
150 NM from Puerto Rico. The region that includes Puerto Rico and out to 150NM from
Puerto Rico is delegated to the Caribbean Air and Marine Operations Center (CAMOC).
AMOC or CAMOC, as appropnate, will coordinate and deconflict air surveillance and
interdiction activities of law enforcement agencies and DOD air defense operations operating
in the AMOC AOR. The AMOC/CAMOC will coordinate with JIATF-South, JIATF-West,
OPBAT, NORTHCOM, NORAD, Canada’s National Operations Center and the Information
Analysis Center (IAC) in Mexico to pass and receive track handoffs. The AMOC/CAMOC
will coordinate with appropriate U.5. and Partner Nation law enforcement agencies (LEAs)
to ensure effective endgames against both air and maritime targets.

The Role of Intelligence

Emphasis should be on the timely transmission of tactically actionable intelligence and/or
information that can facilitate the planning and execution of interdiction operations. Intelligence
should identify the processes of the drug trafficking business and to other narco-terrorist threats.

Intelligence is integral to the success of all interdiction operations. All agencies engaged in
implementing and/or supporting interdiction activities need to continuously support and improve
intelligence collection, fusion, analysis, and dissemination so that the CN Interdiction and
Orperations Support Centers have the most current and most effective intelligence to integrate
with other information, including human, radar, and sensor information.

Agencies should give intelligence collection initiatives priority. Knowledge of the procedures
established and used by traffickers can significantly help in identifying and exploiting drug
business vulnerabilities. Sources should be actively sought who can provide this information.
Unrestricted sharing of information is a goal for every agency. The value of intelligence is
established not only by its content but also by its full availability to the interdiction community.
Agencies are encouraged to develop policies and implementation plans that ensure broad
interagency dissemination of all drug-related and narco-terrorist related intelligence.

Counterdrug intelligence organizations and activities are defined in the General Counterdrug
Intelligence Plan {Ref e).

Structure of the Centers

Each Center will be organized so as to maximize their operational effectiveness while minimizing
headquarters and administrative overhead. The Centers will be jointly staffed by personnel from
DOD, DHS, DO, and other agencies, as required. Appropriate interagency staffing will ensure
close coordination of operations and seamless handoff to appropriate endgame agencies of suspect
air, sea, or land targets of interest. Other agencies, service components, or entities having an
interest in, or who are impacted by the operations of the Centers should provide liaison personnel
to the Centers, to include partner nation liaisons.

e The Centers need not be identical and may organize according to unique threat, operational
focus, and geographic constraints,
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Directors will be assigned by the Department with command, control, and funding
responsibility unless otherwise apreed.

The Centers' staffing levels will be reviewed by the department exercising command and
control of the Center as to adequacy as agreed to by the interagency.

Coordination, Planning, and Resourcing Process

Interagency coordination, planning, and resourcing of interdiction operations will be conducted at
multiple levels:

Strategic Guidance: Strategic guidance is provided by the National Drug Control Strategy
and its Classified Annex; National Strategy for Homeland Security; National Security
Presidential Directives, and other national department-level statements of counterdrug policy.
Strategic guidance is incorporated in department and interagency planning.

Strategic Planning: To serve as a bridge between strategic-level guidance and operational
plans, the United States Interdiction Coordinator (USIC) will chair periodic USIC Interdiction
Conferences with federal departments and agencies that conduct or support interdiction to
assist in resource planning and coordination of plans. These conferences will be used to
collectively review the threat and emerging trends, achieve consensus on strategic priorities,
and report on research and development initiatives.

Interdiction Planning Guidance (IPG): The USIC will coordinate, based on the drug
trafficking threat, coordinate the development of the IPG to reflect interdiction policy priorities
and any special areas of emphasis as required.

Operational Planning: The Centers will be the primary source of operational planning. They
may host operational planning conferences, as necessary, to coordinate intelligence fusion,
operational planning, and tactical scheduling in support of operations managed by the Cenlers.
The Centers will use the IPG and other guidance, as appropriate, to assist in developing their
operational plans. These plans will be developed in collaboration with the USIC, interagency
partners, the respective departments and commands, and resource providers.

Asset Requirements: The Centers will use their operational plans to develop annual asset
requirements. Those requirements will be developed in collaboration with the interagency and
resource providers. After review by the appropriate department, the USIC will review the
requirements and will report to the Director, ONDCP on the adequacy of each for
accomplishing the NDCS interdiction goals and [PG priorities.

Statement of Intent (SOI): Primary resource providers (DOD and DHS) will jointly develop
an interagency Statement of Intent (SOI) that details a baseline level of effort in terms of assets
and resources that are planned in support of operations managed by the Centers.

Review for Adequacy: After review by the appropriate department, the USIC will review the
Center’s requirements and the interagency SOI and will report to the Director, ONDCP, on the
adequacy of each for accomplishing the NDCS interdiction goals and IPG priorities.
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NICCP Implementation

Implementation of this plan is effective on the date of approval following appropriate
coordination (see below). Individual agencies are responsible for identifying and carrying out
specific implementation actions. The U.S. Interdiction Coordinator will coordinate this
overall effort and may coordinate changes and updates as required.

Approved:

ol e

/John Walters, Director
/ Office of National Drug Control Policy

Coordination:

. Utley, RADMTUSCG (Ret)
LS. Interdiction Coordinator { Acting)

I

| n+ L A
Thomas W. O"Connell

Assistant Secretary of Defense for
Special Operations and
Low-Intensity Conflict

Transportation Security (Acting)

Depa f Homeland Security

TEARY M. CROSS
Acting

Admiral Thomas H. Collins,
Commandant, U.S. Coast Guard
Department of Homeland Security
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Glossary of Terms Associated with the National Interdiction Command and Control Plan

Area of Responsibility (AOR): A defined geographic area for which responsibility is specifically,
but not necessarily exclusively, assigned to a commander for tactical planning and operations,
along with parallel authority to exercise those functions.

Armival Zone: The geographic area where the drugs have arrived within their intended market. For

the purposes of this plan, where international smuggling concludes and drugs have arrived in U.S.
territory,

Command and Control: The exercise of authority and direction by a properly designated
commander over assigned forces in the accomplishment of the mission. Command and control
functions are performed through an arrangement of personnel, equipment, communications,
facilities, and procedures employed by a commander in planning, directing, coordinating, and
controlling forces and operation in the accomplishment of the mission.

CONUS: The continental U.S_, including the adjacent territorial waters, located within North
America between Canada and Mexico.

Interdiction: A general term used to describe the efforts focused on interrupting a specified
activity. A completed drug interdiction normally consists of several phases, some of which may
accur simultaneously:

Cueing: Providing actionable intelligence to operating forces.
Detection: The initial acquisition of a contact.
Monitoring: The tracking and/or interception of a contact.

Tracking: To maintain detection information (position, course, and speed) on a
target.

Intercept: To direct the movement of an asset to the scene of a contact, either for
purposes of identification or to position the asset to take further action.

Sorting/Classifying: The process involved in identifying drug smuggling traffic from
legitimate traffic.

Handoff: The act of shifting primary responsibility between forces or actors.

Disruption: Halting an activity, usually the transportation of contraband, either
permanently (by effecting an endgame) or temporarily (by causing an abort).

Endgame: The goal: in this case, usually the apprehension, causing the jettison
of contraband, or arrest of offenders.

Apprehension: The detention, arrest, or seizure of suspects, evidentiary items,
contraband, and/or vehicles.
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Joint Operations Area (JOA): An area of land, sea, and airspace, defined by a geographic
combatant commander or subordinate unified commander in which a joint task force commander

conduets operations to accomplish a specific mission. For the purposes of NICCP, the JOA is not
required to align with the boundaries defined in the UCP as it may cover operations on the
boundaries between AORs. The JIATF-South JOA 1s defined as USSOUTHCOM''s area of
responsibility and the areas that include: the part of USNORTHCOM's AOR in the Gulf of
Mexico and the Atlantic north to latitude 30°N; the part of USNORTHCOM s AOR that extends
from the west coast of Mexico to longitude 120°W; and the part of USPACOM’s AOR that
extends west from the USSOUTHCOM AOR boundary to longitude 120°W,

Narcoterrorism: Terrorism that is linked to illicit drug trafficking. This may be narco-driven
terrorism, which is terrorism conducted by drug traffickers to further their aims of drug
trafficking, or narco-supported terrorism, which is terrorism that benefits from or uses drug
trafficking to further individual or group terrorist activities.

Operational Control (OPCON): Transferable command authority involving organizing and
employing commands and forces, assigning tasks, designating objectives, and, as considered
necessary by the commander, giving authoritative direction to accomplish the assigned mission.
Operational control does not, in and of itself, include authoritative direction for logistics or matiers
of administration, discipline, internal organization, or unit training,

Source Zone: The geopraphic area that is the original source of the illicit drugs, i.e. where they are
produced. This area normally encompasses the growth of required agricultural components, and
much or all of the processing required, either from synthetic or agricultural components, to create
the consumable product,

Tactical Control (TACON): Command authority over assigned or attached forces or commands,
or military capability or forces made available for tasking, that is limited to the detailed direction
and control of movements or maneuvers within the operational area necessary to accomplish
missions or tasks assigned. Tactical control is inherent in operational control. Taetical control
provides sufficient authority for controlling and directing the application of force or tactical use
of combat support assets within the assigned mission or task. {Extracted from Joint Publication
1-02, “DoD Dictionary of Military and Associated Terms.”)

Transit Zone: The path(s) utilized by drug traffickers to transport illicit drugs to their market,
Geographically, these paths normally connect, but do not include, the Source and Arrival Zones,

Transnational Threat: Any transnational activity (including international terrorism,

narcotics trafficking, the proliferation of weapons of mass destruction and the delivery systems
for such weapons, and organized crime) that threatens the national security of the United States,
or any individual or group that engages in such an activity, (Title 50 U.5.C. §402 (i) (5))

Unified Command Plan (UCP): A document signed by the President that establishes combatant
commands within DoD; it identifies geographic areas of responsibility, assigns primary tasks,
defines authority of the commanders, establishes command relationships, and gives guidance on
the exercise of combatant command.
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GLOSSARY

PART I — ABBREVIATIONS AND ACRONYMS

AC
ADNET
ADP
AEW
AM
AMOC
AMOSS
ANDVT

AO
AOI
AOR
ARNG
ASH
AUF

BIA
BLM
BORFIC

C2

CA

CBP

CCDR

CD

CDIPO
CDRUSJFCOM
CDRUSNORTHCOM
CDRUSPACOM
CDRUSSOCOM
CDRUSSOUTHCOM
CGIS

CI

CICAD

CIFA

CIO

CICS

CJCSI

CICSM

CLEA

CMO

avenue of approach

Active Component

anti-drug network

automated data processing

airborne early warning

amplitude modulation

Air Marine Operations Center

Air and Marine Operations Surveillance System
advanced narrowband digital voice terminal

Air National Guard

area of operations

area of interest

area of responsibility

Army National Guard

Assistant Administrator for Security and Hazardous Materials
airborne use of force

Bureau of Indian Affairs
Bureau of Land Management
Border Patrol Field Intelligence Center

command and control

civil affairs

Customs and Border Protection

combatant commander

counterdrug

counterdrug intelligence preparation for operations
Commander, United States Joint Forces Command
Commander, United States Northern Command
Commander, United States Pacific Command
Commander, United States Special Operations Command
Commander, United States Southern Command

US Coast Guard Investigative Service
counterintelligence

Inter-American Drug Abuse Control Commission
counterintelligence field activity

command intelligence officer

Chairman of the Joint Chiefs of Staff

Chairman of the Joint Chiefs of Staff instruction
Chairman of the Joint Chiefs of Staff manual
civilian law enforcement agency

civil-military operations
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CMV

CNC

CoOM
COMDTINST
CONOPS
CONUS

COP
COTHEN
CPG

D&M
DASD-CN
DASD(P&HA)

DDN
DEA
DEACN
DHS
DIA
DIAP
DISA
DISN
DLA
DLEA
DMIGS
DMS
DOD
DODD
DODI
DODIIS
DOS
DSCA
DSCS
DSN
DTO

EO
EPIC
EU

FAA
FARC
FBI
FHA
FID

commercial motor vehicle

Crime and Narcotics Center

chief of mission

Commandant, United States Coast Guard instruction
concept of operations

continental United States

common operational picture

Customs Over-the-Horizon Enforcement Network
Contingency Planning Guidance

detection and monitoring

Deputy Assistant Secretary of Defense for Counternarcotics

Deputy Assistant Secretary of Defense (Peacekeeping and
Humanitarian Affairs)

Defense Data Network

Drug Enforcement Administration

Drug Enforcement Administration Communications Network

Department of Homeland Security

Defense Intelligence Agency

Drug Interdiction Assistance Program

Defense Information Systems Agency

Defense Information Systems Network

Defense Logistics Agency

drug law enforcement agency

Domestic Mobile Integrated Geospatial-Intelligence System

defense message system

Department of Defense

Department of Defense directive

Department of Defense instruction

Department of Defense Intelligence Information System

Department of State

Defense Security Cooperation Agency

Defense Satellite Communications System

Defense Switched Network

drug trafficking organization

executive order
El Paso Intelligence Center
European Union

Federal Aviation Administration
Revolutionary Armed Forces of Colombia
Federal Bureau of Investigation

foreign humanitarian assistance

foreign internal defense
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FIST
FLETC
FM
FMCSA
FOUO
FTS

GBR
GCC
GCCS
GDP
GEOINT
GIG

HCA
HF
HIDTA
HN
HNS

I&A

IC

ICC

ICE

IMET

INL
INMARSAT
Interpol

IRS

ISR

J-2

J-3

J-5

JFC
JIACG
JIATF
JIATF-S
JIATF-W
JIOCPAC
JIOC-SOUTH
JIPOE
JMIE
JOA
JOPES

fleet intelligence support team

Federal Law Enforcement Training Center
frequency modulation

Federal Motor Carrier Safety Administration
for official use only

Federal Telecommunications System

ground-based radar

geographic combatant commander
Global Command and Control System
gross domestic product

geospatial intelligence

Global Information Grid

humanitarian and civic assistance
high frequency

high-intensity drug trafficking area
hostnation

host-nation support

Office of Intelligence and Analysis

Intelligence Community

Intelligence Coordination Center

Immigration and Customs Enforcement

international military education and training

Bureau for International Narcotics and Law Enforcement Affairs
international maritime satellite

International Criminal Police Organization

Internal Revenue Service

intelligence, surveillance, and reconnaissance

intelligence directorate of a joint staff
operations directorate of a joint staff

plans directorate of a joint staff

joint force commander

joint interagency coordination group

joint interagency task force

Joint Interagency Task Force - South

Joint Interagency Task Force - West

Joint Intelligence Operations Center, Pacific
Joint Intelligence Operations Center, South
joint intelligence preparation of the operational environment
joint maritime information element

joint operations area

Joint Operation Planning and Execution System

GL-3



Glossary

JOPP joint operation planning process

JP joint publication

JSCP Joint Strategic Capabilities Plan

JTF joint task force

JTF-N Joint Task Force-North

LEA law enforcement agency

LEASAT leased satellite

LEDET law enforcement detachment (USCG)

LEGAT legal attaché

LESO Law Enforcement Support Office

LOS line of sight

MAOC-N Maritime Analysis and Operations Center-Narcotics
MARINCEN Maritime Intelligence Center

MCA military civic action

MCIO military criminal investigation organization
MCTC Midwest Counterdrug Training Center
MCTFT Multijurisdictional Counterdrug Task Force Training
MDMA methylenedioxymethamphetamine

MLEA Maritime Law Enforcement Aacademy

MOA memorandum of agreement

MOE measure of effectiveness

MOU memorandum of understanding

MOUT military operations in urban terrain

NAI named area of interest

NCB national central bureau

NCS National Communications System

NCTC North East Counterdrug Training Center
NDAA National Defense Authorization Act

NDCS National Drug Control Strategy

NDIC National Drug Intelligence Center

NG National Guard

NGA National Geospatial-Intelligence Agency

NGB National Guard Bureau

NICCP National Interdiction Command and Control Plan
NIPRNET Non-Secure Internet Protocol Router Network
nm nautical mile

NMCS National Military Command System

NMIC National Maritime Intelligence Center
NORAD North American Aerospace Defense Command
NPS National Park Service

NSA National Security Agency

NSC National Security Council
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NSPD
OASD(PA)
OCDETF
OGA

Ol

0IC
ONDCP
ONI
OPCON
OPLAN
OPORD
OPSEC
ORCON
0SD

PA

PAO
PCC

PN

POE
PROPIN
PSYOP

RC
RCTA

SA

SAO

SC
SecDef
SECSTATE
SIPRNET
SIR

SJA

SOF
SOFA
STE

STU

TACON
TAT
TNCO
TOI

UHF

national security Presidential directive

Office of the Assistant Secretary of Defense (Public Affairs)
organized crime drug enforcement task force
other government agency

office of intelligence (USCS)

officer in charge

Office of National Drug Control Policy
Office of Naval Intelligence

operational control

operation plan

operation order

operations security

originator controlled

Office of the Secretary of Defense

public affairs

public affairs office

policy coordinating committee

partner nation

port of entry

caution - proprietary information involved
psychological operations

Reserve Component
Regional Counterdrug Training Academy

security assistance

security assistance organization
strategic communication
Secretary of Defense

Secretary of State

SECRET Internet Protocol Router Network
serious incident report

staff judge advocate

special operations forces
status-of-forces agreement
secure telephone equipment
secure telephone unit

tactical control

tactical analysis team

transnational criminal organization
track of interest

ultrahigh frequency
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UNODC

USAID

USC

USCG
USEUCOM
USFS

USG

USIC

USMS

USN

USNCB
USNORTHCOM
USPACOM
USSOCOM
USSOUTHCOM
USTRANSCOM

WCO

United Nations Office on Drugs and Crime

United States Agency for International Development
United States Code

United States Coast Guard

United States European Command

United States Forest Service

United States Government

United States interdiction coordinator

United States Marshals Service

United States Navy

United States National Central Bureau (INTERPOL)
United States Northern Command

United States Pacific Command

United States Special Operations Command
United States Southern Command

United States Transportation Command

World Customs Organization
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PART Il — TERMS AND DEFINITIONS

Unless otherwise annotated, this publication is the proponent for all terms and definitions found
in the glossary. Upon approval, JP 1-02 will reflect this publication as the source document for
these terms and definitions.

Air Carrier Initiative Program. None. (Approved for removal from the next edition of JP
1-02.)

air smuggling event. In counterdrug operations, the departure of a suspected drug smuggling
aircraft, an airdrop of drugs, or the arrival of a suspected drug smuggling aircraft. (JP
3-07.4)

airway. None. (Approved for removal from the next edition of JP 1-02.)

arrival zone. In counterdrug operations, the area in or adjacent to the United States where
smuggling concludes and domestic distribution begins (by air, an airstrip; by sea, an offload
point on land, or transfer to small boats). (This term and its definition modify the existing
term and its definition and are approved for inclusion in the next edition of JP 1-02.)

cartel. None. (Approved for removal from the next edition of JP 1-02.)

controlled substance. A drug or other substance, or immediate precursor included in Schedule
L, IL, II1, IV, or V of the Controlled Substances Act. (JP 3-07.4)

counterdrug. Those active measures taken to detect, monitor, and counter the production,
trafficking, and use of illegal drugs. Also called CD and counternarcotics (CN). (This term
and its definition modify the existing term and its definition and are approved for inclusion
in the next edition of JP 1-02.)

counterdrug activities. Those measures taken to detect, interdict, disrupt, or curtail any activity that
isreasonably related to illicit drug trafficking. This includes, but is not limited to, measures taken to
detect, interdict, disrupt, or curtail activities related to substances, materiel, weapons, or resources
used to finance, support, secure, cultivate, process, or transport illegal drugs. (Approved for
inclusion in the next edition of JP 1-02.)

counterdrug nonoperational support. Support provided to law enforcement agencies or host
nations that includes loan or lease of equipment without operators, use of facilities (such as
buildings, training areas, and ranges), training conducted in formal schools, transfer of
excess equipment, or other support provided by the Services from forces not assigned or
made available to the combatant commanders. (JP 3-07.4)

counterdrug operational support. Supportto hostnations and drug law enforcement agencies involving
military personnel and their associated equipment, provided by the geographic combatant

GL-7



Glossary

commanders from forces assigned to them or made available to them by the Services for this
purpose. (This term and its definition modify the existing term and its definition and are approved
for inclusion in the next edition of JP 1-02.)

counterdrug operations. Civil or military actions taken to reduce or eliminate illicit drug
trafficking. (JP 3-07.4)

counterdrug support office. None. (Approved for removal from the next edition of JP 1-02.)
counternarcotics. See counterdrug. (Approved for inclusion in the next edition of JP 1-02.)

Customs Over-The-Horizon Enforcement Network. United States Customs Service long-range
voice communications system. Also called COTHEN. (This term and its definition modify the
existing term and its definition and are approved for inclusion in the next edition of JP 1-02.)

Department of Defense support to counterdrug operations. Support provided by the
Department of Defense to law enforcement agencies to detect, monitor, and counter the
production, trafficking, and use of illegal drugs. (JP 3-07.4)

drug interdiction. A continuum of events focused on interrupting illegal drugs smuggled by
air, sea, or land. Normally consists of several phases — cueing, detection, sorting, monitoring,
interception, handover, disruption, endgame, and apprehension — some which may occur
simultaneously. (This term and its definition modify the existing term and its definition and
are approved for inclusion in the next edition of JP 1-02.)

essential chemicals. In counterdrug operations, compounds that are required in the synthetic or
extraction processes of drug production, but in most cases do not become part of the drug
molecule. Essential chemicals are used in the production of cocaine or heroin. (JP 3-07.4)

humanitarian and civic assistance. Assistance to the local populace provided by predominantly US
forces in conjunction with military operations and exercises. This assistance is specifically authorized
by Title 10, United States Code, Section 401, and funded under separate authorities. Assistance
provided under these provisions is limited to (1) medical, dental, veterinary, and preventive medicine
care provided in rural areas of a country; (2) construction of rudimentary surface transportation
systems; (3) well drilling and construction of basic sanitation facilities; and (4) rudimentary construction
and repair of public facilities. Assistance must fulfill unit- training requirements that incidentally
create humanitarian benefit to the local populace. Also called HCA. (This term and its definition
modify the existing term and its definition and are approved for inclusion in the next edition of JP 1-
02.)

interdiction. 1. Anaction to divert, disrupt, delay, or destroy the enemy’s military surface capability
before it can be used effectively against friendly forces, or to otherwise achieve objectives. 2. In
support of law enforcement, activities conducted to divert, disrupt, delay, intercept, board, detain,
or destroy, as appropriate, vessels, vehicles, aircraft, people, and cargo. (JP 3-03)
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international narcotics activities. Those activities outside the United States which produce, transfer,
or sell narcotics or other substances controlled in accordance with Title 21, “Food and Drugs” -
United States Code, sections 811 and 812. (This term and its definition modify the existing term
and its definition and are approved for inclusion in the next edition of JP 1-02.)

laundering. In counterdrug operations, the process of transforming drug money into a more
manageable form while concealing its illicit origin. Foreign bank accounts and dummy
corporations are used as shelters. (JP 3-07.4)

law enforcement agency. Any of a number of agencies (outside the Department of Defense)
chartered and empowered to enforce US laws in the following jurisdictions: The United
States, a state (or political subdivision) of the United States, a territory or possession (or
political subdivision) of the United States, or within the borders of a host nation. Also
called LEA. (JP 3-07.4)

narcoterrorism. Terrorism that is linked to illicit drug trafficking. (This term and its definition
modify the existing term “narco-terrorism’ and its definition and are approved for inclusion
in the next edition of JP 1-02.)

partner nation. Those nations that the United States works with to disrupt the production,
transportation, distribution, and sale of illicit drugs, as well as the money involved with this
illicit activity. Also called PN. (Approved for inclusion in the next edition of JP 1-02.)

precursor chemical. Compounds that are required in the synthetic or extraction processes of
drug production, and become incorporated into the drug molecule. Not used in the production
of cocaine or heroin. (JP 3-07.4)

producer countries. In counterdrug operations, countries where naturally occurring plants,
such as coca, cannabis, or poppies are cultivated for later refinement into illicit drugs. (JP
3-07.4)

radar picket. Any ship, aircraft, or vehicle, stationed at a distance from the force protected, and
integrated into a common operational picture for the purpose of increasing the radar detection
range. (This term and its definition modify the existing term and its definition and are
approved for inclusion in the next edition of JP 1-02.)

seizures. In counterdrug operations, includes drugs and conveyances seized by law enforcement
authorities and drug-related assets (monetary instruments, etc.) confiscated based on evidence
that they have been derived from or used in illegal narcotics activities. (JP 3-07.4)

sorting. In counterdrug operations, the process involved in differentiating traffic which could
be involved in drug trafficking from legitimate air traffic. (This term and its definition

modify the existing term and its definition and are approved for inclusion in the next edition
of JP 1-02.)
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special interest target. None. (Approved for removal from the next edition of JP 1-02.)

stimulants. Controlled drugs that make the user feel stronger, more decisive and self-possessed;
includes cocaine and amphetamines. (JP 3-07.4)

surface smuggling event. In counterdrug operations, the sighting of a suspected drug smuggling
vessel or arrival of a suspected drug smuggling vessel. (JP 3-07.4)

suspect. 1. In counterdrug operations, a track of interest where correlating information actually
ties the track of interest to alleged illegal drug operations. 2. An identity applied to a track
that is potentially hostile because of its characteristics, behavior, origin, or nationality. (JP
3-07.4)

tracking. Precise and continuous position-finding of targets by radar, optical, or other means.
(Approved for inclusion in the next edition of JP 1-02.)

track of interest. In counterdrug operations, contacts that meet the initial sorting criteria applicable
in the area where the contacts are detected. Also called TOL. (JP 3-07.4)

transit route. A sea route which crosses open waters normally joining two coastal routes. (JP
3-07.4)

transit zone. The path taken by either airborne or seaborne smugglers. Zone can include
transfer operations to another carrier (airdrop, at-sea transfer, etc.). (JP 3-07.4)
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