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Abstract - Many of  the networks are existing but little  of  them that believe the quality and security together, the 
secure transmission of the information with high quality remains the primary goal of all engineers, which is 
considered the ideal goal of this theory either in fact, get a high quality of service comes at the expense of security and 
vice versa, has been expressed networks fiber optic for the best possible speed while maintaining a good level of 
security. In the Internet network, person-to-person communication can be enhanced with high quality images and 
videos, and access to information and services on public and private networks will be enhanced by higher data rates, 
quality of service (QoS), security measures, location-awareness, energy efficiency, and new flexible communication 
capabilities. So some networks are characterized by the QOS offered in addition to the security that we will discuss 
extensively later. This distinction is linked to the quality of communication and service over the network and 
security[1]. The quality of a network is evaluated on the basis of the quality of service, and especially on its security 
features. The use of security mechanisms is important in knowing the identity, saving the information, and ensuring 
that there is no tampering.in this research we try to ensure the security for QoS with  two different methods using the 
Tunnel like the L2TP and IPSec that mean the security of layer two and three of OSI model, and we compared the 
differential impact  between the two types of security on QoS parameters.  
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I. INTRODUCTION 
 

The Security is one of the most important elements in any network and has been discussed by keen technicians since 
1960 [2]. We cannot be trusted in any network if it does not take into account the issue of security. In addition to 
security, there is a new technique which is witnessed by the world of network quality of service and is also considered 
one of the most important services that are based on the classification of information in order of importance, which it 
deems appropriate technicians helping to improve communication and send information. But these services must be 
given something of secrecy and security, and if it does not enjoy a specific level of which they become vulnerable to 
hacking and interception and damage. 
 

The security is a critical requirement of dependable systems and networks [3], it does not separate works with the QoS, in 
other words, it affects the quality of independent, non-declared security service and vice versa. Also the security does not 
come for free and, in general, protection mechanisms require more processing time and causes traffic delay. We have 
several types of security combined service with a high level of confidentiality and security, in order to reach the nearest 
state of the ideal. But so far, this ideal has not been reached to integrate security with quality of service parameters, So 
integrating the security to the quality of the service parameters did not specify what kind of security will be combined 
although the security elements are also controlled by confidentiality, integrity and other parameters of security. In order 
to pursue our goal of securing the network, we must improve the weak points of the OSI layers. Through our knowledge 
in OSI layers, the second layer (data link layer) and the third are considered one of the weakest layers due to its proximity 
to the physical layer, and thus benefiting from the second layer and the third of OSI Model helps in preventing access to 
the upper layers [1] 
 .                                                         

The synchronization of the security and quality of service in the network is a basic requirement, despite the existence of 
its mutual effect; engineers always seek to create a state close to the ideal in networks where the service and the security 
both are at the top level.  
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The security does not separate works with the quality of service, in other words, it affects the quality of independent non-
declared security service and vice versa. Also the security does not come for free and, in general, protection mechanisms 
require more processing time and causes traffic delay. Real time applications such as video conferencing, VoIP, and real-
time video need special processing to achieve their goals and to overcome the delay introduced by adding security 
mechanisms [1]. 
 

We have several methods for the QoS security, but in this article we will use the security layer 3 of the OSI 
model(IPSEC) and layer 2 (L2TP),but every protocol works alone. Then we will build a network that has tow subnet 
(every subnet has five workstations, one router, one server for the application and one switch), IP cloud for internet 
connection. The first work it must to build the network, implementation the QoS, implementation the tunnel of L2TP, 
and the tunnel of IPSEC and last we will run the simulation for compart the result. For the simulation we will use the 
Opnet simulator program, the last step is the study the difference between the L2TP impact on QoS parameters and the 
IPSEC impact. This paper presents in Section 2 RELATED WORK., Section 3 IPSec. Section 4 L2TP. Section 5 
INTEGRATE THE QoS AND SECURITY (TUNNEL), Section 6 QoS TECHNIC, SECTION 7 SIMULATION and 
ANALYSE, Section 8 CONCLUSION on open issues and perspectives of this work. 

 

II. RELATED WORK 
 

There are some articles very related to our paper such as the [4] The authors talked about the impact of security on the 
quality of service through mathematical equations, and the impacts of encryption and authentication on SAL and delay. 
Finally they concluded, that to get the minimum delay and the highest SAL, they should use an immune algorithm to 
optimize key length and authentication rate. Their simulation showed that the proposed model is effective to get the 
optimal solution under different configurations. 
 

In [5], discussed a new type of networking mobile ad hoc network (MANETS) and how to take advantage of the security 
and quality of service in this type of networks. The new model used for integrating security and Quality of Service (QoS) 
as one parameter in MANET, is introduced and studied in their research . Their model via cross layer design (CLD) 
provides an alternative to cooperation between QoS and security. 
 

In [30] the researchers presented an assessment methodology to analyze the performance of different firewall platforms. 
The performance analysis considers delay, jitter, throughput, and packet loss. The proposed methodology was tested by 
performing a number of experiments on different types of firewalls, including network-based and personal firewalls. The 
results showed that network-based firewalls outperformed personal firewalls in all metrics and Cisco ASA achieved 
better performance than a packet filter, and all the firewalls can protect against the proposed attack, which confirms the 
idea of using both personal and network-based firewalls to provide layered security. Other results of this study showed 
that most computer users do not use or configure firewalls on their devices which is a concerning issue for network 
administrators 
 

The relation between QoS and security is strong, and both QOS and security have a set of parameters, and for this reason 
we have many possible combinations of parameters, but we must choose the best combinations. These combinations have 
been presented by Tarik Taleb and Abderrahim Benslimane, where they demonstrated the need for jointly addressing 
QoS and security requirements. To this end, they devised a network policy framework entitled QoS2 which orchestrates 
between the conflicting requirements of QoS and security based on a MADM approach (an approach that can be applied 
using different algorithms for choosing the best decision) running at a global security advisory system. The advisory 
system assesses current network security conditions based on real-time feedback from different monitoring systems 
deployed over the network in a hierarchical fashion. They evaluated the performances of their QoS2 mechanism while 
considering the case study of QoS-sensitive IPTV services. The authors demonstrate that they envisioned QoS2 
framework achieves its designed goals.  
 

For utilizing this approach we must pass through three steps: Step one Defining all possible QoS level and security level 
combinations, Step tow Defining the Decision Matrix (DM) for a user’s connection, Step three Applying a MADM 
algorithm to find the best alternatives among the available ones. After these steps, the researchers used the Network 
Simulator (NS3) and the TOPSIS algorithm to select the best set of parameters to meet both the QoS and security 
requirements. At the end of the article the authors have concluded the impact of security on QoS by two figures (3 and 4) 
that illustrate the relation between the Buffer Playback rate occupancy and different threat levels.[31]    
 

In [6] the authors proposed a QoS-friendly Encapsulated Security Payload (Q-ESP) to solve problem of IPSec 
encapsulation security protocol (ESP) that hides much of the information’s in its encrypted payloads, this information is 
utilized in performing classification appropriately. Finally, they concluded that, in this way they could minimize the 
possibility of QoS attack to the VPN module, as unconcerned packets will be filtered by the firewall. 
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In [11] Stefan et al, talked about adding security on QOS architecture, where they said that “until now security has not 
been recognized as a parameter in QoS architectures and no security-related service classes have been defined”. They 
have made a brief survey of what has been done so far in the area and suggested some potential ways of further progress 
towards a quality of service concept that would include security aspects. In the research, the authors said that there must  
be a definition for the security that is needed by the user, and must define a method to arrive at quantitative value. But the 
authors did not put a method to measure the parameters of QOS and security. Moreover, they did not specify which level 
of security and QOS must be chosen. In [54] the authors present an improved UGF, named VUGF, to study the 
simultaneous analysis of multiple QoS indices for an SCA in an algebraic procedure. The VUGF inherits the outstanding 
advantages that allow one to find the entire MSS performance distribution based on the performance distribution of its 
elements by using a fast algebraic procedure. 

III. IPSEC 
 

A.  Definition: Internet Protocol security (IPSec) is a framework of open standards for helping to ensure private, secure 
communications over Internet Protocol (IP) networks through the use of cryptographic security services. IPSec 
supports network-level data integrity, data confidentiality, data origin authentication, and replay protection. Because 
IPSec is integrated at the Internet layer (layer 3), it provides security for almost all protocols in the TCP/IP suite, 
and because IPSec is applied transparently to applications, there is no need to configure separate security for each 
application that uses TCP/IP.IPSec is the merge some of security algorithms for making sure the security for the 
network and the connection between the users, the protocol is used on layer 3 of the OSI Model and use the tunnel 
technique. And it ensures the authentication, packets, security and administration of keys [7]. 

B.  IPSEC Advantage:  1-Ensure a strong security between the inside and the outside the LAN In case of use in routers 
and firewalls. 2- Hidden in front the user 3-Ensures the cryptography, 4-The principal advantage of IPSec is that it 
offers confidentiality and authentication at the packet level between  hosts and networks[7]. 

 

C. IPSEC Characteristics: 1- involuntary in IPV6 and voluntary in IPV4, 2- Has described a relatively difficult 3- The 
files of IPSec are long, 4- keys administrator, 5- cryptography algorithms and authentication. 6- Documents of IPSec 
are very large and are classified as follows:  a-Architecture, ESP Encapsulating Security Payload, (AH) 
Authentication Header 
 

D. IPSEC Mode: We have two modes of IPSec transport: 1-IPSec tunnel mode, 2- IPSec transport mode, but in this 
paper we will talk about the tunnel mode only[7]. 

 
1) IPSEC Tunnel Mode: IPSec tunnel mode is the default mode. With tunnel mode, the entire original IP packet is 

protected by IPSec. This means IPSec wraps the original packet, encrypts it, adds a new IP header and sends it to 
the other side of the VPN tunnel (IPSec peer). Tunnel mode is used to encrypt traffic between secure IPSec 
Gateways, for example, two Cisco routers connected over the Internet via IPSec VPN. Configuration and setup of 
this topology are extensively covered in our Site-to-Site IPSec VPN article. In this example, each router acts as 
an IPSec Gateway for their LAN, providing secure connectivity to the remote network: 

 

 

Fig .1  IPSec Tunnel 
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In tunnel mode, an IPSec header (AH or ESP header) is inserted between the IP header and the upper layer protocol. 
Between AH and ESP, ESP is most commonly used in IPSec VPN Tunnel configuration. The packet diagram below 
illustrates IPSec Tunnel mode with ESP header: 

 

Fig .2 IPSec Packet 
 L2TP (LAYER 2 TUNNEL PROTOCOL) 

A. Definition. The data-link layer (Layer 2 of the OSI Model) provides the functional and procedural means to transfer 
data between network entities with interoperability and interconnectivity to other layers. Network security is only as 
strong as the weakest link, and Layer 2 is no exception. Applying first-class security measures to the upper layers 
(Layers 3 and higher) does not benefit your network if Layer 2 is compromised. Tunneling offer a wide range of 
security features at Layer 2 to protect the network traffic flow and the devices themselves [1]. Through which you 
can get to the top levels that become safe if this was the security level in addition to its proximity to the level of 
physics and also the security advantages of the protocols, such as the pole which we will display its advantages 

 

B. Advantages of L2TP Include: 
 

High data security is provided for critical applications. 
High-level encryption is used so that critical information is always safe and remains personal. 
It provides excellent and efficient connectivity. 
It is cost-effective and does not have overhead cost after implementation. 
It is reliable, scalable, fast and flexible. 
It is an industry-standard best for the corporate sector. 
It has the best authorization policy for users with VPN authentication. 

 

Fig .3 L2TP Tunnel 
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IV. INTEGRATE THE QoS AND SECURITY (TUNNEL) 
 

The security domain is very wide and complex, and demanding most of the components of the network, so it must to 
determine the place and the method that we will use in our research, we talked that our research is the QoS’ security, 
therefore, the principal work of the research is about the classification packets that characterizes the QoS and how we can 
provide the security for that as shown in Fig 4. 

 

Encapsulation of L2TP/IPSec packets consists of two layers: 
 

- First layer: L2TP encapsulation A PPP frame (an IP datagram) is wrapped with an L2TP header and a UDP header. 
  The following figure shows the structure of an L2TP packet containing an IP datagram. 
- Second layer: IPSec encapsulation 

 

The resulting L2TP message is then wrapped with an IPSec Encapsulating Security Payload (ESP) header and trailer, 
which is an IPSec Authentication trailer that provides message integrity and authentication, and a final IP header. In the 
IP header is the source and destination IP address that corresponds to the VPN client and VPN server. 

 

 

Fig .4 L2TP Packet  
 

V.  QOS TECHNIC 
 

QoS, which is defined as the ability of a network to recognize different service requirements of different application 
traffic flowing through it, and to comply with service level agreement (SLAs) negotiated for each of the applications is 
absolutely essential in a multi-service network, in order to meet SLAs of different services and to maximize the network 
utilization. [9]. QoS allows the service provider to utilize a network infrastructure for offering multiple application 
services, thereby saving the capital and operating costs involved in maintaining multiple networks for each of the 
applications separately. Although network traffic flows are dynamic in nature, QoS allows the service provider to 
maximize network resource utilization, thereby increasing their profit. QoS maximizes network resource utilization and 
optimizes the revenue generation by providing priority access to network bandwidth for high-priority traffic, and by 
allowing low-priority traffic to gain the bandwidth committed to high-priority traffic in the absence of high-priority 
traffic 
 

A. QoS Architectures 
 

 

Fig .5 QoS Architectures 
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B.  QoS Models 
 

Which model of QoS we will use? We have three models of QoS: Best-effort service, integrated service (IntServ), and 
differentiated services (DiffServ). In this research, we will choose the DiffServ model because it is a scalable end to end 
quality of QoS. The DiffServ works on the provisioned-QoS model, where network elements are set up to service 
multiple classes of traffic with varying QoS requirements. This model uses several protocols such DSCP and other. 
 

Why we will use DiffServ? The major advantages of the Diffserv approach are that it is a good match to the Internet 
architecture and that it can be initially deployed with a minimalist approach, adding complexity as needed, and it has 
several important aspects including[8]: 
 

A. It is very important for real time application such voice and video. 
B. The scalable end to end quality model. 
C. The traffic on Diffserv is grouped into class: 

1. A classification process defined at the network edge. 
2. Classification can be encoded inside packet itself. 

D.An application can’t/doesn’t always conform to/provide “strict” model of resource usage. 
E. Is based on assigning each packet to a service support class, marking corresponding treatment into IP header. 

VI.    SIMULATION 
 

In this research, we used the Opnet simulator to analyze the result, because it is spatial for the network analyze and in this 
article we studied the difference between the impact of IPSEC tunnel and L2TP tunnel on the QoS parameters, like delay, 
jitter, loss ratio… 
 

 

Fig .6 
 

In this network we have 2 scenarios, the first for the L2tp tunnel and the second for the IPSec tunnel and every scenario 
has, 2 subnets ,IP cloud for internet and 4 nodes model model's, application ,VPN and QoS, for configure the network, 
the first subnet is in ISTANBUL and the second is in THRAN, this network has the QoS technic to use the different type 
of data, video, VoIP, HTTP, DB, and FTP. 
 

Through this section we will display the process implemented in order to reach the positive results. So we are going to do 
some basic steps. First, we must build a network with Opnet,. Then we implemented the QoS. After that, we add the 
security using the security protocols on the data link layer, such as L2TP and we measured the QoS parameters, after we 
implanted the tunnel of IPSec in order to compare them with the previous results. Finally, we analyzed the variation that 
occurred as a result of increasing the security to those parameters. So we have the steps below: 
 

Create a network, Implement QoS, Integrate QoS and Security (tunnels), Measure QoS parameters, analyze the 
differences.  We have more than one method:  CLI (command line interface), MQC (modular QoS command), CCP 
(Cisco configuration Professional, Auto QOS: using one command on cisco router for deploying QOS automatic[9]. 
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A. Implementation of the (VPN) over internet network 
 

The VPN consist of the following devices; ten of workstation connected using Ethernet protocols, two switches of 16 
ports, two sites routers, and tow Ethernet server, two Ethernet servers, links 10BT and 100BT. 

1) The Implementation of the L2TP : The configure L2TP will be in the routers gateway but the configuration of QoS 
will be in the switshes,this configuration  as shown in the fig (7) 

 

 

Fig .7 The configuration of L2tp 
 

2) The Implementation of the IPSEC : To configure IPSec protocol must duplicate scenario and first need to remove all 
parameters that used in L2TP from all routers then select Tehran router click right on it chose edit attribute will open 
list and chose form it security. The IPSec Parameters can be used to configure the security related parameters on this 
node. IKE parameter this content internet Key Exchange (IKE) automatically negotiates, IPSec security associations 
(SAs) and enables IPSec secure communications without costly manual reconfiguration. Fig (8), shows the attributes 
needed for that connection. 

 

Fig .8  
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3)  The results of the VPNs using OPNET simulation: OPNET simulator has measurement criteria that can be used to 
measure the efficiency of the performance and quality of service (QoS) of the implemented networks, the QoS measure 
can be used with services of voice ,Email, video, Ftp and DB some of these criteria are: Traffic Sent and receive 
,Response time (sec) ,Email or file transfer Download response time ,Email or file transfer upload response time , Jitter 
(sec): Jitter is defined as a variation in the delay of received packets, and MOS is called Mean Opinion Score (MOS). 
MOS gives a numerical indication of the perceived quality of the media received after being transmitted and eventually 
compressed using codecs As shown in the fig (16),the jitter (variation in the delay) during the Voice conferencing of the  
types of networks and the packet loss ratio during the connection. 

DB Download Response( Fig .9)  : time elapsed between sending a request and receiving the response packet. Measured 
from the time when the Database Query Application sends a request to the server for the time it  receives a response 
packet. Every response packet sent from a server to a Database Query application is included in this statistic.. As shown 
in figure (9). DB using L2TP is comparatively less than IPSec. 

 

                       

       Fig .9 DB Download Response Time                                             Fig .10 DB Query Traffic receive 
 

DB Query Traffic receives (Fig .10): Average bytes per second forwarded to all Database Query Applications by the 
transport layers in the network , here the time is approximately equivalent between the L2TP and IPSec  . 
 

Ethernet Delay (Fig .11)  :This statistic represents the end to end delay of all packets received by all the stations. In this 
result we conclude that the packet of IPSec passes more of the time than L2TP. 
 

                                             
        Fig .11 Ethernet Delay                                                              Fig .12 Video conferencing Packet Delay(IPSec) 
 

Video conferencing Packet Delay(IPSec) Fig .12: Variance among end to end delays for video packets. End to end delay 
for a video packet is measured from the time it is created to the time it is received. 
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Video conferencing Packet Delay(L2TP) Fig .13: Variance among end to end delays for video packets. End to end 
delay for a video packet is measured from the time it is created to the time it is received. It is observed from the figure 
(12,13) that Apparently, the IPsec is comparatively less than the L2TP. 
 

                                                   

  Fig .13 Video conferencing Packet Delay(L2TP)                                                            Fig .14 Voice Jitter 
 

          Voice Jitter (Fig .14): If two consequetive packets leave the source node with time stamps t1 & t2 and are played back at 
the destination node at time t3 & t4, then: jitter = (t4 - t3) - (t2 - t1) Negative jitter indicates that the time difference 
between the packets at the destination node was less than that at the source node, It is observed from the figure (14) that 
Apparently, the IPsec is comparatively less than the L2TP before 0.5 but atfer 0.5 the L2TP become comparatively less than 
IPSec . 
Mean Opinion Score (MOS) Value Fig .16: gives a numerical indication of the perceived quality of the media received 
after being transmitted and eventually compressed using codecs. The MOS value on L2TP is high than IPSec so the best 
is IPSEC Tunnel. 

                                       

  Fig .15  Packet Delay Variation                                                                             Fig .16  MOS Value 
 

Packet Delay Variation (Fig .15): Variance among end to end delays for voice packets. End to end delay for a voice 
packet is measured from the time it is created to the time it is received, this figure illustrates that delay variation on L2tp 
is less than the IPSec, that mean the voice on L2TP is better and continue during in the first 11 second. 
 

Packet End To End Delay (Fig .17): The total voice packet delay, called "analog-to-analog" or "mouth-to-ear" delay = 
network_delay + encoding_delay + decoding_delay + compression_delay + decompression_delay  Network delay is the 
time at which the sender node gave the packet to RTP to the time the receiver got it from RTP. Encoding delay (on the 
sender node) is computed from the encoder scheme.  Decoding delay (on the receiver node) is assumed to be equal to the 
encoding delay.  
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Compression and Decompression delays come from the corresponding attributes in the Voice application configuration. 
This statistic records data for all the nodes in the network, this figure illustrates that delay variation on L2tp is less than 
the IPSec, that mean the voice on L2TP is better and continue for all the users. 

 
Fig .17 Packet End To End Dlay 

 

VII. CONCLUSION 
 

The rapid development of technology, especially in the field of networking and communications, allows for improved the 
QoS, and thus increases the speed of transmission of information, but at the same time,the informations has become 
invulnerable, so the work of engineers is to find a solution to secure at the same time the minimum QoS and high level of 
security, The primary goal of this work is providing high QoS with VPN using tunneling technique and using security 
protocols of layers2 of OSI Model and IPSEC layer3, this method is based on the encapsulation technique. With the 
simulation programme OPNET we showed the differnce  impact resulting between the L2TP and IPSEC  from adding the 
security(tunnel) on QoS parameters such delay, jitter, loss and bandwidth.. In our future work we will define which one 
of the parameters of security that has the most impact on the QoS parameters and then choose the best level of security 
with the best QoS possible. 
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