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Birth of Memory cgroup FUjiTSU

m 2008.02.07 v2.6.25-rc1.

commit 8cdea’lc05454260c0d4d83503949c358eb131d17
Author: Balbir Singh <balbir@l| inux. vnet. ibm. com>
Date: Thu Feb 7 00:13:50 2008 -0800

Memory controller: cgroups setup

Setup the memory cgroup and add basic hooks and controls to integrate
and work with the cgroup.

Slgned —off-by: Balbir Singh <balbir@linux. vnet. ibm. com>
Pavel Emelianov <xemul@openvz.org>

2 Paul Menage <menage@google. com>

. Peter Zijlstra <a.p.zijlstra@chello.nl>

. "Eric W. Biederman” <ebiederm@xmission. com>

. Nick Piggin <nickpiggin@yahoo. com. au>

: Kirill Korotaev <dev@sw. ru>

. Herbert Poetzl| <herbert@13thfloor. at>

. David Rientjes <rientjes@google. com>

: Vaidyanathan Srinivasan <svaidy@I| inux. vnet. ibm. com>
Slgned —off-by: Andrew Morton <akpm@| inux-foundation. org>
Signed-off-by: Linus Torvalds <torvalds@| inux-foundation. org>
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Way to RHEL6(2.6.32). FUjiTSU

B Some basic features are added.

W Per-zone LRU, OOM handling, Swap, hierarchy
support, softlimit etc...

B Major committers

® Balbir Singh

W Daisuke Nishimura
® Hugh Dickins

® KOSAKI Motohiro
 KAMEZAWA Hiroyuki
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Performance fixes(...2.6.36)  rujirsu

M |n this era, many many atomic ops were
removed.

B Some new features.

® Moving charge at task moving.

® Threshold notifier (by embedded quy.)
B Major commiters

® Daisuke Nishimura
m Kirill A. Shutemov
m KAMEZAWA Hiroyuki
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New commiters (..v3.0) FUjiTSU

B Biggest changes in this era was new skilled
committers

M johannes Weiner
® Michal Hocko
®Ying Han (+ Google team)

B Many refactoring and bug-fixes
¥ Johannes and Michal are MAINTAINER now.

B More statistics
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Renewal implementation (..v3.5-rc)  Fufirsu

B Hard works by Johannes and Hugh.
M Reduced 60% of memory overhead.

B New accoutings

B Tcp memcontrol

® Huge Page limiting
B Recent Commiters

* Johannes Weiner, Hugh Dickins, Glauber Costa, Michal
Hocko, Konstantin Khlebnikov, Kirill A. Shutemov,
KAMEZAWA Hiroyuki
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Lines of codes.
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Memory cgroup files (RHEL6)

[root@rx100-1 kamezawa |#
CEroup.procs
memory.failcnt
memory.force_empty
memory. |l imit_in_bytes
memory.max_usage_in_bytes
memory.memsw.failcnt

memory.memsw. | imit_in_byvtes
memory.memsw.max_usage_in_bytes
memory.memsw.usage_in_bytes

[ root@rx100-1 kamezawa lff ||

|s /cgroup/memory/A/

memory.move_charge_at_immigrate
memory.soft_limit_in_bytes
memory.stat

memory . Swapp i ness
memory.usage_in_bytes
memory.use_hierarchy
notity_on_release

tasks

(o8,
FUJITSU
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Memory cgroup files (3.5-rc1)

(o8,
FUJITSU

[ root®rx100-1 kamezawalll |ls /cezroup/memory/TestCeroup/

cgroup.clone_children
cgroup.event_control
CErMouUp.procs
memory. faile
emoTy. Torce_empty
memory . kmem.tcp.tailent
memory . kmem.tcp. limit_in_bvtes
memory . kmem. tcp.max_usage_in_by
memory. kmem. tcp.usage_in_bytes
ggory. limit_in_bytes
MEMO MY - TS age A
memory.memsw. fai lont
memory.memsw. | imit_in_bytes

MEMO Y .
MEMOTY .
memory

memsw. max_usage_ in_bvtes
memsw. usage in byvtes
e charge_at _immigrate

.numa_sta

memory.
me .

MEmOory .
memory.
meEmory .
memory.

not ity_

tasks

oom_cont rol

sall _Limrt” in_bytes
stat

SWapp Il ness
usage_in_bytes
use_hierarchy
on_release
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memcg git tree FUJITSU

B Memory cgroup development tree maintained
by Michal Hokko

W git://github.com/mstsxfx/memcg-devel.git
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Features of memory cgroup

B Agenda

Requirements/Basics
Per-memcg memory/swap limiting

ierarchical or non-Hierarchical (Flat)

RU implementation

Threshold/OOM notiffier
Tcp memcontrol

O
FUJITSU
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Requirements FUJITSU

B Works on all system CONFIG_MMU=y

W Uses 16bytes/PAGE_SIZE(4096bytes) on 64bit
system to record information

@kameza-.«-a@rxlﬂ[!—l:~_:'|inux—3.5—rc]. o [ = || 28
.config - Linux/x86_64 3.5.0-rcl Kernel Confisuration

Control Group support -

General setup=>
row keys navigate the menu. <Enter> selects submenus --->.
ContrOI Group Support shlishted letters are hotkeys. Pressing <Y> includes, <N> excludes,

> modularizes features. Press <Escr<Esc> to exit, <?> for Help, </>
for Search. legend: [¥] built-in [ ] excluded <M> module < >

|
|
|
|
[+] Include legacy /proc/<pid>/cpuset file
[¥*] Simple CPU accounting cgroup subsystem |
[*x] FResource counters |
|
|
|
|
|
|
|
|

%] Memory Resource Controller for Control Groups

[x] Memory Resource Controller Swap Extension

[x] Memory Resource Controller Swap Extension enabled by
[x] Memory Resource Control ler Kernel Memory accounting (EX
[*] FEnable perf_event per-cpu per-container group (caroup) moni
-¥-  [Group CPU scheduler --->

[¥]1 Block 10 controller

<Select| < Exit > < Help >
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cgroup FUJITSU
B Allows users to make a group of process via

cgroup file system interface

W Users can control characteristics of the group by
read/write cgroup file system.

( )
K . Tree of cgroup | Q Attach processes

@/ to cgroup

\_ rocesses
user‘\ 7 P

root

13 Copyright 2010 FUJITSU LIMITED



Example: task attach FUjiTSU

root@rx100-1 kamezawal# mkdir /cgroup/memory/TestCeroup
root@rx100-1 kamezawalf ./ve

[
[
[1] 27862
[
[

root@rx100-1 kamezawa l§ echo 22862 > /cgroup/memory/TestCgroup/tasks
root@rx100-1 kamezawa ]# roc/22862/cgroup
B8:blkio:/
net cls:/
BB cmes
h:devices:/
4 :memory:/TestCgroup
.cpuacct:/
.cpuz/
| :cpuset:/
[root@rx100-1 kamezawalt ps -p 22862 -o pid,comm,cgroup
PID COMMAND CGROUP
27867 very-long-task. blkio:/:net cls:/;freezer:/;devides:/:memory:/TestCgroup;cpghacct:/;cpu:/;cpuset:/
[root@rx100-1 kamezawa ¥ kill %1
[root@rx100-1 kamezawa]# rmdir /cgroup/memory/TestCgroup
[1]+ Terminated ./very-long-task.sh
[root@rx100-1 kamezawa l¥ ||

Check libcgroup
For friendly Ul
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Memory/swap limiting. FUJiTSU

M |[imit usage of Anon, File Cache

M |imit of memory+swap usage.

[ root@rx100-1 kamezawa ¥ mkdi : ——

[ root@rx100-1 kamezawa l¥echo 300M > /cgrnup/memnry/Testhrnup
ory.limit_in_bvtes

[ root@rx100-1 kamezawa ¥ echo 300M > /cgroup/memory/TestCgroup/me
ory.memsw. |l imit_in_bytes

[ root@rx100-1 kamezawal¥ Is -1 rhel-server-6.2-x86 _64-dvd. iso
rw-r—-r—— 1 kamezawa kamezawa 3589636096 Jun 4 14:53 rhel-serve

r-6.72-x86 _64-dvd. iso 6(5f”

[root@rx100-1 kamezawal¥ echo $$ § /cgroup/memory/Testhrﬂup/task

[rnnt@rx100—1 kamezawa | grep Cache /proc/meminfo
38904 kB
0 kB

amezawa |t grep Cache /proc/meminfo
. 350340 kB
SwapCached: U KB Only 300M usage of cache
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Hierarchical/non-Hierarchical FUJITSU

? 4 ] Usage=600M h
\

/ L N
? 1

\ | 400M
200M 200M \
400M * | 400M

Assume memory usage choice \—{ Hierarchical mode ]’/

In leaf cgroups are 200M
and 400M. % 4 N

What the parent’s should be ? ¢

memory/lestCgroup 200M

> memory.use hierarchy

400M

\{Non Hierarchical mode]/

B User can choice accounting policy of tree
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Example: hierarchical mode.  rujirsu

fipwd

/ceroup/memory/ TestCgroup
fecho 1 > memory.use hl@ Set hierarchical mode.
feshg 300M > memory. | imi vies

fficat ./memory.usage In bytes
1093637

fkmkdir Child

ficat ./Child/memory.usage in bytes

' b ./Child/tasks

ficat /home/kamezawa/rhel-server-6.72-x86 64-dvd. iso > /dev/nul |

ficat ./Child/memory.usagean bytes

314458117 .\ _
./memory.usage._ | n_byw Memory usage is propagated.

3144943976

#erep Cache /proc/meminfo
Cached: 350508 kB
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Example: non-hierarhical mode  rujirsu

1] p'ﬁ'd
cgrnup/memnryfTesthrDup

. Unset hierarchical mode
ocho 300M > memory.|limit yies

fecho ZUUN T 1d/MEmory . I|m|t in_bytes
techo $3 > ./Child/tasks
ficat /home/kamezawa/rhel-server-6.2-x86 64-dvd. iso > /dev/null
ftcat ./Child/memory.usage_ in_bytes
709580032
ficat .fmemnry.usage_in_bytes1ll..
16800
ierep Cache /proc/meminfo

ached: 251404 kB / No propagation to the parent

Under non-hierarchila mode, parent/child cgroup
are independent from each other.
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LRU FUjiTSU

B Memory cgroup reclaims memory when the usage hit limits.

B All pages are tracked by linked list, LRU.

B At reclaiming memory, memory cgroup scans s its own LRU list
and select victim pages.

page
Linked list of pages /
H ¥

—
Scan And find

unused pages

drop
Linked list

19 Copyright 2010 FUJITSU LIMITED



LRU implementation(1) FUjiTSU

M Before 3.3.....LRU was Duplicated.
— - H L HEHE

Global per-zone-page-LRU-list scans all pages.

Memory cgroup scans its own LRU.

@Mﬁ

LRU of memcq B

—

This consumes
16bytes/page

lllllllllllllllllllllllllll



LRU implemenations(2)

B Since 3.3, LRUs are unified.

U of memcg A

o)
FUJITSU

Global LRU is re-implemented as a group of all
per-memcg-per-zone-LRU linked list.

This saves 16bytes/page.
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Threshold notification FUJiTSU

B Notify via eventfd when the usage crosses the
specified value.

usflfe/vm/entfd

threshold

Check: Documentation/cgroup/cgroup_event_listener.c
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Example: threshold FUjiTSU

kzce -0 caroup_event_|istener cgroup_event_|istener.c
Inkdir /czroup/memory/TestCaroup

#./cgroup_event_listener /cgroup/memory/TestCgroup/memory.usage_in_bytes 300M
{cgroup/memory/TestCgroup 300M: crossed

Walit for usage reaching 300M bytes
on TestCgroup



OOM block/notifier FUJiTSU

B Memory cgroup can
® Block OOM-Kill under a memcg
® Notification of OOM via eventfd

m If OOM-Killer is blocked

® All tasks under the cgroup will stop.

B Tasks run again if
Some resources are freed.
Get signal
Limit is raised.
A task is moved to other cgroup
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Example: OOM FUJITSU

et limt and wait for OOM

fcat /cgroup/memory/TestCgroup/memory.oom_control

oom_kill_disable 0

under_oom (

fecho 1 > /cgroup/memory/TestCgroup/memory.oom_cont rol

fecho 300M > /cgroup/memory/TestCgroup/memory. limit_in_bytes
}./ceroup_event_listener /cgroup/memory/TestCzroup/memory.oom_control dummy
/cegroup/memory/TestCgroup dummy: crossed

Check status and kill by hand

fcat /ceroup/memorv/TestCeroup/tasks

bes --pid 3919 4472 4473

PID TTY STAT  TIME COMMAND
3919 pts/l S 0:00 bash A” taSkS are Stopped

4477 pts/l S+ 0:00 ./stress --vm 1 --vm-bytes 400M
4473 pts/] D+ 0:00 ./stress --vm 1 --vm-bytes 400
kkill 4473 <&— k”

fkcat /ceroup/memory/TestCgroup/tasks ]

3919

kps --pid 3919 _
PID TTY TIME CHD

3919 pts/1  00:00:00 bash - Run again
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tcp memcontrol. FUjiTSU

® Controls memory usage for TCP (3.3)

IF memory usage hits limit....
INPUT:  packets will be dropped.
OUTPUT: wait for available memory.

fls memory.kmem.tcp. %
memory.kmem. tcp.ftailent

memory.kmem.tcp.limit _in bytes
memory.kmem. tcp.max usage i1n bvtes
memory.kmem. tcp.usage_in_bytes

For now, this works independent from other
memory controls for anon,file,swap
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Performance FUjiTsu

B Comparison
B Transparent

hetween 2.6.32 and 3.4

Hugepage is disabled.

B Check overheads of memory cgroup.

create a tree
[cgroup/memory/LO/L1/L2/L3/L4/L5/L6/L7/L8/LI/L10

with use_hierarchy=1

Run mini-benchmark on root,L1,L2,L10.
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Overhead of hierarchy FUiTSU

M |f use_hierarchy=1, need to update several
counters at once.

[ root } Root cgroup is out of control. No counters

e

In this test, All usage in L1...L10 are propagated
up to LO. Then, the number of counters and
Overheads will be big in deep groups.

ay
—
EEEEN )
-

Lo |
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tar -xpf FUJITSU

M tar —-xpf linux-3.5.tar onto tmpfs.

® Checking file cache creation overheads in ‘sys’ time

W Flat graph is better. 3 4

2.23 0.6

2.22 ~ o5

2.21 //

2.2 7 0.4

2'12 / - 0.3 —2.6.32
' —3.41
217 — 0.2
2.16

- 0.1

2.15
2.14 . | . 0

2.6.32| root LO L1 L10 4core/lsocket
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rm -rf FUjiTsu

m #rm -rf linux-3.5 on tmpfs

B (Checking file cache deletion overheads in ‘sys'.
® Flat graph is better.

0.73 0.14
0.72 7

071 // - 0.12

0.7 / - 0.1

iy / O o632
0.67 // - 006 _341
0.66 — - 0.04

0.65

062 - 0.02

0.63 . . | 0

root LO L1 L10 4core/lsocket
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Parallel page faults FUJITSU

B Causing page fault in parallel.

.
.
.
.
% Process }\

page

. Each process touch/free 256k mem.
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Parallel page faults(1)

o8
FUJITSU

speed of parallel page faults under memcg

4core/lsocket

# of pagefaults per proc per min.

35000000
30000000
25000000
20000000
15000000
10000000
5000000
0

# of proc

L1

e - L10 4

M26-t4 m34-t4 W26-t3 m34-t3 WM26-t2 W3.4-t2 m26-t1 m3.4-t1
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Parallel page faults (2) FUjiTSu

10core/2sockets
45,000,000 \\_\
40,000,000 ,\

Pagefaults/proc/min on linux-3.4

35,000,000 \\ \\ //
25,000,000 \ root

20,000,000 175Gb alloc/free per min // f —L0
15,000,000 2.2TB aAnc/free /min
10,000,000
5,000,000 1.9TB alloc/free /min
O I I I I I I I I I

1 23456 7 8 91011121314151617181920
# of procs
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News & TODO FUjiTSU

B Many things are still in TODO list...
m Split locks.
® Hugetlb controls
®m Kmem(slab) controls

® Softlimit renewal
*ldle memcq.

® Dirty Throttling
® Reduce memory overhead(16bytes)

M Per-memcg kswapd.




Split locks FUjITSU

B Now, per-zone-memcg-Iru list is maintained.

M But, lock is now shared among memcgs.
® Implementation is very complicated.
® Hugh and Konstantin working on this.

RU of memcg A

LRU of memcgB

- ‘ - LRU of memcg C /
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Hugetlb Controls FUjiTSU

B Controls for hugetlbfs

Implements per cgroup hugetlbfs quota.

The development was almost finished but the

author started re-designing because of rjections by
other commiters.

Maybe hugetlbfs cgroup will be added rather than
enhancing memcqg.

Aneesh is working on this.



Kmem(slab) controls FUJiTSU

B Function to account/limit kernel memory

Unc
Sup

er development for a half year...

porting slab/slub

Discuss: per-page accounting v.s. per-objs

The

biggest concern is performance.

Isolation & Performance.....challenge.

Costa & Suleiman works on this.
Seems co-operative with Christoph Lameter
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Soft limit renewal FUjiTsU

B Now, memory cgroup has softlimt
for hinting the system memory reclaim priority.
B Some people complaints

isolation using softlimit doesn't work well.
it doesn’t work as expected..

B Total re-implementation is planned.
Ying Han, Johannes, Michal working on this.
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ldle memcg FUjiTSU

B In softlimit discussion..

« Ifsoft limitis set, kswapd will
choose victim cgroup by it.

« What happens when a cgroup
g1 cg2 cg3  hasbeenidle foralong time but

root

/ it doesn't hit softlimit ?
cg1-1 Q

Memory reclaim
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Dirty Throttoling FUjiTSU

M |n todo list since 3 years aqgo...

B Without this :
B background write-out doesn't start enough quick.

B Memory recalim will see too much dirty pages.

M Patches were posted several times.

B New implementation of 1/0 less dirty
throttoling

¥ Need updates.




Reduce memory overhead. FujiTSU

® Now, using 16bytes/page (onx86-64)
4Mbytes/ 1Gbytes.

struct page cgroup |
unsigned long flags;

struct mem_cgroup *kmem_cgroup.

B Seems it's possible to make this 8bytes/page.
merge this into ‘unused’ 8bytes in ‘struct page'...
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Per-memcg kswapd FUjiTSU

® Now, memory cgroup has no kswapd.

B Run kthread for reduce memory usage when the
usage is near to the limit.

Move cpu usage for memory reclaiming from applications to
kthread.

By this, memory will be reclaimed in ‘idle’ time and
applications will get better latency.

Should be able to control cpu prio of kthread for kswapd?

B Old patch shown good result.

Waiting for lock-splitting patches for avoid contention.
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Parallel Page fault /touch 2M+THP(3)

o)
FUJITSU

M Increase bufsize as 2M and enable THP.

45000000
40000000
35000000
30000000
25000000
20000000
15000000
10000000
5000000
0

N

N\

11 13 15 17 19

500000
450000
400000
350000
300000
250000
200000
150000
100000
50000
0

root+4kpage
—root+THP
—LO + THP

44
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