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Introduce myself . CanoOBYo

 I'm working at Linux Technology Center of
Yokohama Research Lab in Hitachi Ltd.,

* I'm interested in
— Tracing Technology
— Automated software testing
— Performance analysis
— Development toolchains ...etc

Copyright (c) 2012 Hitachi LTD., Yokohama Research Lab. All right reserved ‘



Linux

| Technolo
Agenda Center

N

. Background

Requirements of Tracing for Virtualized
System

. ivring System Overview
. Evaluation
. Conclusion

Copyright (c) 2012 Hitachi LTD., Yokohama Research Lab. All right reserved

3

[ ~4

4



Linux

Agenda 1Technology

/]

Center /V

N

. Background

Requirements of Tracing for Virtualized
System

. Ivring System Overview
. Evaluation
. Conclusion

Copyright (c) 2012 Hitachi LTD., Yokohama Research Lab. All right reserved

&



Linux=—=— #

pom -
-—

| 9 —

| Technology ..
1 Background . Dttusllcys S

* Recently, enterprise systems are often built
on cloud systems that use virtualization
technology and aim for system consolidation.

VM

1
\ \ \( x consolidate

Servers
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in Virtualized Sy Technologys > 2
1.1 Problems in Virtualized S atacuc S

« A VM’s behavior can affect other VMs’ behavior
A VM can die by host OS or hypervisor’s bug

Guests | yM1 VM2 Guests | VM
app app apitrash -
Sg—_aA
A
Host Host (wrong response
\ 4
s
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1.1 Problems in Virtualized Sy S orevey Ogy‘y

,1

« A VM’s behavior can affect other VMs’ behavior
A VM can die by host OS or hypervisor’s bug

Guests | yM1 VM2 Guests | VM
app app apicrash~
7 ‘—‘”j{
Host 7 Host wrong response
slow down ( 9 P
PVl \ 4
:>To clarify these cause of failure,

~we need to trace
~
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1.2 Problems in Tracing Technology ~ 2

« Get trace logs to find out the cause of
failures, it has following problems
— Each VM has own time-stamp-counter

— Too huge trace logs (x VMs) to analyze them
Guests | VM1 VM2

) tracer ) tracer
O O

Host

@ ................. Y t—ralcir

Tr v
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1.2 Problems in Tracing Technology ~ 2

« Get trace logs to find out the cause of
failures, it has following problems
— Each VM has own time-stamp-counter

— Too huge trace logs (x VMs) to analyze them
Guests | VM1 VM2

Host

Need new tracing system that can trace
across Host and Guests to find the cause
of failure quickly.

7 | 7 | 7 =~
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2 Requirements _ Diily) S8

 Adjusting host OS’s time-stamp-counter and
Guests’ one

— Need it to merge trace logs

* Visualization

— Find out the cause of failure from huge trace
logs quickly
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2.1 What we use Lol s

+ Use systemtap as a tracer
— Trace both of kernel and user applications

» Adjusting guests’ time-stamp-counter(tsc) in
host OS using tsc_offset

» Use IVRIng to pass the trace logs from

guests to host

— IVRing is an implementation of Inter-VM Ring
buffer using IVShmem

 Use TimeDoctor to visualize trace data
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Guests
systemtap systemtap
Tracing Guest Events
| QEI\/IUw 1 | QEMU i
Host [ . .
IVRing IVRing Joroc/...
proc/...
1 1 temt <>
Jy ,L systemtap tsc_offset
ivshmem_ ivshmem_ Get Host
server server Trace data Get TSC offset
l l from debugfs from procfs

ivtrace
(Merge & Analyze Host and Guests Trace data)

{

Logs Doctor
data

v

Time
Doctor

|
v

Time

Visualized
Trace Data

e -
" -
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systemtap

Host

IVRin
1 . 1 systemtap [proc/.../
J’ wL tsc_offset
ivshmem_ ivshmem_ =
server server Trace data Get TSC offset
l l from debugfs lfmm procfs

ivtrace
(Merge & Analyze Host and Guests Trace data)

{

Logs Doctor
data

v

Time
Doctor
1

Time

Visualized
Trace Data
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3.1 Systemtap . %gﬁgglogy;é-,‘

« Systemtap is a Tracer

 Possible to trace both of kernel and user-
space applications

* Programmabile tracing by stap-script
* Dynamic probing
» Easy to install in Fedora/Cent/RHEL
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Guests
systemtap systemtap
Tracing Guest Events
| QEMU v} i
Host .
IVRing Joroc/...
proc/...

T stemta <>
,L 4 P tsc_offset

ivshmem_ ivshmem_ Get Host

server server Trace data Get TSC offset
¢ 'L from debugfs from procfs

ivtrace

(Merge & Analyze Host and Guests Trace data)

{

Logs Doctor
data

v

Time
Doctor
1

Time

Visualized
Trace Data
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3.2 IVRing | %gﬁg‘zl°gyiy |

* |VRing is a Ring Buffer based on QEMU’s IVShmem
(Inter-VM Shared memory)

« Copyless & Low overhead data communication between
VMs and host

 |vtrace uses it to pass the trace logs from guests to host
Implementation details are presented in the next session

Guests | VM1
tracer
QEMU write trace logs
IVRing
Host v
IVShmem
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3.3 Adjusting tsc (1/3) | Gt B e

« Each guests has virtualized independent tsc

« The substitution of host’s tsc and guests’ one is
called tsc_offset

« Each tracers in guests Guests vm1 VM2

....... > BUPTTTIL

.
*

uses own tsc, So we @jcer tracer
. . . —?— &.—
need to fIX It USIng tsc_offset tsc_offset )

tsc_offset to merge Host

logs. e » tracer
\_T_/
' '

Trace Logs J J
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3.3 Adjusting tsc (2/3) : arlasin e

« tsc_ offset are available with kernel function
vmes_read () In host.

* |vtrace records the tsc_offset as the pair of
<gemuPID, tsc_offset>
— Each gemu-kvm has
one tsc_offset
« At vm_exit, ivtrace gets
tsc_offset using
systemtap probing. Host

Guests | VM1 VM2

collect
VM’s pid &
tsc_offset

tsc_offset

systemtap

<VM1pid, tsc_offsetl>
<VM2pid, tsc_offset2>
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Guests

Host

comt et Save tsc_offset of
systemtap systemtap
each VMs
Tracing Guest Events
qosiLy QEMU |
IVRin IVRIn
I 5 & S ‘ /proc/.../
J l | ‘ tsc_offset
ivshmem_ ivshmem_ Get Host
server server Trace data et TSC offset
l l from debugfs from procfs

Linux™

Technology_ = 2
Center L

Implemented with
systemtap’s procfs
interface.

J

(Output the pair of
gemu-kvm’s PID

(Merge & Analyze Host and Guests Trace data) ﬁ‘

ivtrace

Logs

Time
Doctor
data

Time

Doctor

|

and its tsc_offset

L y,

Copyright (c) 2012 Hitachi LTD

v

Visualized

Trace Data

., Yokohama Research Lab. All right reserved ‘



3.4 Visualization

Guests

Host

Linux
Technolo

Center
systemtap systemtap
Tracing Guest Events
| QEMU 1 | QEMU i
\ 4
IVRing IVRing Joroc/...
proc/...
1 T stemta <>
Jy ,L 4 P tsc_offset
ivshmem_ ivshmem_ Get Host
server server Trace data Get TSC offset
l l from debugfs from procfs

ivtrace

(Merge & Analyze Host and Guests Trace data)

Time

Logs Doctor
data

v

Time

Doctor
1

v

Visualized
Trace Data
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» Use TimeDoctor
— Visualizing tool specialized for trace data

{3} TimeDoctor Performance Visualizer B[]
Eile Edit Trace Window Help

n n
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 Clarify the cause of performance
degradation by disk access contentions
using ivtrace

Guests

Host
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e The case of no contentions

0.2ms 380.3ms 3890.4ms 380 .5ms 380 Bms 380.7ms 380 8ms 380 8m=s 3 ms 3 ms 391 2ms 381 3ms 381.4ms

G1)sys ¢ "
- L3

e | | |I/ O start M 1/O finish |

(Gl iosched_w H H H
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4.1 Result CoOlOBY.

e The case of no contentions

0.2ms 380.3ms 3890.4ms 380 .5ms 380 Bms 380.7ms 380 8ms 380 8m=s 3 ms 3 ms 391 2ms 381 3ms 381.4ms

5ys_t ’—‘ "
|| ~ |I/O start “1/O finish |

(G1Fs_w ‘ ‘ Y ‘ ‘

G105 w ‘ ‘
(a1 dio_w ‘ ‘ ‘
{1 bio_w ‘ ‘ ‘

(Gl iosched_w H H H

(a1 drive_w ‘ ‘ / ‘ ‘ ‘
G1)scsi_w

N
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 The case of contentions. I/O slowdown
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 The case of contentions. I/O slowdown

/O finish
CPLU freq: 2667 I/O Sta rt
Memory freq: 1 BO0.501 ms
3 5906} ms  S91ms 591 1ms 591.2ms 591.3ms S914mz 5B1Sms S91Bms 5917ms 5921ms  5822ms
AAAAAA &
(GL)sys_r
_w

s |

S | Disturb

. Guest1’s
) request
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5 Conclusion Center_ gyy

* The cause of system failure are getting
difficult to find by using virtualization
technology. e.g. cloud system.

* Need new tracing system which is possible
to trace across host and guests.

* This session suggests new tracing system
“Ivtrace”: using systemtap, IVRing and
TimeDoctor

» “lvtrace” can clarify the delay of disk 1/O
requests
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5.1 Future Works Tt il

« Support other failure patterns
— Need the framework to add new patterns

« Support live migration
— Need to apply to real cloud systems

» Support CPU hot-plug

Copyright (c) 2012 Hitachi LTD., Yokohama Research Lab. All right reserved ‘



Linux _

Technology " & =
Legal statements il S

e Linux 1s a registered trademark of Linus
Torvalds.

e UNIX is a registered trademark of The Open
Group.

* All other trademarks and copyrights are the
property of their respective owners.
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