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Networks are becoming Multipath

@ Mobile devices can connect to the Internet via different

interfaces
&

Internet

WiFi

@ Data-centers have a large redundant infrastructure
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However, the protocols are single-path

@ TCP is used for 95% of the Internet communications

o TCP identifies connections by the 5-tuple

IP: 192.168.1.1 IP:4.4.4.4
Port: 42424 Port: 80
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However, the protocols are single-path

@ TCP is used for 95% of the Internet communications

o TCP identifies connections by the 5-tuple

IP: 192.168.1.1 IP:4.4.4.4
Port: 42424 Port: 80

@ A single TCP connection cannot be used across different
interfaces.
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End-hosts don't use the multipath network

Smartphones have to restart their data-transfer when moving

away from the WiFi access-point.
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Collisions in data-center reduce the bandwidth and result in
suboptimal load-balancing

IP Networking Lab http://mptcp.info.ucl.ac.be

5/32



End-hosts don't use the multipath network

Collisions in data-center reduce the bandwidth and result in
suboptimal load-balancing

IP Networking Lab http://mptcp.info.ucl.ac.be

5/32



End-hosts don't use the multipath network

Collisions in data-center reduce the bandwidth and result in
suboptimal load-balancing

IP Networking Lab http://mptcp.info.ucl.ac.be

5/32



Mismatch between the multipath network
and the single-path transport protocol.

IP Networking Lab http://mptcp.info.ucl.ac.be 6/32



Previous work

Transport layer
SCTP
@ Needs modifications in the applications

@ Does not pass by most middleboxes/firewalls

Network layer

Mobile IP(v6), shim6, HIP,. ..
@ Some are only designed for IPv6
@ Do not pass by middleboxes/firewalls
@ Are hard to deploy
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MultiPath TCP

e Runs with unmodified applications
e Works over today’s Internet
e IPv4/IPv6 are both supported (even simultaneously)
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MultiPath TCP

Standard Stream Socket API

Application Layer

| standard Socket API |
” ~

7 Transport Layer So

MultiPath TCP
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MultiPath TCP

Multiple TCP subflows to pass middleboxes

Application Layer

standard Socket API

R ~,
g Transport Layer SN
” ~
-~ ~o
MultiPath TCP
,,””’ i \\\\‘\\
TCP TCP TCP

subflow subflow subflow
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MultiPath TCP

IPv4/IPv6 capable

Application Layer
| standard Socket API
.7 N
-~ Transport Layer SN
” ~,
/’/ \\\
MultiPath TCP
”¢”’ i \\\\\\
TCP TCP TCP
v v v
IPv4 IPv4 IPv6
Necworx—@ yer
N2 —
% %
- ]
WiFi 3G Wired
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MultiPath TCP

Is the server MPTCP-capable?

SYN
MP_CAPABLE
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MultiPath TCP

Is the server MPTCP-capable?

SYN +ACK
MP_CAPABLE
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MultiPath TCP

Create new subflows

SYN >
MP_JOIN
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MultiPath TCP

Create new subflows
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MultiPath TCP

Separate sequence-number space

Subflow 1

write_seq

snd_cwnd

e “-..'
. .

Data-level Lot e,
write_seq Pt T
snd_cwnd N e
rcv_nxt It A

. .
ite oo ..—““
write seq
snd_cwnd
rcv_nxt
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MultiPath TCP

Separate sequence-number space

SubSeq: 2 SubSeq: 1
DataSeq: 1002 DataSeq: 1000
Subflow 1
write_seq
snd_cwnd
Data-level _,;"" "'....
write_seq e .,
snd_cwnd o .
Xov_nxt ..."-. _,"‘"
write_seq
snd_cwnd
rcv_nxt
SubSeq: 200

DataSeq: 1001
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MultiPath TCP

Cross-subflow reinjection

SubSeq: 3
DataSeq: 1001

SubSeq: 2

DataSeq: 1002

SubSeq: 200
DataSeq: 1001

IP Networking Lab

SubSeq: 1
DataSeq: 1000
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MultiPath TCP

Application Layer

standard Socket API

R Sa

-~ Transport Layer SN

” ~
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MultiPath TCP

4¢””’ i \\\\\\s

TCP TCP TCP
subflow subflow subflow

Network Layer

=
Wired
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MultiPath TCP

Linux Kernel Implementation

Available at http://mptcp.info.ucl.ac.be
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Establishing first subflow

Exchanged Messages

SYN
MP_CAPABLE
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Establishing first subflow

High-Level Kernel design

Application Layer
socket (AF_INET, SOCK_STREAM, 0)j]
onnect (...);

standard Socket API |

Transport Layer

Connection Establishment
Is the Peer MPTCP-Capable?

struct
tcp sock

TCP
subflow

Network Layer
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Establishing first subflow

In-depth call-stack

Y

tcp_v4_connect(...); |

v

tcp_connect (...);
—_—
- tcp_connect_init(...) :‘
< _
create SYN
tep_transmit_skb(...);
—_—

"ltcp_syn_options (o) |

| forcp-omoptionsC )}

\‘)'tcp_options_write (o) |
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SYN +ACK
MP_CAPABLE
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Establishing first subflow

In-depth call-stack

tcp_openreq init(...);

tcp_v4_send_synack(...); |

h

tcp_v4_conn_request(...);

create the request-socket

A

tep_vad_rcv(...);
\i

SYN SYN/ACK
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Establishing first subflow

High-Level Kernel design

Application Layer

J standard Socket API [

- ~.

7 Transport Layer “Sae
Meta-socket MultiPath TCP
e Creating the Meta-socket
tep_sock and linking the application

TCP to this socket.
subflow

Network Layer
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Establishing first subflow

In-depth call-stack

~~—
et

]
—t
tcp_rcv_synsent_state_process(...);
| tcp_rcv_state_process(...);

tcp_vd_do_rcv(...);

SYN/ACK
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Establishing first subflow

Exchanged Messages

ACK
MP_CAPABLE
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Establishing first subflow

In-depth call-stack

tcp_check_req(...);

——

Handles the third ack
of the 3-way Handshake

tcp_v4_syn_recv_sock(...);

Creates the master-socket

tcp_v4_hnd_req(...);
tcp _v4_do_rcv(...);
tcp_v4_rcv(...);

A

ACK

14 /32
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Establishing first subflow

High-Level Kernel design

Application Layer

J standard Socket API [

rad Transport Layer Sso

-

Meta-socket MultiPath TCP

N,

struct
tcp_sock

TCP
subflow

Network Layer
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Establishing additional subflows

Exchanged Messages

SYN
MP_JOIN
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Establishing additional subflows

High-Level Kernel design

Application Layer

J standard Socket API [

ol SS

-

- Transport Layer e
Meta-socket MultiPath TCP
/” \\

/’, \\\
struct struct
tcp sock . tcp sock
- An additional subflow -
TCP is being created TCP
subflow subflow

Network Layer
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Establishing additional subflows

In-depth call-stack

lconnect(...); |

Y

tcp_véd_connect(...); |

Y

tcp_connect(...);

SYN

IP Networking Lab http://mptcp.info.ucl.ac.be 15/32



Establishing additional subflows

Exchanged Messages

SYN+ACK
MP_JOIN
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Establishing additional subflows

In-depth call-stack

*' tep_v4_send_synack(...);

tep_véd_rcv(...);

SYN SYN/ACK|
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Establishing additional subflows

Exchanged Messages

ACK
MP_JOIN
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Establishing additional subflows

In-depth call-stack

tcp_check_req(...);
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Sending Data

Data-level
write_seq
snd_cwnd
rev_nxt

Subflow 1
write_seq
snd_cwnd
rev_nxt

Subflow 2
write_seq
snd_cwnd
rev_nxt

Exchanged Messages

SubSeq: 200
DataSeq: 1001

IP Networking Lab
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Sending Data

High-Level Kernel design

Application Layer

write (sock, &buf, size);

standard Socket API

' ~,
7 Transport Layer e
Meta-sock MultiPath TCP
send iueue
/ \\

//” \\\\\
Master Slave
subsocket subsocket
TCP TCP
_subflow subflow

Network Layer
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High-Level Kernel design

Application Layer

write (sock, &buf, size);

standard Socket API

- SO
7 Transport Layer e
Meta-socket MultiPath TCP
send-queue
LEEEE

MultiPath TCP Scheduler 2

Master Slave
subsocket subsocket
TCP TCP

..Subflow subflow

Network Layer
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Sending Data

High-Level Kernel design

Application Layer

write (sock, &buf, size);

standard Socket API

-
SN

~.

-7 Transport Layer .

Meta-socket MultiPath TCP

send-queue
DREmE
e
MultiPath TCP Scheduler 2
Master Slave
subsocket subsocket
TCP TCP
subflow
Eend-queue|
(]

Network Layer
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Receiving Data

Packets can be reordered at the data-level due to delay-differences.

SubSeq: 2 SubSeq: 1
DataSeq: 1002 DataSeq: 1000

SubSeq: 200
DataSeq: 1001
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Receiving Data

Packets can be reordered at the data-level due to delay-differences.

SubSeq: 2
DataSeq: 1002

- o

u
0
.
AL
0
a
0

MPTCP-Level

\ / receive-queue

SubSeq: 200
DataSeq: 1001
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Receiving Data

Packets can be reordered at the data-level due to delay-differences.

: 1002

MPTCP-Level

\ / receive-queue

SubSeq: 200
DataSeq: 1001
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Receiving Data

A loss at the subflow-level (or network-reordering) can also cause

reordering at the subflow-level

SubSeq: 4 SubSeq: 3
DataSeq: 1004 DataSeq: 1003
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Receiving Data

A loss at the subflow-level (or network-reordering) can also cause

reordering at the subflow-level

SubSeq: 4
DataSeq: 1004 Packet Dropped
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Receiving Data

Subflow-level out-of-order queues are necessary to handle the

retransmission at the subflow-level

Subflow-Level

SubSeq: 4
DataSeq: 1004
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Receiving Data

High-Level Kernel design

Application Layer
read (sock, &buf, size);
standard Socket API
e SO
” ~,
- Transport Layer oo
Meta-socket MultiPath TCP
receive—%leue ofo-queue
oo ooooo
/” \\
/” \\\\

.~ ~,
Master Slave
subsocket subsocket
TCP TCP
..Subflow subflow
ofo-queue ofo-queue
[ o o (o
Network Layer
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MultiPath TCP

Performance Evaluation
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MPTCP on Amazon EC2

@ 2-8 paths available between hosts not on the same
machine/rack

@ ECMP load-balancing

@ 40 medium CPU instances running MPTCP
@ During 12 hours, all-to-all iperf with:

o TCP
o MPTCP (2 subflows)
o MPTCP (4 subflows)
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MPTCP on Amazon EC2

1000 | ‘ —
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MultiPath TCP on a Smartphone/Mobile Node

@ Smartphones have multiple interfaces (WiFi/3G)
@ MultiPath TCP can be a benefit for these devices

e Increased Bandwidth
o Increased Resilience
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MultiPath TCP handover from WiFi to 3G

DSEQ: 1000

DSEQ: 1100
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MultiPath TCP handover from WiFi to 3G
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DSEQ: 1000
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MultiPath TCP handover from WiFi to 3G

DSEQ: 1100
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MultiPath TCP handover from WiFi to 3G

@ Regular TCP would break!

@ Some applications support recovering from a broken TCP
(HTTP-Header Range)

@ Thanks to the REMOVE_ADDR-option, MPTCP is able to
handle this without the need for application support.
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MultiPath TCP handover from WiFi to 3G

9——{Wi-Fi loss
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7 —— Application Handover
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MultiPath TCP handover from WiFi to 3G

9——{Wi-Fj loss
8 — Full MPTCP
—7 —— Application Handover
%)
xd
=
34
©
g3
O 2
1 /
—01.0 -0.5 0.0 0.5 1.0 1.5 2.0 2.5 3.0

Relative Time w.r.t the Wi-Fi loss [seconds]

IP Networking Lab http://mptcp.info.ucl.ac.be 28 /32



Flow-to-core affinity

Flow-to-core affinity
@ Individual TCP-flows are steered to the same CPU-core to
avoid reordering inside the receive-code.

@ MPTCP has lots of L1/L2 cache-misses because the
individual subflows are steered on different CPU-cores.

@ MPTCP-aware Receive-Flow-Steering sends all subflows on
the same CPU-core.

CPUO CPU 1
Core 0 [Core 1 [Core 2 Core 3
L1 cache L1 cache L1 cache L1 cache
I L2 cache I I L2 cache I
I DRAM I
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Flow-to-core affinity - 10 Gbps interfaces

Average Goodput in Gbps

& ===e MPTCP

2‘0 3‘0 -'1‘0 Sb 60
Number of iperf-sessions
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Flow-to-core affinity - 10 Gbps interfaces

Average Goodput in Gbps

e===e MNMPTCP
s MIPTCP-aware RFS

20 30 40 Sb Gb 70
Number of iperf-sessions

0 L - n
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Conclusion

MultiPath TCP increases the bandwidth and
allows seamless mobile handover.

MultiPath TCP can be used with unmodified
applications, over today’s Internet.
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Conclusion

Freely available at http://mptcp.info.ucl.ac.be

Download it, try it out, contribute!

UCLouvain MPTCP-Team:
Christoph Paasch
Gregory Detal
Fabien Duchene

Prof. Olivier Bonaventure

Thanks to our previous and present partners/contributors:

tv;.gy Google NOKIA <intel)' crHicE
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