YceTaHoBKa Snort

Snort, Apache, PHP, MySQL and BASE Install on
SuSe 9.2

BASE - Basic Analysisand Security Engine
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HcxoaHble JaHHBIE.

Hardware:
IBM xSeries 335, CPU Xeon 2,8 MHz, 2,5 GB RAM, 70GB SCS| Hot-swap HDD (RAID-1),
Ethernet 10/100/1000

Software:
SuSe Linux 9.2, kernel 2.6.8-24.5-smp

YcranoBka SuSe 9.2:

YcTaHOBKa B OCHOBHOM IPOXOJUT C TTApaMETPaMH M0-yMOTYaHHIO.

SI3wik u kaBuarypa: English

VYcraHaBiIMBaeM CTaTHYECKUIT | P-apec Uit oHOTO U3 uHTepdeiicoB, Hanpumep ethO
OtxrouaeM ¢aipBoI.

Kongurypanust nakeros: Ha ocHoBe Standart system with KDE, nonomHHUTENbHO yCTaHABIMBaEM
CICAYIOILIME MAKCThI:

- Expect 5.41-2

- Ethereal 0.10.6-3

- Nmap 3.70-2

- Gd20.28-2.3

- Libpng-devel 1.2.6-4
- Libpng 1.2.6-4

- Libpcap 0.8.3-3

- Zlib121

- Libjpeg 6.2.0

- Gcec334

- Lynx2.8.5-32

-  Flex2.5.4a-295

- Pcre-devel 4.5.2

- Termcap 2.0.8-878

- Ncurses-devel 5.4

- Gce-c++3.34

YcTraHOBKa BpEMEHH: BBICTABIIIEM KOPPEKTHO BpeMs
Cucrema o-yMoJI4aHHIO 3aIlycKaeTcs Ha 3M YpOBHE.

IMocye ycTaHOBKHU:

UYepe3 yast 3armyckaem on-line oOHoBIICHHE.
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OTkIr04aeM HEMCIIOJIb3YEMbIE CEPBUCHI:
# chkconfig—d isdn

# chkconfig —d portmap

# chkconfig—d isdn

# chkconfig —d cups

# chkconfig —d nfs

# chkconfig —d nfsboot

# chkconfig —d smbfs

# chkconfig —d powersaved

# chkconfig —d ypbind

OtkirouaeM BCe CEpBUCHI 3amyckaeMble udepe3 Xinetd (mo-ymouaHWio BCE OTKIIFOUEHO), MOYKHO
caenaTh yepes yast

W3menenue kouduryparmu SSH, penaktupyem daiin /etc/ssh/sshd_config:

Protocol 2
PermitRootL ogin no
PermitEmptyPasswords no

3akauuBaem ¢aiijibl HeoOxoauMble 1151 ycTaHoBkM SNORT:

Download Snort 2.2.0
http://www.snort.org/dl/snort-2.2.0.tar.gz

Download ADODB 4.54
http://adodb.sourceforge.net/

Download BASE 1.0
http://base.secureidess.net/

Download JPGraph 1.16
http://www.aditus.nu/jparaph/downloads/jparaph-1.16.tar.gz

Download Apache 2.0.52
http://httpd.apache.org/

Download PHP 4.3.9
http://www.php.net/

Download MySQL 4.0.20
http://mwww.mysqgl.ru/cqgi-bin/download/mysgl-4.0.20.tar.gz

Download Oinkmeaster 1.1
http://oinkmaster.sourceforge.net/download.shtml

Download Webmin 1.170
http://prdownl oads.sourceforge.net/webadmin/webmin-1.170.tar.gz
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HNucransuus MySQL:

B nupexropuu /root penakrupyem daiin.bash_profile:

PATH=$PATH:$HOME/bin:/usr/loca/mysgl/bin
export PATH

Wi co3naeM HOBBIE J0OABUB B Hauaulo (aiia 3aroyioBok (0e3 KaBbIUEK)

“# bash_profile”
Komupyem mysql-4.0.20.tar.gz 8 tmp/1

# groupadd mysql

# useradd -g mysgl mysql

# cp mysql-4.0.20.tar.gz /tmp/1/

# cd /tmp/1

# tar —xvzf mysgl-4.0.20.tar.gz

# cd mysql-4.0.20

# Jconfigure --prefix=/usr/loca/mysq|

# make

# make install

# scripts/mysgl_install_db

# chown -R root /usr/loca/mysgl

# chown -R mysql /ust/local/mysgl/var

# chgrp -R mysgl /usr/local/mysqg|

# cp support-files/my-medium.cnf /etc/my.cnf
# cp support-files/mysgl.server /etc/init.d/mysql
# chown root.root /etc/init.d/mysgl

# chmod 755 /etc/init.d/mysql

# chkconfig —add /etc/init.d/mysgl

Jlo6aBnsiem B daiin /etc/ld.so.conf ctpoku (0e3 kaBbIuek)
“/usr/loca/mysgl/lib/mysgl”
“/usr/local/lib ”

Brmmomasem
# ldconfig —v

HNucranssuus Apache n PHP:

Kommupyewm httpd-2.0.52.tar.gz B /tmp/2

# cp httpd-2.0.52.tar.gz tmp/2/

# cd /tmp/2

# tar -xvzf httpd-2.0.52.tar.gz

# cd httpd_2.0.52

# Jconfigure —prefix=/srv/iwww --enable-so
# make
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# make install
# Isrviwww/bin/apachect! start

[Tposepsiem uto Apache 3amyctuiics, 3aX0IuM Opay3epoM.
# Isrviwww/bin/apachect! stop

Co3maeM CKpUIT aBTO3amycka (cM. mpuioxenue 1), kiaagem ero B /etc/init.d.

# cd /etc/init.d
# chkconfig -add apache2

Komupyewm php-4.3.9.tar tar B /tmp/3

# cp php-4.3.9.tar.tar /tmp/3/

# cd /tmp/3

# tar -xvzf php-4.3.9.tar.tar

# cd php-4.3.3

# Jconfigure --prefix=/srviwww/php  --with-apxs2=/srv/www/bin/apxs  --with-config-file-
path=/srv/iwww/php --enable-sockets --with-mysgl=/usr/local/mysgl --with-zlib --with-gd (oxHoi
CTPOKO¥A)

# make

# make install

# cp php.ini-dist /srv/iwww/php/php.ini

Penaxtupyem /srv/www/conf/httpd.conf, no6asisiem mim penakTHpyeMm ClieIyIoye CTPOKH:

LoadModule php4 _module modules/libphp4.so
AddType application/x-tar .tgz

AddType image/x-icon .ico

AddType application/x-httpd-php .php
Directorylndex index.php index.html index.html.var

Apache wuncramupyetcs B /sSrviwww.  Jlns  mpoBepku  pabotel  Apache, cosmaem  aiin
[srviwww/htdocs/test.php conepixamuii ctpoky “<?php phpinfo(); ?>" (6e3 kaBbruek). CrapryeM
Apache

# lect/init.d/apache2 start

3axoaum Opaysepom http://IP_Addesstest.php

HNucranupyem SNORT:

Kommpyewm snort-2.2.0.tar.gz B /tmp/4

# cp snort-2.2.0.tar.gz tmp/4/
# cd /tmp/4

# groupadd snort

# useradd -g snort snort

# tar -xvzf snort-2.2.0.tar.gz
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# cd snort-2.2.0

# Jconfigure --with-mysqgl=/usr/loca/mysgl
# make

# make install

# mkdir /etc/snort

# mkdir /var/log/snort

#cdrules

JeNiaeM CJCIYIONMHA OJIOK JUIS KaXJI0ro uHTepdeiica rae ToJhKeH ObITh 3amyiieH Snort, ethx — x
HOMep uHTepdeiica

# mkdir /etc/snort/ethx

# mkdir /var/log/snort/ethx

# cp * /etc/snort/ethx

#cd./etc

# cp snort.conf /etc/snort/ethx

# cp *.config /etc/snort/ethx

# cp unicode.map /etc/snort/ethx
# cp threshold.conf /etc/snort/ethx
#cd ..

Co3maeM CKpUIT aBTO3aIycKa (CM. mpuiioxkenue 2), kiajaem ero B /etc/init.d.

# cd /etc/init.d

# chown root.root /etc/init.d/snort
# chmod 755 /etc/init.d/snort

# chkconfig -add snort

Penaxktupyem
INTERFACES="ethx ethy"

Penaktupyem kaxpiii /etc/snort/ethx/snort.conf file:

var HOME_NET $ethx ADDRESS (ethx - Homep uHTepdeiica KOTopblii Oy1eM MOHUTOPHUTH)
Wi

var HOME_NET cetb/Macka

var RULE_PATH /etc/snort/ethx (yka3eiBaeM rie XpaHsIThCs PaBUIIA)

output database: log, mysqgl, user=snort password=new_password doname=snort host=localhost

B koH1ie daiina packoMeHTpyeM Te MpaBuiia KOTOPbIE HEOOX0IUMO BKIIFOUYUTh

YcTaHaBJAMBaeM CKPHUIIT ABTOMAaTHYeCKOro ooHoBJeHust mpaBua Oinkmaster:

# cp oinkmaster-1.1.tar.gz /tmp/5/

# cd /tmp/5

# tar —xvzf oinkmaster-1.1.tar.gz

# cd oinkmaster-1.1

# cp oinkmaster.pl /etc/snort/

# cp oinkmaster.conf /etc/snort/ethO/
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#. cp oinkmaster.conf /etc/snort/ethx/
# cp oinkmaster.1 /usr/local/man/man.l/manl/

B 3aBucumocT ot Bepcun Snort mpasum mapametp Url B daiine /etc/snort/ethx/oinkmaster.conf
YceranaBauBaem 6a3y nanabix B MySQL :

3amyckaem mysql
# letc/init.d/mysgl start
# Jusr/local/ mysqgl/bin/mysgl

mysgl> SET PASSWORD FOR root@loca host=PASSWORD('new_passwo rd’);
>Query OK, 0 rows affected (0.25 sec)

mysql> create database snort;
>Query OK, 1 row affected (0.01 sec)

mysql> grant INSERT,SELECT on root.* to snort@locahost;
>Query OK, 0 rows affected (0.02 sec)

mysgl> SET PASSWORD FOR snort@I ocalhost=PASSWORD(‘new_password ‘);
>Query OK, 0 rows affected (0.25 sec)

mysql> grant CREATE, INSERT, SELECT, DELETE, UPDATE on snort.* to snort@localhost;
>Query OK, 0 rows affected (0.02 sec)

mysql> grant CREATE, INSERT, SELECT, DELETE, UPDATE on snort.* to snort;
>Query OK, 0 rows affected (0.02 sec)

mysql> exit
>Bye

Ilepexoaum B IMPEKTOPUIO B KOTOPYIO pa3BepHyIU SNOrt

# cd /tmp/4

# Jusr/local/mysgl/bin/mysgl -u root -p < ./contrib/create_mysgl snort
Enter password:

(Yka3piBaeM mapoJib moJi3oBaresis root (mysql))

YcranaBnuBaeM JOIIOJIHUTCIIbHBIC T a6J‘II/IIIBI:
# zcat ./contrib/snortdb-extra.gz | /usr/local/mysqgl/bin/mysgl -p snort
Enter password:

(Vka3beiBaeM mapoJb moJib3oBarestst Snort (mysql))
ITpoBepsieM 4TO BCe TAOHIIBI CO3AATNUCH KOPPEKTHO:

# lusr/local/mysgl/bin/mysgl —p
>Enter password:
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mysgl> SHOW DATABASES;
(You should see the following)

3rowsin set (0.00 sec)

mysql> use snort
>Database changed
mysgl> SHOW TABLES;

| encoding

| event

| flags

| icmphdr

| iphdr

| opt

| protocols

| reference

| reference_system
| schema

| sensor

| services

| sig_class

| sig_reference
| signature

| tcphdr

| udphdr

19 rowsin set (0.00 sec)
>Bye

HNucranupyem JPGraph:

Konupyewm jpgraph-1.16.tar.gz B /srv/www/htdocs

# cp jpgraph-1.16.tar.gz /srv/iwww/htdocs
# cd /srviwww/htdocs
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# tar —xvzf jpgraph-1.16.tar.gz
# rm —f jpgraph-1.16.tar.gz

HNucranupyem ADODB:
Komnpyem adodb454.9z B /srv/www/htdocs

# cp adodb454.9z /srviwww/htdocs/
# cd /srviwww/htdocs

# tar -xvzf adodb454.9z

# rm —rf adodb454.9z

HNucranupyem BASE:
Kommpyewm base-1.0.tar.gz B /srv/www/htdocs

# cp base-1.0.tar.gz /srv/iwww/htdocs
# cd /srviwww/htdocs

#tar -xvzf base-1.0.tar.gz

#rm -rf base-1.0.tar.gz

# cd base

# cp base_conf.php.dist base _conf.php

Penaktupyem /srv/www/htdocs/base/base_conf.php

$BASE Language = “russian”;

$Use Auth_System =0;

$BASE urlpath = “/base’;

$DBlib_path = "/srv/iwww/htdocs/adodb”;
$DBtype = "mysql";

$aert_dbname = "snort";
$adert_host ="locadhost";
$dert_port ="";

$aert_user = "snort";
$aert_password = "new_password";

$archive_dbname = "snort";
$archive_hogt = "locahost";

$archive port="";

$archive user = "snort";
$archive_password = "new_password ";

$ChartLib_path = "/srv/www/htdocg/jpgraph-1.16/src”;
$chart_file_format = "png";

3anyckaem apache, mysql, snort 51 3aX00UM Opay3epom o azpecy
http://yourhost/base/base main.php.

10
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IIpu mepBom 3amycke Oyner mnpemioxkeHa uHMLManu3upoBaTh bJl, 3axomum B “Setup page’,
naxkumaeMm "Create BASE AG".

3axoauM Ha http://yourhost/base/

YcranaBauBaem napoJb Ha BASE:

# mkdir /srviwww/passwords
# Isrviwww/bin/htpasswd -c /srv/www/passwords/passwords/passwords base

base — nosp30Batenb mox KoTopbM Oynem odpamarscs kK BASE.
Ho6asnsem B /srv/www/conf/httpd.conf

<Directory "/srviwww/htdocs/base">
AuthType Basic
AuthName "SnortIDS"
AuthUserFile /srviwww/passwords/passwords
Require user base
</Directory>

Now restart the http service (/etc/init.d/httpd restart) and next time you go to the acid webpage you
will get a prompt for a username and password. (if you are running some of the anti-spyware
features of software like spybot search and destroy you will get an error when trying to view this
page, or any that require authentication)

HNucTranupyem 10n0JHUTEIbHBIH ceHcop FW

Crasum mysgl-devel u mysqgl-client

# In -s/usr/lib/mysqgl/ /usr/loca/lib/mysal

PacnakoBeiBaeM Snort

# cd snort-2.2.0

# Jconfigure --with-mysqg|l

#“/ijsrllocallmysqllbi n/mysgl —u root —p

mysgl> SET PASSWORD FOR ‘snort’ @ %' =PASSWORD('new_password’);
>Query OK, 0 rows affected (0.25 sec)

mysql> exit;
>Bye

HNucramupyem Webmin

# cp webmin-1.170.tar.gz /tmp/7/

11
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# cd /[tmp/7

# tar -xvzf webmin-1.170.tar.gz
# cd webmin-1.170

# /setup.sh /usr/local/webmin

Wucramupyem perl-Net_SSLeay 1.25-29 u openssl-devel 0.9.7d-25
perl-DBD-mysql 2.9004-2

Troubleshooting

If you are having trouble type the following

snort —c /etc/snort/snort.conf

It will give you output that will be helpful. It will tell you if you are having problems
with rulesor if you have abad line in your conf file. If you do this and read the output
you will be able to fix most of the problems | get e-mailed with.

Make sure that the line for MySQL in the snort.conf file is not wrapped or cut into two
lines. | have seen this happen alot.

PDF created with pdfFactory trial version www.pdffactory.com

12


http://www.pdffactory.com

Ipunoxenne 1.

#/bin/sh

#

# [etc/init.d/apache2

#

### BEGIN INIT INFO

# Provides: apache2 httpd2

# Required-Start: $loca fs$remote fs$network
# X-UnitedLinux-Should-Start: $named $time postgresgl sendmail mysgl ypclient
dhep radiusd

# Required-Stop: $locd_fs $remote_fs $network
# X-UnitedLinux-Should-Stop:

# Default-Start: 35

# Default-Stop: 0126

# Short-Description: Apache2 httpd

# Description: Start the httpd daemon Apache 2

### END INIT INFO
pname=apache2
apache_exe=/srv/iwww/bin/apachect|

#
# main part
#
case"$1"in
dart*)
echo -n "Starting httpd2 "
$apache_exestart
stop)
echo -n "Shutting down httpd2 "
$apache_exe stop

restart)
$0 stop
$0 start "$@"
# Remember status and be quiet

*

cat >&2 <<-EOF
Usage: $0 <command>
where <command> is one of:

start - gtart httpd
stop - stop httpd (sendign SIGTERM to parent)
restart - stop httpd if running; start httpd
help - this screen
EOF
exit 1
esac
#1/bin/bash

# letc/init.d/snort
#t# BEGIN INIT INFO

PDF created with pdfFactory trial version www.pdffactory.com

13


http://www.pdffactory.com

# Provides: snort

# Required-Start: apache2 mysgl $network

# Required-Stop: mysql

# Default-Start: 35

# Default-Stop: 0124 6

# short-Description: start and stop Snort

# Description: Network Intrusion Dectection

#

# $IFW: snort_new,v 1.16 2003/11/29 14:51:37 tflat Exp $

#

# Author:  JamesF. Wilkus <james@unixninja.us>

# About:  Snort Control Script

This script was written to handle multiple interfaces, and as a
frontend to oinkmaster. For each interface in INTERFACES,
creste adirectory that contains al snort rules and configs.

Each interface has its own configuration files and rule
sets. | needed away to control different rule sets for each
interface.

Hereisan example:
INTERFACES="rl0 fxp0"

[etc/snort

oinkmaster.pl

rlo/
* rules
snort.conf
oinkmaster.conf

fxp0/
* rules
snort.conf
oinkmaster.conf

Usage:  rc.snort -i &ltjinterface& gt; [ start | update | stop |

HHEIFHHFHFHFFHFFEHFFEHFEHFEHFHEFEFHHEHFHHHFHHF

H*
Q
=
Q

Z oinkmaster is a snort signature management tool. | highly suggest it. You

# can get it from:

Z http://www.snort.org/dl/contrib/signature_management/oi nkmaster/oinkmaster-0.6.tar.gz
Z For use on SUSE/RedHat systems, copy this script to /etc/init.d and run:

Z# chkconfig snort on

#

umask 022

SNORT_PATH=/ust/local/bin
SNORTDIR=/etc/snort
SNORTLOG=/var/log/snort
SNORTUSER=snort
SNORTGROUP=snort
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INTERFACES="eth4 eth5"
OPTIONS="-D"

test -x $SNORT_PATH/snort || exit 0

start_snort()
{ for INT in ${INTERFACES}
do
unset SKIP
PIDFILE="/var/run/snort_${ INT} .pid"
SNORTCONF="${ SNORTDIR} /${ INT} /snort.conf"
if [ -f "${ PIDFILE}" ]; then
SPROC=%( cat ${ PIDFILE} )
SNORTPID=$( ps-p ${ SPROC} |grep-v PID)
if [ -z"${ SNORTPID}" ]; then
echo "Removing stale PID file for ${ INT}."
rm $ PIDFILE}
ese
echo "Snort is gtill running on ${ INT}, skipping!"
SKIP=YES
fi
fi
if [ "${SKIP}" 1= "YES"]; then
echo "Snorting ${ INT} "
ifconfig ${ INT} up
$SNORT_PATH/snort -1 -i ${INT} -c ${ SNORTCONF} -g ${ SNORTGROUP} —| ${ SNORTLOG} /${INT}
$OPTIONS
fi
done

}

oinkmeaster()

{
for INT in ${ INTERFACES}
do
${ SNORTDIR} /oinkmeaster.pl -C ${ SNORTDIR} /${ INT} /oinkmaster.conf -0 ${ SNORTDIR} /${ INT}
done

}

stop_snort()

for INT in ${ INTERFACES}
do
PIDFILE="/var/run/snort_${ INT} .pid"
if [ -f "${ PIDFILE}" ]; then
SPROC=$( cat ${ PIDFILE} )
echo "Stopping snort pid ${ SPROC} "
kill ${ SPROC}
rm ${ PIDFILE}
else
echo "Snort isnot running on ${ INT}!"
fi
done

}

case$lin
start)
start_snort ;;
stop)
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stop_snort ;;
update)
echo "Updating Snort rules"
oinkmaster ;;
restart)
$0 stop
$0 start

*

echo "$0 [ start | stop |restart]" ;;
esac
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