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pico /etc/ssh/sshd _config
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CTRL + X and press Y and Entre

sl ey
SSH & ) Jeny o8

HTML:2S

root @erver [~]# service sshd restart
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Stoppi ng sshd:[ OK ]
Starting sshd:[ OK ]

SNOrtasly Cigs il 3 alae oLl A8l (V)
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root @erver [~]# nmkdir snort ; cd snort
root @erver [~/snort]#
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HTML: 25

wget http://wwmv. snort.org/dl/snort-2.1.3.tar.gz

HTML: 2
wget http://phplens.conilens/dl/adodb390.tgz

HTML: 2
wget http://acidl ab. sourceforge. net/acid-0.9.6b23.tar.gz

HTML: 2
wget http://wwmv gzip.org/zlib/zlib-1.2.1.tar.gz

HTML: 2

wget http://ww. adi tus. nu/j pgraph/ downl oads/j pgraph-1.13.tar.gz

HTML:2S

wget http://wwmv tcpdunp. org/rel ease/libpcap-0.7.2.tar.gz

HTML:2S

wget http://unc.dl.sourceforge. net/sourceforge/pcre/pcre-4.1.tar.gz
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tar -xvzf zlib-1.2.1.tar.gz
cd zlib-1.2.1

./ configure

make

make install

cd ..

Libpcapd cuwaiy a5 ¥
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tar —xvzf |ibpcap-0.7.2.tar.gz
cd |ibpcap-0.7.2

./ configure

make

make i nstal

cd ..

pered cuuai a4 oY)

HTML:2S

tar -xvzf pcre-4.1.tar.gz
cd pcre-4.1

./ configure

make

make i nstal

cd ..

SNortd cuwaiy a5 oY
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groupadd snort

useradd -g snort snort

nmkdir /etc/snort

nkdir /var/l og/snort

tar -xvzf snort-2.1.3.tar.gz

cd snort-2.1.3

./configure --w th-mnmysqgl =/usr/|ocal/nysql
make

make i nstal
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cp * /etc/snort

cd ../etc

cp snort.conf /etc/snort
cp *.config /etc/snort

Snort J cidae) (& Jaaeilly o 685 (Y1

HTML:2S

pico /etc/snort/snort. conf
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var HOME_NET 192.168.1.1/2
Rule Pathdl s & lase,
/etc/snort/ S var RULE_PATH ../rules ¢
output database: log, mysqloe Sl asii ()
cind I land) Jie 4 CIaeY) Jaad

HTML:2S

out put dat abase: |og, nysgl, user=snort password=test dbname=snort
host =l ocal host

Mysql b palall 50 3 suly (A o) suldl iy o8

# ) adle Ciday iag e ) ) G s oY)

CTRL + X and press Y and press Entreg¥! ke lis, .8
Mysql 3 ) Jeaalb @ el ¥ lass (e Y

HTML: S

root @erver [~/snort/snort-2.1.3/etc]# nysql
Wel come to the MySQ. nonitor. Commands end with ; or \g.
Your MySQL connection id is 831 to server version: 4.0.20-standard

Type "help;' or '"\h' for help. Type '\c' to clear the buffer.

nysql >

i) s @ oLl L Y)

HTML:2S

nmysqgl > creat e dat abase snort;

>Query OK, 1 row affected (0.01 sec)

nmysqgl > grant | NSERT, SELECT on root.* to snort @ ocal host;

>Query OK, 0 rows affected (0.02 sec)

nysql > SET PASSWORD FOR snort @ ocal host =PASSWORD( ' test' ) ;

>Query OK, 0 rows affected (0.25 sec)

nmysqgl > grant CREATE, | NSERT, SELECT, DELETE, UPDATE on snort.* to
snort @ ocal host ;

>Query OK, 0 rows affected (0.02 sec)

nmysqgl > grant CREATE, | NSERT, SELECT, DELETE, UPDATE on snort.* to
snort;

>Query OK, 0 rows affected (0.02 sec)

nysql > exit

>Bye
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mysqgl -uroot -ppass snort < contrib/create_nysq
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root @erver [~/snort/snort-2.1.3]# nysq
Wel come to the MySQ. nonitor. Commands end with ; or \g.
Your MySQL connection id is 840 to server version: 4.0.20-standard

Type "help;' or "\h' for help. Type '\c' to clear the buffer.

nmysqgl > show dat abases;

ooooocoooooc +
| Database |
ooooocoooooc +
| exinmstats |
| mail |
| nysaql I
| snort |
| test |
ooooocoooooc +

5 rows in set (0.04 sec)

nmysqgl > use snort;
Readi ng table information for conpletion of table and col utm nanes
You can turn off this feature to get a quicker startup with -A

Dat abase changed

nmysqgl > show t abl es;

| data |
| detail |
| encodi ng |
| event
| icnphdr |
| iphdr |
| opt |
| reference |
| reference_system |
| schema |
| sensor |
| sig_class |
| sig_reference
| signature |
| tcphdr |
| udphdr |
+

16 rows in set (0.01 sec)

nysql > quit
Bye
root @erver [~/snort/snort-2.1.3]#
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tar -xvzf jpgraph-1.13.tar.gz

cp -rf jpgraph-1.13 /home/site/ww
tar -xvzf adodb390.tgz

cp -rf adodb /hone/site/ ww

tar -xvzf acid-0.9.6b23.tar.gz

cp -rf acid /hone/site/ ww

a8 sl alaal aliis Liad ) KL analall 3 o0 el 8 Jaamlls o i ()

HTML:2S

pi co / home/ site/ ww aci d/ aci d_conf. php

4 ) el Ju3

J Jac
HTML: S

$DBli b _path = "/hone/site/ ww adodb";

i el o8 sall sl st o5 site J) Jay 4l

PHP:aS
$al ert _dbnanme = "snort";
$al ert _host = "l ocal host";
$al ert _port = P0c
$al ert _user = "root";
$al ert _password = "pass";
$archi ve_dbname = "snort";
$ar chi ve_host = "l ocal host";
$ar chi ve_port =""
$ar chi ve_user = "root";
$archi ve_password = "pass";

MySQL- snort J 5 root ) 2 sl (it 5 L3 il il (B cila glaall s a2
$ChartLib_pathge &=l 85
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$ChartLib_path = "/hone/site/ ww jpgraph-1.13/src";

CTRL + X And Press Y And Press Entredclluc sy a8 oYl

iaaiall (3o caad
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http://ursite.com/acid/acid _main.php

Create Acid W2y Setup Page J) < e Jlial

Dol Jardiodle) day dany (S o) s8I0 @) il Ly ) () (ol Y1
Gyl alae & snort Jb palal) slindd ) alaalle syl &8 adabon JS
cd /root/snort/snort-2.1.3

HTML: S

cd /root/snort/snort-2.1.3
cp contrib/S99snort /etc/init.d/snort

o sindl il Jpanily o ladny

HTML:2S

pico /etc/init.d/snort

! CONFIG= I Jiaxy o8 ladey
HTML: 28

CONFI G=/ et ¢/ snort/snort. conf

o) SNORT_GID= J i
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SNORT_G D=snort

CTRL + X And Press Y And Press Entredlc laa, o3
‘)A‘}y‘ 3T _\..}SJ:I eﬂ IAJ:_!
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cd /etc/init.d

chnod 755 snort

cd /etc/rc3.d

In -s ../init.d/snort S99snort
In -s ../init.d/snort K99snort
cd /etc/rch.d

In -s ../init.d/snort S99snort
In -s ../init.d/snort K99snort

Tyl
snort —c /etc/snort/snort.conf
QJM\JAQM)Q‘)AY\ RV
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