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x86 Segments - History! Burroughs

! i432

! 8086

!! 286286

!! 386…PIII386…PIII

• simple 20-bit base registers

•• 2424--bit base, 16bit base, 16--bit sizebit size
•• typed (r, r/w, x, r/x, special)typed (r, r/w, x, r/x, special)
•• privilegeprivilege
•• gatesgates

•• 3232--bit base & sizebit base & size
• type, privilege & gates like 286
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16-bit segment number 0000
+

?
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16 M on a 
16-bit machine 

?

Security
“OS on silicon”
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! type
" r , r/w , x , r/x , x conforming
" expand up/down

! descriptor privilege (DPL)
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Data Segment
! base
! limit (1B...16M / 4K…4G)

! type
" r , r/w , x , r/x , x conforming
" expand up/down

! descriptor privilege (DPL)
" 0 / 1 / 2 : kernel, 0 is highest !

" 3 : user

! present
! default width (16/32 bit)
! granularity (1B / 4K)

base 15:0 limit 15:0

base 31:24 base 23:16
lim
19:16

typedplPdg
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Descriptors & Selectors
! Descriptor Tables hold segment 

descriptors.
" GDT (Global Descriptor Table)
" LDT (Local Descriptor Tables)

GDT

base 15:0 limit 15:0
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lim
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lim
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Descriptors & Selectors
! Descriptor Tables hold segment 

descriptors.
" GDT (Global Descriptor Table)
" LDT (Local Descriptor Tables)

! Selectors select segments

GDT

base 15:0 limit 15:0

base 31:24 base 23:16
lim
19:16

typedplPdg

LDT

base 15:0 limit 15:0

base 31:24 base 23:16
lim
19:16

typedplPdg
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Segment Registers

! user Sregs:
" CS code segment
" SS stack segment
" DS data segment
" ES,FS,GS additional data segments

! system Sregs
" GDTR GDT base & limit
" LDTR LDT segment
" TR Task segment (TSS)
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Sreg Usage

! Implicit:
" code (jmp, call, ret): CS
" stack (via ESP & EBP) : SS
" data (ld/st …) : DS
" special instr: ES

! Explicit:
" prefix codes for ES, FS, GS and CS
" for stack & data instructions only
" expensive
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! Rules:
" Higher1 priv may access lower2 priv.
" Same priv permits access.
" Lower2 priv can never access higher1 priv!

1) “higher priv” means “numerically lower”.
2) “lower priv” means “numerically higher”.
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Privilege -- Protection Rings

! Rules:
" Higher1 priv may access lower2 priv.
" Same priv permits access.
" Lower2 priv can never access higher1 priv!

! Which beast is subject?
" currently active Code Segment 

1) “higher priv” means “numerically lower”.
2) “lower priv” means “numerically higher”.

Level 0

Level 2

Level 3

OS Kernel OS Services

Applications

Level 1
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DPL -- RPL -- CPL
! DPL (Descriptor Privilege Level)

" specified by segment descriptordesc
GDT
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DPL -- RPL -- CPL
! DPL (Descriptor Privilege Level)

" specified by segment descriptor

! RPL (Requestor Privilege Level)
" specified by segment selector
" RPL is lower equal DPL, I.e. can weaken priv

desc
GDT

DS
sel
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DPL - RPL - CPL
! DPL (Descriptor Privilege Level)

" specified by segment descriptor

! RPL (Requestor Privilege Level)
" specified by segment selector
" RPL is lower equal DPL, I.e. can weaken priv

! CPL (Current Privilege Level)
" RPL of current CS ( = DPL )

desc
GDT

sel

desc

sel

DS

CS
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DPL - RPL - CPL
! CS, SS :

"RPL = DPL    !
"Defines CPL  (CPL = csrpl = csdpl = ssrpl = ssdpl )

! DS, ES, FS, GS :
"RPL >= DPL  (numerically >= )
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Data Access

! check limit
! check data segment

" for write access: check writable segment
! add segment base
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Data Access

! check limit
! check data segment

" for write access: check writable segment
! add segment base

0 cycles
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! check RPL lower equal CPL
! calculate descriptor address in GDT or LDT
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! check DPL lower equal CPL
! check data segment

" for SS: check writable segment
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Load Sreg Instruction

! load selector
! check RPL lower equal CPL
! calculate descriptor address in GDT or LDT
! load descriptor
! check DPL lower equal CPL
! check data segment

" for SS: check writable segment
! set Sreg´s base, limit and access attributes
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Load Sreg Instruction

! load selector
! check RPL lower equal CPL
! calculate descriptor address in GDT or LDT
! load descriptor
! check DPL lower equal CPL
! check data segment

" for SS: check writable segment
! set Sreg´s base, limit and access attributes

2 … 15 cycles
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Changing Privilege
! IRET to lower privilege

! CALL / INT / exception 
"via Gates
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